DrayTek

Vigor2800 Series
ADSL2/2+ Security Router

User’s Guide

Version: 2.1

Date: 2005/12/19

Copyright 2005 All rights reserved.

This publication contains information that is pateel by copyright. No part may be reproduced, tratisd,
transcribed, stored in a retrieval system, or teded into any language without written permisdiam the copyright
holders. The scope of delivery and other detadssabject to change without prior notice.

Microsoft is a registered trademark of Microsoftr@o
Windows, Windows 95, 98, Me, NT, 2000, XP and Exptare trademarks of Microsoft Corp.
Apple and Mac OS are registered trademarks of AGplmputer Inc.
Other products may be trademarks or registereénacks of their respective manufacturers.



Vigor2800 Series User's Guide



Table of Contents

1

PrETACE .. e a e e e eaaaraa 1
1.1 LED Indicators and CONMNECIOIS ....coooiiiiiiee oo 1
O o YT o] 22 [0 O PP 2
A o Y 1o [0 22 2[00 C PP 3
I 3 o Y To o] 22 2[00 PR 4
R N o Yo o] 22 2[00 PR 5
1.2 Hardware INStallation ........coooiiiiiiiee oo 6
Configuring BasiC SettiNgS ....ccoeviiiiiiiiiiiee e s 7
2.1 Changing PasSWOIA .........ccoiiiiiiiiiii e 7
2.2 QUICK SEAIT WIZAI.......ccc e 9
2.2.1 Adjusting ProtoCOl/ENCAPSUIAtION.............covviiiiiiiiiiiiieee e 9
2.2.2 PPPOE/PPPOA ...ttt ettt ettt et e et e e e e nb e e e e e e aner e e e e araeaaan 10
PG I = 4o o 1= T N = U UUPPPUTPPR 11
P o (o1 11=To I | U PRPUTPPR 13
2.3 0NNNE SEAIUS....cceiieieeeeee e 14
2.4 Saving ConfIQUIALiON .......ccoiiiiiiieieee e 15
Advanced Web ConfIgUIation ...............ii i 17
L INEEINEE ACCESS ... ettt ettt e ettt e ettt e e ettt e e e et e e e eeaa e e e et e e e een e e eeraaaaeanan 17
3.1.1 Basics of Internet Protocol (IP) NEtWOIK ...........ccovviiiiiiiiiiiiiieeeeeeee 17
BLL.2 PPPOE/PPPOA ...ttt ettt ettt e ettt e e e et e e e e nb e e e e e e enre e e e e araeaaan 18
I R B V| o RSP 20
BLL A MURI-PVCS ...ttt ettt e e ettt e e e ettt e e e e ettt e e e e anbeeaeeanneeaeaan 22
30 I AN PP R 23
3.2.1 BASICS Of LAN L.coiiiiiiiiiiii e 23
3.2.2 GENEIAI SELUP ....iiiiiiiiiiiiiieeeee e 25
B.2.3 SEALIC ROULE .ceeeiiiiiiiieeeeeeeeeeeeee e 27
3.2.4 VLAN/RALE CONLIOL.....cciiiiiiiiiiiiiiiiiiiee e 31

T 1 N RO RTRR 32
3.3 L POt REAINECLON .ceeviiiiiiieeeeeeeeeeeee s 33
B.B.2 DIMZ HOSE. ...ttt ettt ettt e e ekttt e e e n et e e e e ne e e e e e e bbe e e e e anbneaeeannneaean 35
TR R I @ =10 [ o] £ K TP UPPPPRRPP 37
BUAFIEWALL .. 39
3.4.1 BasiCS fOr FIr@WAIl .........ccoviiiiiiiiiiiii 39
34,2 GENEIAI SELUP....iiiiiiiiiiiiiiiieeeee e 42
BA.B FEI SEUUP...ciiiiiiiiieiiiee e 43
I 1V I = o Tod (1 o PSSP 46
4.5 P2P BIOCKING. .« ettt ettt e e ettt e e e e e e et e e e e e e e rra s a7

Vigor2800 Series User’s Guide iii



I SR B o ISR B I<] (=] 1T 48

3.4.7 URL CONENE FltBI..cciiiiiiiiiiiiiieeeeeeee e 50
3. 4.8WED CONENE FIILET ..covveiiiiiiiieieeeeee e 52
B 5 APPIICALIONS ... 53
3.5.1DYNAMIC DNS ..o 53
B.5.2 SCHEAUIE......coeeeeiiieeeeeeee 55
.53 RADIUS .o e e e e e e e e e e e e e e e e e e abbrr e e e e e e e aane 57
BB UPIIP et e e e e e e b et e e e e e e e e e nbbrreaaaeeeaaae 58
3.5.5 QUANLY OF SEIVICE ...ciiiiiiiiiiiiiieee e 59
3.6 VPN @Nd REMOLE ACCESS ....ccoiiiiiiiiiieeeeeeee ettt 64
3.6.1 REMOLE ACCESS CONIION...cciiiiiiiiiiiiiiiiiieieeeeee s 64
3.6.2 PPP GENEIAl SEIUP ...eiiiiiiiiiiiiiieeeeeeeee e 64
3.6.3 IPSEC GENETAl SEUP....ciiiiiiiiiiiiiiiiee e 66
3.6.4 IPSEC PEEI IABNTILY.....cciiiiiiiiiiiiiiieeeee e 67
3.6.5 RemMote USEr Profil€S .......ccouvvviiiiiiiii 68
3.6.6 LAN 0 LAN PrOfilES cooviiiiiiiiiieeeeeeee 71
3.6.7 VPN Connection ManagEMENT ...........ccuviiiiiiiiiiiiiiiieiieeeee et 78
3.7 Certificate ManagemMENL........ccoiiiiiiiiieee e 80
3B.7.1 LOCAl CeITIfICALE ..eivviiiiiiiiiiiieeeeeeee e 80
3.7.2 Trusted CA CertifiCate .......ccvviiiiiiiiiiiiiiee 81
KRV = T PP PP O PP PPPTTR TP 82
B.BLL DHAIPIAN et 84
3.8.2 SIP ACCOUNLS ...ttt e ettt e e ettt e e et e e e e et e e e eba e e e eeta e eaeeranaaaes 86
G S e I o o o TSI T = i 1] o TP 90
R IS = LU [ P PP TP TOUPPPPPRRT 93
LD WWLAN L.ttt ittt et e e oo e e e e e e e e e b b et et e e e e e e e hb b et e e et e e e e e e e hbbbr et e e e e e e e annrrnees 94
G 7= T [l @0 (o= o £ PP 94
3.9.2 GENEIAl SEHINGS .oieiiiiiiiiiiiiiieeeeee et 96
BL0.3 SBOUIMY cetiiiiiiieieee et 98
3.9.4 ACCESS CONLIOl....cciiiiiiiiiiiiiiieeeee e 100
B.9.5 SEALION LIS ..ciiiiiiiiiiiiiiiiieeee e 101
3.10 SYStEM MaINLENANCE ......cceieieiieeeeeee e 102
3.10.1 SYSEEIM SEALUS .....ceeieieeite ettt e et ettt e e et e e e e et e e e e ea e e e eaaa e e eeba e aaeann e eeennnnns 102
3.10.2 ADMINISLrator PASSWOIG..........ccciviiiiiiiiiiiiiiiiiiieeeeee et 103
3.10.3 Configuration BaCKUP .........covvviiiiiiiiiii 103
3.10.4 SYSIOGIMaIl AT ...ccoeeiiiiiieeeeeeee e 105
3.10.5 TIME @NA DALE......ciiiiiiiiieiiieeeeeeee e 107
3.10.6 MANAQEMIENT SEUUPD ... eetuneieet e et e et et e e e et e e et et e e e e ea e e e eaa e e eeean e eeeaan e aeeennnnns 108
3.10.7 REDOOL SYSIEIM....ceiiiiiiiiiiiiiiieeeeeee s 109
3.10.8 Firmware Upgrade (TFTP)......civiiiiiee e 109
I B B I = Vo 013 1 xS PP 110
I B O R VY AN N @] o =Y o ) o PP 110
G A B TT- 1 B 10 A T [ 1= 4 =T RPN 111
3. 113 ROULING TaDIE.c.ciiiiiiiiiiiieeeeeee 111
3.11.4 ARP Cache Table......cooiiiiiiiiiiiieei 112
LIS DHCP TaDIE...c oottt e e e a e 112
3.11.6 NAT SeSSIONS TADIE.....cciiiiiiiiiiiiiiii 113
3.11.7 ADSL SPEeCIrUM ANAIYSIS.....cciiiiiiiiiiiiiiiiiiiieee e 114
Application and EXamMPIes ... 115

Vigor2800 Series User's Guide



4.1 Create a LAN-to-LAN Connection Between Remote Office and Headquarter ................... 115

4.2 Create a Remote Dial-in User Connection Between the Teleworker and Headquarter ...... 122
4.3 QOS SettiNng EXAMPIE ..ccoiviiiiiiiiiieeee 126
4.4 LAN — Created by USING NAT ...oooviiiiiiiie e 128
4.5 Calling Scenario for VOIP fUNCLON...........cooviiiiiiiiii 131

4.5.1 CalliNG VIia SIP SEVEI....uuuuuuuuuuuuiiuuetuereiuuneerueesesereresesreseeeeseeesee————————.———————. 131

N =T (o B o= TCT g @ ] o PPN 133
4.6 Upgrade Firmware for YOUr ROULET ..........coviiiiiiiiiiiie e 134
4.7 Request a certificate from a CA server on Windows CA SEIVEr .........ccccccvvviiiiiiiiiiiiiieeeee, 136
4.8 Request a CA Certificate and Set as Trusted on Windows CA Server...........cccccccvveeeennn.. 139
Trouble SNOOTING ..o 143
5.1 Checking If the Hardware Status IS OK OF NOt...........cccovviiiiiiiii, 143
5.2 Checking If the Network Connection Settings on Your Computer Is OK or Not.................. 143
5.3 Pinging the Router from YOUr COMPULET...........coviiiiiiiiiieieeeeeeeeeeee et 146
5.4 Checking If the ISP Settings are OK OF NOt..........cccviiiiiiiiiii e, 148
5.5 Backing to Factory Default Setting If NECeSSary..........cccccvvvviiiiiiiiii, 149
5.6 Contacting YOoUI DEAIET.........cccciiiiiiiiiiee e 150

Vigor2800 Series User’s Guide \Y






1 Preface

Targeting requirement for residential, SOHO (Sr@dflce and Home Office) and business
users, the Vigor2800 series is an ADSL2/2+ enaioitsyrated access device. With
downstream speed up to 12Mbps (ADSL2) or 24MbpsAD+), the Vigor2800V/VG
provides exceptional bandwidth for Internet access.

To secure your network, the Vigor2800 series prewidn advanced firewall with advanced
features, such as NAT with multi VPN pass-througfateful Packet Inspection (SPI) to offer
network reliability by detecting and prohibiting lc#ous penetrating packets,
user-configurable web filtering for parental cohegainst network abuse etc.

Vigor2800 series is embedded with an 802.11g canpivireless module which provides
wireless LAN access with data rate as much as 108MpuperG. As for data privacy of
wireless network, the Vigor2800 series can enctldesmsmissions data with standard WEP
and industrial strength WPA2 (IEEE 802.11i) encigipt Additional features include Wireless
Client List and MAC Address Control for maintainiogntrol over user’s authorization in
your network, and Hidden SSID for being invisibbdedutside intruders scanning.

1.1 LED Indicators and Connectors

The displays of LED indicators and connectors lier riouters are different slightly.

Vigor2800 Series User's Guide 1



1.1.1 For Vigor2800

LAN
————
ACT QoS P2P Firewall VPN DSL Printer P1 P2 P3 P4

[4
P4 P3 P2 P1

Factory
Printer PWR DSL Reset

LED Explanation

LED Status Explanation
ACT Blinking The router is powered on and running properly.
(Activity) on The router is powered on.
QoS On The QoS function is active.
Off The QoS function is inactive.
P2P On The P2P function is active.
Blinking Starts to prohibit P2P data.
VPN On The VPN tunnel is launched.
DSL On The ADSL, ADSL2/2+ line is connected.
Printer On The USB interface printer is ready.
LAN (P1, P2, | Orange A normal 10Mbps connection is through its
P3, P4) corresponding port.
Green A normal 100Mbps connection is through its
corresponding port.
Blinking Ethernet packets are transmitting.

Connector Explanation

Interface Description

Printer Connecter for a USB printer.

PWR Connecter for a power adapter with 12-15VDC.

ON/OFF Power Switch.

LAN P4 - P1 Connecters for local networked devices.

DSL Connecter for accessing Internet with the ADERSL 2/2+ line

Factory Reset Restore the default settings.

Usage: Turn on the router (ACT LED is blinking)eBs the hole and
keep for more than 5 seconds. When you see thel&IX begins to
blink rapidly than usual, release the button. Ttenrouter will restart
with the factory default configuration.
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1.1.2 For Vigor2800G

LAN
ACT QoS P2P Firewall WLAN DSL Printer P1 P2 R3 P4

115 TS| 189 5 1581 S5 191

c—— 10 e e 0 e e e e e e e e e e e e

fi —
m? wwwwds .
: Printer P4 P3 P2 P1 ‘d

Factory
PWR DSL Reset

LED Explanation

LED Status Explanation
ACT (Activity) Blinking The router is powered on and running prope
On The router is powered on.
QoS On The QoS function is active.
Off The QoS function is inactive.
P2pP On The P2P function is active.
Blinking Starts to prohibit P2P data.
Firewall On The DoS function is enabled.
Blinking When encountered DoS attacks.
WLAN On Wireless access point is ready.
Blinking Wireless traffic goes through.
Off Wireless access point is turned off.
DSL On The ADSL, ADSL2/2+ line is connected.
Printer On The USB interface printer is ready.
LAN (P1, P2, Orange A normal 10Mbps connection is through its corresjion
P3, P4) port.
Green A normal 100Mbps connection is through itsesponding
port.
Blinking Ethernet packets are transmitting.

Connector Explanation

Interface Description

Printer Connecter for a USB printer.

PWR Connecter for a power adapter with 12-15VDC.

ON/OFF Power Switch.

LAN P4 — P1 Connecters for local networked devices.

DSL Connecter for accessing Internet with the ADERSL2/2+ line

Factory Reset Restore the default settings.
Usage: Turn on the router (ACT LED is blinking)eBs the hole and keep for
more than 5 seconds. When you see the ACT LED begihlink rapidly than
usual, release the button. Then the router withrésvith the factory default
configuration.
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1.1.3 For Vigor2800V

Phone LAN
— —
ACT QoS FXS1 FXS2 VPN DSL Printer P1 P2 P3 P4
™

)8 8 8 8 8 s

ST

DSL

P4 P3 P2 P1

2T

actory
eset
T

LED Explanation

LED Status Explanation
ACT Blinking The router is powered on and running properly.
(Activity) on The router is powered on.
QoS On The QoS function is active.
Off The QoS function is inactive.
FXS1/FXS2 On The phone is off hook (the handset of phonagmg).
Blinking A phone call is incoming.
VPN On The VPN tunnel is launched.
DSL On The ADSL, ADSL2/2+ line is connected.
Printer On The USB interface printer is ready.
LAN (P1, P2, | Orange A normal 10Mbps connection is through its correspiog
P3, P4) port.
Green A normal 100Mbps connection is through its
corresponding port.
Blinking Ethernet packets are transmitting.

Connector Explanation

Interface

Description

Printer Connecter for a USB printer.

PWR Connecter for a power adapter with 12-15VDC.

ON/OFF Power Switch.

FXS2 & FXS1| Connecters for telephone set and analog phoneMuith
communication.

LAN P4 — P1 Connecters for local networked devices.

DSL Connecter for accessing Internet with the ADERSL 2/2+ line

Factory Reset

Restore the default settings.
Usage: Turn on the router (ACT LED is blinking)eBs the hole and
keep for more than 5 seconds. When you see thel&IX begins to
blink rapidly than usual, release the button. Ttenrouter will restart
with the factory default configuration.
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1.1.4 For Vigor2800VG

Phone

LAN

— ——————
{ ACT QoS FXS1 FXS2 WLAN DSL Printer P1 P2 P3 P4

M

P4 P3 P2 P1

Facto
DSL Reset

LED Explanation

LED Status Explanation
ACT Blinking The router is powered on and running properly.
(Activity) on The router is powered on.
QoS On The QoS function is active.
Off The QoS function is inactive.
FXS1/FXS2 On The phone is off hook (the handset of phonagmg).
Blinking A phone call is incoming.
WLAN On Wireless access point is ready.
Blinking Wireless traffic goes through.
Off Wireless access point is turned off.
DSL On The ADSL, ADSL2/2+ line is connected.
Printer On The USB interface printer is ready.
LAN (P1, P2, | Orange A normal 10Mbps connection is through its correspiog
P3, P4) port.
Green A normal 100Mbps connection is through its
corresponding port.
Blinking Ethernet packets are transmitting.

Connector Explanation

Interface Description

Printer Connecter for a USB printer.

PWR Connecter for a power adapter with12-15VDC.

ON/OFF Power Switch.

FXS2 & FXS1| Connecters for telephone set and analog phoneVioith
communication.

LAN P4 —P1 | Connecters for local networked devices.

DSL Connecter for accessing Internet with the ADSL,ARB+ line

Factory Reset

Restore the default settings.

Usage: Turn on the router (ACT LED is blinking)eBs the hole and
keep for more than 5 seconds. When you see thel&IX begins to
blink rapidly than usual, release the button. Ttenrouter will restart
with the factory default configuration.
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1.2 Hardware Installation

Before starting to configure the router, you havednnect your devices correctly.
1. Connect the DSL interface to the external ADSLtspliwith an ADSL line cable.

2. Connect one port of 4-port switch to your compuith a RJ-45 cable. This device
allows you to connect 4 PCs directly.

3. Connect one end of the power cord to the power gddttis device. Connect the other
end to the wall outlet of electricity.

4. Connect the telephone sets with phone lines (fimgugolP function). For the user of the
model without VVoIP ports, skip this step.

5. Power on the router.
6. Check theACT LED to assure network connections.
(For the detailed information of LED status, plesfer to section 1.1.)

@

Analog Phone Analog Phone

P4 P P2 P1

@
.

i@

»‘<

2 1

ADSL
Splitter Internet

or
(Microfilter) .
Land line jack

Caution: Each of the FXS ports can be connected to amgmdione only. Do not
connect the FXS ports to the telephone wall jatks Tonnection might damage your
router.
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2 Configuring Basic Settings

For use the router properly, it is necessary far tpochange the password of web
configuration for security and adjust primary basattings.

This chapter explains how to setup a passwordrf@dministrator and how to adjust basic
settings for accessing Internet successfully. Barawhat only the administrator can change
the router configuration.

2.1 Changing Password

To change the password for this device, you haaetess into the web browse with default
password first.

1. Make sure your computer connects to the routeectyr

Notice: You may either simply set up your compuiteget IP dynamically

€ from the router or set up the IP address of thepuaert to be the same
subnet ashe default IP address of Vigor router 192.168.1.1For the
detailed information, please refer to the latetisac Trouble Shooting of
this guide.

2.  Open a web browser on your PC and tiatip://192.168.1.1 A pop-up window will
open to ask for username and password. Pleasel¢yaelt values (both username and
password are Null) on the window for the first tiamessing and cliodRK for next
screen.

Connect to 192.168.1.1

=
.:TI \

Lagin ko the Router Web Configurator

Lser name: [ 5} v
Password:

[Iremember my password

[ [ 4 l [ Cancel

3. Now, theMain Screenwill pop up.

Vigor2800 Series User's Guide 7



-
Vigor2800.Seri€ Dray Tek
ADSLZIZ"I'IROE.I@: . www.draytek.com
|
System Status B
Quick Start Wizard
Online Status
b Model Name : Vigor2800 series
Internet Access Firmware Version :2.6.3_RC2_D57
LAN Build Date/ Time : Fri Dec 2 9:59:47.45 2005
NAT
Firewall
Applications LAN WAN
VPN and Remote Access MaAC Address : 00-50-7F-00-00-00 MAC Address : 00-50-7F-00-00-01
Certificate Management 1st IP Address 1 192,168.1.1 Connection e 3
VoIP 1st Subnet Mask @ 255.255.255.0 IP Address e
5 DHCP Server i Yes Default Gatewa e
Yirolass L AN DNS Y 194.109.6.66
System Maintenance
Diagnosics voIp wireless LAN
Port 01 2 M&C Address 1 00-0f-ea-fB-23-46
SIP registrar : Frequency Domain : FCC
Account 1D 1 FWD FWD Firrmware Yersion @ w2.01.10.10.5.3
Register :
Codec :
In Calls | o =
Out Calls | o
]

4. Go toSystemMaintenance page and choos&dministrator Password.

System Maintenance >> Administrator Password Setup

Administrator Password

Cld Passwaord | |

Mew Password | |

Retype Mew Password | |

5. Enter the login password (the default is blankjhanfield of Old Password Type a new
one in the field oNew Passwordand retype it on the field &etype New Password
Then clickOK to continue.

6. Now, the password has been changed. Next timehesgew password to access the
Web Configurator for this router.

Connect to 192.168.1 .1

Login to the Router Web Configurator

Lser name: [ v ‘

Password: [ “ene |

[ Jremember my password

[ OK ][ Cancel ]

Vigor2800 Series User's Guide



2.2 Quick Start Wizard

If your router can be under an environment witthtrsgeed NAT, the configuration provide
here can help you to deploy and use the routeklyuiche first screen oQuick Start
Wizard is entering login password. After typing the passiy please clickext.

Quick Start Wizard

1. Enter login password

Flease enter an alpha-numeric string as your Password (Max 23 characters),

MNew Passward

Confirm Passwaord

2.2.1 Adjusting Protocol/Encapsulation

In theQuick Start Wizard, you can configure the router to access the letemith different
protocol/modes such &PPoE PPPoA, Bridged IP, or Routed IR The router supports the
DSL WAN interface for Internet access.

Quick Start Wizard

2. Connect to Internet

WCI 36
I Protocaol / Encapsulation 1483 Routed IP WC-Mux (IPod) v l

PPFoE LLC/SMAP

PPPoE %G MUK

PPPoA LLC/SHNAR

PPPos W C ML

1483 Bridged IP LLC

1483 Routed IP LLC

1453 Bridged P VC-Musx

14583 Routed P YG-Musx (IPoA)
1483 Bridged IP (IPoE)

Fixed IP

IP Address

Subnet Mask

Default Gateway

Primary DNS

Second DNS

(5] (o]

Now, you have to select an appropriate WAN conoediype for connecting to the Internet
through this router according to the settings ytoatr ISP provided.

VPI Stands fowirtual Path Identifier . It is an 8-bit header inside each
ATM cell that indicates where the cell should beteal. The ATM,
is a method of sending data in small packets efdfigizes. It is
used for transferring data to client computers.

VCI Stands foNVirtual Channel Identifier. It is a 16-bit field inside
ATM cell's header that indicates the cell's nexstileation as it

Vigor2800 Series User's Guide 9



10

travels through the network. A virtual channel isgical
connection between two end devices on the network.

Protocol/Encapsulation Select an IP mode for this WAN interface. There several
available modes for Internet access sucRRIBoE PPPOA,
Bridged IP andRouted IP.

Fixed IP Click Yesto specify a fixed IP for the router. OtherwisécikcNo
(Dynamic IP) to allow the router choosing a dynamic IP. If you
chooseNo, the following IP Address, Subnet Mask and Default
Gateway will not be changed.

IP Address Assign an IP address for the protocol that yoaciel

Subnet Mask Assign a subnet mask value for the protocdRoiited IP and
Bridged IP.

Default Gateway Assign an IP address to the gateway for the pobmfdRouted IP
andBridged IP.

Primary DNS Assign an IP address to the primary DNS.

Second DNS Assign an IP address to the secondary DNS.

2.2.2 PPPOE/PPPOA

PPPoOE stands fdétoint-to-Point Protocol over Ethernet It relies on two widely accepted
standards: PPP and Ethernet. It connects userggthian Ethernet to the Internet with a
common broadband medium, such as a single DSLwineless device or cable modeAil
the users over the Ethernet can share a commorectiom And the PPPoA stands for
Point-to-Point Protocol over ATM. PPPoA uses th&FIRl-up protocol with ATM as the
transport.

PPPoE or PPPoA is used for most of DSL modem uééidecal users can share one PPPoE
or PPPoA connection for accessing the Internetr$ewice provider will provide you
information about user name, password, and auttagidn mode.

If your ISP provides you thePPoEor PPPoA connection, please seldPPoEor PPPoA
for this router. The following page will be shown:
Quick Start Wizard

3. Set PPPoE / PPPoA

ISP Mame

User Name 84005755 hinet. net
Password sssssess
Confirm Password [TITTITTT]

Idle Timeout Seconds
[<Elack ][Next>]
ISP Name Assign a specific name for ISP requirement.
User Name Assign a specific valid user name provided by Sie.|
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Password Assign a valid password provided by the ISP.

Confirm Password Retype the password.

Always On Check this box to allow the router connecting tieeinet forever.

Idle Timeout Type in the value (unit is second) as the idle éoteof the connection.
When the time is expired, the internet connectidhbe dropped
immediately.

Click Next for viewing summary of such connection.

Quick Start Wizard

4. Please confirm your settings:

WPI H=]

WCI . 35

Protocal / Encapsulation . PPPQE / LLC
Fixed IP D Mo

Primary DNS

Secondary DMS

Always On L Yes

Click Finish. The online status of this protocol will be showrbatow.

Online Status

System Status System Uptime: 0:2:33
LAN Status Primary DNS: 163.95.192.1 Secondary DMNS: 163.95.1.1
IP Address TX Packets RX Packets
192.168.1.1 453 408
WAMN Status GW IP Addr: 61.216.116.254 Drop PPPoE
Mode IP Address TX Packets TX Rate RX Packets RX Rate Up Time
FRPoE 61.216.234,174 a2 a3 40 14 0:01:30
ADSL Information (ADSL Firmware Version: ¥.1.28.187 )
ATM Statistics TX Blocks RX¥ Blocks Corrected Blocks Uncorrected Blocks
Lz9 100 u] 2
ADSL Status Mode State Up Speed Down Speed SNR Margin @ Loop Att.
G.OMT SHOWTIME ‘04000 FRE2000 10.0 28.0

2.2.3 Bridged IP

Click 1483 Bridged IPas the protocol. Type in all the information thatiy ISP provides for
this protocol.

Vigor2800 Series User's Guide 11
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Quick Start Wizard

2. Connect to Internet

WPI

WCI

:

I Protocol / Encapsulation

5
d)

1483 Bridged IP LLC

Fizxed IP

IP Address
Subnet Mask
Default Gateway
Primary DNS

Second DMS

Oves ® Na(Dynamic 1P}

[ <Back | [ Next> |

Cancel

After finishing the settings in this page, clidlext to see the following page.

Quick Start Wizard

4. Please confirm your settings:

WPRI

WCI

Protocol / Encapsulation
Fixed IP

Primary DNS

Secondary DNS

=]
: 35
: 1483 Bridge LLC
v Mo

Click Finish. The online status of this protocol will be showrbatow.

Online Status

System Status

System Uptime: 0:1:21

LAMN Status Primary DNS: 194, 109.6.66 Secondary DNS: 194.95.0.1
IP Address TX Packets RX Packets
192.168.1.1 277 238

WAN Status GW IP Addr: 192.168.225.120
Mode IP Address TX Packets  TX Rate RX Packets RX Rate UpTime

Static IP 192.168.225.10
ADSL Information

ATM Statistics TX Blocks
£1s

ADSL Status Mode State
ADSL2+ SHOWTIME 1088800

3 g 12 a7 0:oo:21

{ADSL Firmware Yersion: D.57.2.14 )

R¥ Blocks Corrected Blocks Uncorrected Blocks
116 16 u]
Up Speed Down Speed SAR Margin Loop Att.

22341300 6.5 0.5
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2.2.4 Routed IP

Click 1483 Routed IPas the protocol. Type in all the information thatiy ISP provides for

this protocol.

Quick Start Wizard

2. Connect to Internet

WCI 35
I Protocol / Encapsulation 1433 Houted [P LLC bt l

Fized IP

IP address
Subnet Mask
Default Gateway
Primary DNS

Second DNS

After finishing the settings in this page, clidlext to see the following page.

Quick Start Wizard

4. Please confirm your settings:

WPI

WCI

Protocol / Encapsulation
Fized IP

IP Address

Subnet Mask

Default Gateway
Primary DNS

Secondary DNS

®ves O Mo(Dynamic IF)
192.168.225.10
265625652550
192.168.225.120

[<Back ] [Next>]

H=]

135

: 1483 Route LLC
H =

v 192,168,225.10
: 255, 255.2E5.0

1 192,168.225,120

Click Finish. The online status of this protocol will be showrbatow.
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Online Status

System Status System Uptime: 0:1:21

LAMN Status Primary DNS: 194, 109.6.66 Secondary DNS: 194.95.0.1
IP Address T¥ Packets RX Packets
192.168.1.1 277 238
WAN Status GW IP Addr: 192.168.225.120
Mode IP Address TX Packets  TX Rate RX Packets RX Rate UpTime
Static IP 192.168.225.10 3 8 12 a7 0:00:21
ADSL Information {ADSL Firmware Yersion: D.57.2.14 )
ATM Statistics TX Blocks RX Blocks Corrected Blocks Uncorrected Blocks
E18 116 16 ]
ADSL Status Mode State Up Speed Down Speed SAR Margin Loop Att.

ADSL2+  SHOWTIME 1028200 22341300 6.5 0.5

2.3 Online Status

The online status shows the system status, WANSstADSL Information and other status

related to this router within one page. If you seRRPPoEor PPPoAas the protocol, you will
find out a button oDial PPPoE or Dial PPPoEin the Online Status web page.

Online status for PPPoA/PPPoE

Online Status

System Status System Uptime: 0:2:33

LAN Status Primary DNS: 163.95.192.1 Secondary DMNS: 163.95.1.1
IP Address TX Packets RX Packets
192.168.1.1 453 408

WAMN Status GW IP Addr: 61.216.116.254 Drop PPPoE
Mode IP Address TX Packets TX Rate RX Packets RX Rate Up Time
FRPoE 61.216.234,174 a2 a3 40 14 0:01:30

ADSL Information (ADSL Firmware Version: ¥.1.28.187 )
ATM Statistics TX Blocks RX¥ Blocks Corrected Blocks Uncorrected Blocks

Lz9 100 u] 2

ADSL Status Mode State Up Speed Down Speed SNR Margin @ Loop Att.

G.OMT SHOWTIME FO4000 FELzZ000 10.0 28.0

Online status for Bridge
Online Status

System Status System Uptime: 0:1:21

LAMN Status Primary DNS: 194, 109.6.66 Secondary DNS: 194.95.0.1
IP Address T¥ Packets RX Packets
192.168.1.1 277 238
WAN Status GW IP Addr: 192.168.225.120
Mode IP Address TX Packets  TX Rate RX Packets RX Rate UpTime
Static IP 192.168.225.10 3 8 12 a7 0:00:21
ADSL Information {ADSL Firmware Yersion: D.57.2.14 )
ATM Statistics TX Blocks RX Blocks Corrected Blocks Uncorrected Blocks
E18 116 16 ]
ADSL Status Mode State Up Speed Down Speed SAR Margin Loop Att.

ADSL2+  SHOWTIME 1028200 22341300 6.5 0.5
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Online status for Routed IP

Online Status

System Status
LAMN Status
IP Address

WAN Status
Mode
Static IP

IP Address

ADSL Information

Primary DNS: 194, 109.6.66
T¥ Packets
192.168.1.1 277

192.168.225.10

System Uptime: 0:1:21
Secondary DNS: 194.95.0.1
RX Packets
238
GW IP Addr: 192.168.225.120
TX Packets  TX Rate RX Packets RX Rate UpTime
3 g 12 a7 0:oo:21

{ADSL Firmware Yersion: D.57.2.14 )

ATM Statistics TX Blocks R¥ Blocks Corrected Blocks Uncorrected Blocks
L1g 116 16 u]
ADSL Status Mode State Up Speed Down Speed SAR Margin Loop Att.
ADSL2+ SHOWTIME 1088800 22341300 6.5 0.5

Primary DNS
Secondary DNS

IP Address (in LAN)
TX Packets

RX Packets

GW IP Addr:

IP Address (in WAN)
TX Rate

RX Rate

Up Time

TX Blocks

RX Blocks

Corrected Blocks

Uncorrected Blocks

Mode

State

Up Speed
Down Speed
SNR Margin

Loop Att.

Displays the assigned IP address of the primar§ DN
Displays the assigned IP address of the secomsds;
Displays the IP address of the LAN interface.

Displays the total transmitted packets at the LiAfgrface.
Displays the total number of received packetdi@iLtAN interface.
Displays the assigned IP address of the defatdinggy.
Displays the IP address of the WAN interface.

Displays the speed of transmitted packets at tA&l\iviterface.
Displays the speed of received packets at the Wwdface.
Displays the total system uptime of the interface.

Displays the total number of transmitted ATM Blocks
Displays the total number of received ATM Blocks.

Displays the total | number of received ATM Blodarupted but
corrected.

Displays the total number of received ATM Blocksropted but
uncorrected.

Displays the modulation mode used: G.DMT, G.LiteT5.413.
Displays the DSL line status.

Displays the transmission speed of uploading dzts/ (second).
Displays the transmission speed of downloading (t#ts/ second).

Displays the value of Signal Noise Ratio Margin \dBhe higher
value has better signal quality.

Displays the value of subscribed Loop Attenuation.

2.4 Saving Configuration

Each time you cliclOK on the web page for saving the configuration, gan find messages
showing the system interaction with you.
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Status: Ready

Status: Settings Sawved

Readyindicates the system is ready for you to inputirsgs.
Settings Savedneans your settings are saved once you Eligish or OK button.
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@ Advanced Web Configuration

After finished basic configuration of the routeouycan access Internet with ease. For the
people who want to adjust more setting for suitirggher request, please refer to this chapter
for getting detailed information about the advancexfiguration of this router. As for other
examples of application, please refer to chapter 4.

3.1 Internet Access
3.1.1 Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in andBelol Network including routers, print
server, and host PCs, needs an IP address toiydiéniocation on the network. To avoid
address conflicts, IP addresses are publicly ragidtwith the Network Information Centre
(NIC). Having a unique IP address is mandatoryttiose devices participated in the public
network but not in the private TCP/IP local arebwoeks (LANS), such as host PCs under the
management of a router since they do not need ézbtessed by the public. Hence, the NIC
has reserved certain addresses that will neveedistered publicly. These are known as
private IP addresses, and are listed in the following eang

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and furthetept its LAN, it interconnects groups of
host PCs. Each of them has a private IP addregmadsoy the built-in DHCP server of the
Vigor router. The router itself will also use thefault private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigauter will communicate with other
network devices throughpublic IP address. When the data flow passing through, the
Network Address Translation (NAT) function of thauter will dedicate to translate
public/private addresses, and the packets willdwered to the correct host PC in the local
area network. Thus, all the host PCs can sharenmom Internet connection.

Get Your Public IP Address from ISP

To acquire a public IP address from your ISP faggovirouter as a customer premises
equipment, there are three common protocols: RoiRbint Protocol over Ethernd?PPoE),
PPPoA and MPoA Multi-PVC is provided for more advanced setup of the above.

In ADSL deployment, the PPP (Point to Point)-salghentication and authorization is
required for bridging customer premises equipmé€mK). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts vecaess device to a remote access
concentrator or aggregation concentrator. This @mgntation provides users with significant
ease of use. Meanwhile it provides access cotiilbhg, and type of service according to
user requirement.

When a router begins to connect to your ISP, alsefidiscovery process will occur to ask for
a connection. Then a session will be created. Yisar ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DN%esgand
other related information will usually be assigigdyour ISP.
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Below shows the menu items for Internet Access.

Internet Access
» PPPoE | PPPoA

F MPoA (RFC1483/2684)
F Multi-PVCs
LAN

3.1.2 PPPoE/PPPOA

PPPOA, included in RFC1483, can be operated irreithgical Link Control-Subnetwork
(LLC) Access Protocol or VC-Mux mode. As a CPE deyigor router encapsulates the
PPP session based for transport across the AD$Laoo your ISP’s Digital Subscriber Line
Access Multiplexer (SDLAM).

To choose PPPOE or PPPOA as the accessing prafioib@ internet, please select
PPPoE/PPPoAfrom thelnternet Accessmenu. The following web page will be shown.

Internet Access >> PPPoE [ PPPoA

PPPOE / PPPoA Client Mode

PPPoE/PPPoA Client

®Enable O Disable

ISP Access Setup

DSL Modem Settings Username 84005755 hinet. net
Multi-PYC channel | Channel 1 V|
PPP Authentication PAP or CHAP »
[ &lways On
E lating T LLC/SHAP » )
neapsuiating Type Idle Timeout l:l second(s)
Protocol PPPoE v -
) : IP Address From ISP WAN IP Alias
Maodulation | hultimode v|

PPPoE Pass-through
CIFor wired LaN

ISDN Dial Backup Setup

Dial Backup Mode None

I

Fixed IP O ves ®No (Dynamic IP)
Fixed IP Address

|

* 1 Required for some ISPs

@ Default MaC Address
O specify a MaC address
MaC Address @

Index(1-15) in Schedule Setup:

I .

PPPoE/PPPoA Client Click Enable for activating this function. If you clicRisable, this

DSL Modem Settings

function will be closed and all the settings thati yadjusted in this
page will be invalid.

Set up the DSL parameters required by your ISBs@&fare vital for
building DSL connection to your ISP.

Multi-PVC channel — The selections displayed here are determined
by the page onternet Access—Multi PVCs. Select M-PVCs
Channel means no selection will be chosen.

VPI - Type in the value provided by ISP.

VCI - Type in the value provided by ISP.

Encapsulating Type- Drop down the list to choose the type
provided by ISP.

Protocol - Drop down the list to choose the one provided3#).
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PPPoE Pass-through

ISP Access Setup

IP Address From ISP

Vigor2800 Series User's Guide

If you have already useguick Start Wizard to set the protocol,
then it is not necessary for you to change anyngstin this group.

The router offers PPPoE dial-up connection. Besigeu also can
establish the PPPoE connection directly from latiahts to your

ISP via the Vigor router.

For Wired LAN — If you check this box, PCs on the same network
can use another set of PPPoE session (differenttiat Host PC) to
access into Internet.

Enter your allocated username, password and didhgon
parameters according to the information providegday ISP. If
you want to connect to Internet all the time, yan checkAlways
On.

ISP Name— Type in the ISP Name provided by ISP in thitdfie
Username— Type in the username provided by ISP in thiglfie
Password— Type in the password provided by ISP in thigdfiel
PPP Authentication— SelecPAP only or PAP or CHAP for PPP.
Always On— Check this box if you want the router keeping
connecting to Internet forever.

Idle Timeout — Set the timeout for breaking down the Interffigtra
passing through the time without any action.

Usually ISP dynamically assigns IP address togaxh time you
connect to it and request. In some case, your i8#des service to
always assign you the same IP address wheneveegaest. In this
case, you can fill in this IP address in the Fikedield. Please
contact your ISP before you want to use this fuomcti

Fixed IP — Click Yesto use this function and type in a fixed IP
address in the box.

WAN IP Alias - If you have multiple public IP addresses and ou
like to utilize them on the WAN interface, please WAN IP Alias.
You can set up to 8 public IP addresses othertti@ocurrent one
you are using.

3 WAN IP Aliaz - Microzoft Intermet Explorexr

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
i, W -—- W
2. O
3 O
4. O
5 O]

6. ]
e ]
8. ]
[ ok | [ Clearal | [ Close

By checking the checkbaloin NAT IP Pool, data from NAT hosts
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will be round-robin forwarded on a session basis.

Public IP Address:
220.135.240.207
220.135.240.208

Public IP Address:
220.135.240.210

«a §B

192.168.1.11 192,168.1.12 192,168.1.13
192,168.1.22

If you do not checloin NAT IP Pool, you can still use these public
IP addresses for other purpose, such as DMZ hp&n ®orts.

Public IP Address:
220,135.240,207

Public IP Address:
220,135.240.210

192.168.1.22 192,168.1.11 192.168.1.12 192.168.1.13

Default MAC Address Type in MAC address for the router. You can Degault MAC
Addressor specify another MAC address for your necessity.
MAC Address — Type in the MAC address for the romenually.

Index (1-15) in You can type in four sets of time schedule for y@guest. All the
Schedule Setup schedules can be set previoushApplication — Scheduleweb
page and you can use the number that you have geitiweb
page.
Atfter finishing all the settings here, please cl@K to activate them.
3.1.3 MPoA

MPOA is a specification that enables ATM servigebé¢ integrated with existing LANSs,
which use either Ethernet, token-ring or TCP/IPigmols. The goal of MPOA is to allow
different LANs to send packets to each other vi®A&M backbone.
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To chooséMPoA as the accessing protocol of the internet, pleaketMPOA from the
Internet Accessmenu. The following web page will be shown.

Internet Access >> MPoA (RFC1483/2684)

MPoA (RFC1483/2684) Mode
MPoA (RFC1483/2684) @ Enable O Disable

DSL Modem Settings
Multi-PYC channel

Encapsulation

14583 Routed IP LLC v

WaAN IP Network Settings
( Obtain an IP address automatically

Router Name *

Channel 2 v "

Domain Name

® Specify an IP address WWAN IP Aliag

IP address 0ooo
WP 3

Subnet Mask 0ooo
WIZT 36
Modulation Multimode v Gateway IP Address

ISDN Dial Backup Setup
Dial Backup Mode

RIP Protocol
OEnable RIP

Bridge Mode
Enahble Bridge Mode

Mane

* . Required for some IS5Ps
@ Default MAC Address
(O Specify a MAC Address
MAC Address @
0o [|s0 ||7F 00 o0 ||01

DMS Server IP Address
Primary IP Address

Secondary IP Address

MPoA(RFC1483/2684) Click Enable for activating this function. If you clicRisable, this

DSL Modem Settings

RIP Protocol

Bridge Mode

WAN IP Network
Settings

Vigor2800 Series User's Guide

function will be closed and all the settings thait ydjusted in this
page will be invalid.

Set up the DSL parameters required by your ISBs@&fare vital for
building DSL connection to your ISP.

Multi-PVC channel - The selections displayed here are determined
by the page onternet Access—Multi PVCs. Select M-PVCs
Channel means no selection will be chosen.

Encapsulating Type- Drop down the list to choose the type
provided by ISP.

VPI - Type in the value provided by ISP.

VCI - Type in the value provided by ISP.

Routing Information Protocol is abbreviated as RIRFC1058

specifying how routers exchange routing tablesrmédion. Click
Enable RIP for activating this function.

If you chooseBridged IP as the protocol, you can check this box to
invoke the function. The router will work as a lggdmodem.

This group allows you to obtain an IP address aatmally and
allows you type in IP address manually.

Obtain an IP address automatically— Click this button to obtain

the IP address automatically.

Router Name— Type in the router name provided by ISP.

Domain Name— Type in the domain name that you have assigned.
WAN IP Alias - If you have multiple public IP addresses and iou
like to utilize them on the WAN interface, please WAN IP Alias.
You can set up to 8 public IP addresses othertti@ourrent one

you are using.
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3 WAN IP Aliaz - Microzoft Intermet Explorexr

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
i, W -—- W
2. O
3 O
4. O
5 O]

6. ]
e ]
8. ]
[ ok | [ Clearal | [ Close

Specify an IP address- Click this radio button to specify some data.
IP Address— Type in the private IP address.

Subnet Mask— Type in the subnet mask.

Gateway IP Address— Type in gateway IP address.

Default MAC Address Type in MAC address for the router. You can Degault MAC
Addressor specify another MAC address for your necessity.
MAC Address — Type in the MAC address for the router manually.

DNS Server IP Type in the primary IP address for the router.eéessary, type in
Address secondary IP address for necessity in the future.

After finishing all the settings here, please cli@K to activate them.

3.1.4 Multi-PVCs

This router allows you to create multi-PVCs forfelient data transferring for using. Simply
go tolnternet Accessand selecMulti-PVC Setup page.

Internet Access >> Multi-PVCs Setup

Multi-PY¥Cs
Channel Enable VPI YCI QoS Type Protocol Encapsulation
g 36 UBR v | |FPFPoE * LLC/SMAR
36 UBR v | |MPod % | | 1483 Bridged IP LLC hd

3]
[e]

o = T € B o T B
Ooo0o0oooad

Ol ][ Clear ][ Cancel
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Enable Type in the primary IP address for the router.eéessary, type

VPI Type in the value provided by your ISP.

VCI Type in the value provided by your ISP.

QoS Type Select a proper QoS type for the channel.
QoS Type

Protocol Select a proper protocol for this channel.
Protocol

PPPoE =
PPPoA,
PPPoE

Encapsulation Choose a proper type for this channel. The typ#dwidifferent
according to the protocol setting that you choose.

Encapsulation

1483 Foute IP LLC W

EncapsulatiunMBB Bridged IP LLC
1483 Route IP LLC
1483 Bridged IP %C-Musx

| 114583 Routed IP WC-hux(IPod)
1483 Bridged IP{IFoE)

LLC/SNAP

3.2 LAN

Local Area Network (LAN) is a group of subnets rieged and ruled by router. The design of
network structure is related to what type of pubfiaddresses coming from your ISP.

LAN
k General Setup

k Static Route
k V1AM | Rate Control

3.2.1 Basics of LAN

The most generic function of Vigor router is NAT cteates a private subnet of your own. As
mentioned previously, the router will talk to othperblic hosts on the Internet by using public
IP address and talking to local hosts by usingritgate IP address. What NAT does is to
translate the packets from public IP address t@apilP address to forward the right packets
to the right host and vice versa. Besides, Vigateohas a built-in DHCP server that assigns
private IP address to each local host. See thewolg diagram for a briefly understanding.
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Public IP Address

Private Subnet
Router IP Address: 192,168.1.1

]
o &

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

In some special case, you may have a public IPetdbom your ISP such as
220.135.240.0/24. This means that you can setpyblic subnet or call second subnet that
each host is equipped with a public IP address part of the public subnet, the Vigor router
will serve for IP routing to help hosts in the paldubnet to communicate with other public
hosts or servers outside. Therefore, the routanldhme set as the gateway for public hosts.

Public IP Address:
220,135.240.207

Private Subnet
Router IP Address: 192.168.1.1

I T
N N aal
192.168.1.22

192.168.1.11

Public Subnet

220.135.240,210
220.135.240.209

What is Routing Information Protocol (RIP)

Vigor router will exchange routing information witfeighboring routers using the RIP to
accomplish IP routing. This allows users to chathgenformation of the router such as IP
address and the routers will automatically infoondach other.

What is Static Route

When you have several subnets in your LAN, sometianmore effective and quicker way for
connectioris theStatic routesfunction rather than other method. You may singdi/rules to
forward data from one specified subnet to anotpecified subnet without the presence of
RIP.
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What are Virtual LANs and Rate Control

You can group local hosts by physical ports andterap to 4 virtual LANs. To manage the

communication between different groups, pleasegetles in Virtual LAN (VLAN) function
and the rate of each.

- P4P3P2P1__
"j D DD I E ] “‘

. V
. N N N

192.168.1.13 192.168.1.12 192.168.1.11 192.168.1.10

3.2.2 General Setup

This page provides you the general settings for LAN
Click LAN to open the LAN settings page and choBseeral Setup

LAN >> General Setup

Ethernet TCP / IP and DHCP Setup

LAN IP Network Configuration DHGP Server Configuration

For NAT Usage ®Enable Server O Disable Server
1st IP Address 192.168.1.1 Relay agent: O 1st Subnet  2nd Subnet
1st Subnet Mask 2552552550 Start IP address 192.168.1.10

Far IP Routing Usage (O Enable & Disable 1P Pool Counts 50

2nd IP address 192.168.2.1

Gateway IP Address 192.168.1.1
2nd Subnet Mask 2552552550 DHCP Server IP Address

for Relay Agent

DMS Server IP Address

| 2nd Subnet DHCP Server |

Primary IP Address

RIP Protocaol Contral Dizable hd
Secondary IP Address
1st IP Address Type in private IP address for connecting to allpcaate network
(Default: 192.168.1.1).
1st Subnet Mask Type in an address code that determines the sitte afetwork.

(Default: 255.255.255.0/ 24)

For IP Routing Usage Click Enable to invoke this function. The default settinddisable

2" IP Address Type in secondary IP address for connecting tdbaetu
(Default: 192.168.2.1/ 24)
2" Subnet Mask An address code that determines the size of thveoniet

(Default: 255.255.255.0/ 24)
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2" DHCP Server

RIP Protocol Control

DHCP Server
Configuration

You can configure the router to serve as a DHC¥esdor the 2nd
subnet.

; Router Web Configurator - Microsnft Internet Explorer

2nd DHCP Server
Start IP address

IP Pool Counts 0 (max. 10)

Index Matched MAC Address given IP Address

MAC address : H H H H
[ Add ] [ Remove ] [ Edit ] [ Cancel ]

[ ok ][ Claral | [ Clse |

Start IP Address: Enter a value of the IP address pool for the DHCP
server to start with when issuing IP addressebelnd IP address

of your router is 220.135.240.1, the starting |Brads must be
220.135.240.2 or greater, but smaller than 2202485254.

IP Pool Counts: Enter the number of IP addresses in the pool. The
maximum is 10. For example, if you type 3 and the IP address of
your router is 220.135.240.1, the range of IP asxiby the DHCP
server will be from 220.135.240.2 to 220.135.240.11

MAC Address: Enter the MAC Address of the host one by one and
click Add to create a list of hosts to be assigned, delstedlited IP
address from above pool. Set a list of MAC Addfes2"™ DHCP
server will help router to assign the correct IBrads of the correct
subnet to the correct host. So those host&‘isubnet won't get an

IP address belonging td' $ubnet.

Disable deactivates the RIP protocol. It will lead to apgtage of the
exchange of routing information between router&fénlt)

RIP Protocol Control Disable w

Disable

15t Subnet .

Znd Subnet

1st Subnet -Select the router to change the RIP informatiotinef
1st subnet with neighboring routers.

2nd Subnet -Select the router to change the RIP informatiothef
2nd subnet with neighboring routers.

DHCP stands for Dynamic Host Configuration Protoddle
router by factory default acts a DHCP server fasrymetwork so it
automatically dispatch related IP settings to awal user
configured as a DHCP client. It is highly recommethdhat you
leave the router enabled as a DHCP server if yonotdave a
DHCP server for your network.
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If you want to use another DHCP server in the netvother than

the Vigor Router’s, you can let Relay Agent helpi yo redirect the
DHCP request to the specified location.

Enable Server -Let the router assign IP address to every hostdn t
LAN.

Disable Server —-Let you manually assign IP address to every host
in the LAN.

Relay Agent — (£ subnet/2 subnet) Specify which subnet that
DHCP server is located the relay agent shouldeedthe DHCP
request to.

Start IP Address -Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addredéése 1st IP
address of your router is 192.168.1.1, the statBngddress must be
192.168.1.2 or greater, but smaller than 192.18841.

IP Pool Counts -Enter the maximum number of PCs that you want
the DHCP server to assign IP addresses to. Theltefé&b0 and the
maximum is 253.

Gateway IP Address Enter a value of the gateway IP address for
the DHCP server. The value is usually as sameeassthlP address
of the router, which means the router is the defgateway.

DHCP Server IP Address for Relay Agent Set the IP address of
the DHCP server you are going to use so the RejgnAcan help to
forward the DHCP request to the DHCP server.

DNS Server DNS stands for Domain Name System. Every Internst must

Configuration have a unique IP address, also they may have arhtrreadly,
easy to remember name such as www.yahoo.com. Ti®deNer
converts the user-friendly name into its equival@naddress

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with bso®ire than

one DNS Server. If your ISP does not provide &, ributer will
automatically apply default DNS Server IP addré$gt.109.6.66 to
this field.

Secondary IP Address You can specify secondary DNS server IP
address here because your ISP often provides yoe timan one
DNS Server. If your ISP does not provide it, theteo will
automatically apply default secondary DNS Serveadéress:
194.98.0.1 to this field.

The default DNS Server IP address can be foun@uime Status:

System Status System Uptime;:0:18:40
LAMN Status I Primary DNS: 194.109.6.66 Secondary DNS: 194.98.0.1

1P Address TX Packets RX Packets

192.168.1.1 5940 4996

If both the Primary IP and Secondary IP Addredsldiare left empty,
the router will assign its own IP address to lacsdrs as a DNS
proxy server and maintain a DNS cache.

If the IP address of a domain name is alreadyerXNS cache, the
router will resolve the domain name immediatelyhéivise, the
router forwards the DNS query packet to the exidDiNS server by
establishing a WAN (e.g. DSL/Cable) connection.

There are two common scenarios of LAN settings skeated in Chapter 4. For the
configuration examples, please refer to that ciiaptget more information for your necessity.

3.2.3 Static Route
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Go toLAN to open setting page and cho&atic Route

LAN >> Static Route Setup

Static Route Configuration | View Routing Table |
Index Destination Address Status Index Destination Address Status
1. 777 7 6. 777 7
2. 777 7 i. 777 7
3. 777 7 B. 777 7
1. 777 7 9, 777 7
5, 777 7 10. 777 7
Status:v --- Active, ¥ --- Inactive, 7 --- Empty
Index The number (1 to 10) under Index allows you teropext page to

setup static route.

Destination Address  Displays the destination address of the staticerout

Status Displays the status of the static route.

Viewing Routing Table Displays the routing table for your reference.

Diagnostics >> View Routing Table

Gurrent Running Routing Table | Refresh |

Key: C - connected, 5 - static, R - RIP, # - default, ~ - private fad

e~ 192.168.1.07 255.255.255.0 is directly connected, IFO

Add Static Routers to Private and Public Networks

Here is an example of setting Static Route in MRaniter so that user A and B locating in
different subnet can talk to each other via theéeoissuming the Internet access has been
configured and the router works properly:

use the Main Router to surf the Internet.

create a private subnet 192.168.10.0 using amiat&outer A (192.168.1.2)

create a public subnet 211.100.88.0 via an intdRoater B (192.168.1.3).

have set Main Router 192.168.1.1 as the defautivgat for the Router A192.168.1.2.

Before setting Static Route, user A cannot talkger B for Router A can only forward
recognized packets to its default gateway Main Bout

28
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Router C Set Static
192.168.1.1 Route

Router A

192.168.1.2
(Gateway: 192.168.1.1)

Router B
192.168.1.3

private subnet

public subnet
192.168.10.0/24

211.10.88.0/24

9 9

User A User B

1. GotoLAN page and clickseneral Setup select 1st Subnet as tR&P Protocol
Control. Then click theOK button.

Note: There are two reasons that we have to apptyPRotocol Control on 1st
Subnet. The first is that the LAN interface canheamge RIP packets with the
neighboring routers via the 1st subnet (192.1684)0The second is that those
hosts on the internal private subnets (ex. 1921168/24) can access the Internet
via the router, and continuously exchange of IRingunformation with different
subnets.

14

2. Click theLAN - Static Route and click on théndex Number 1. Please add a static
route as shown below, which regulates all packessinied to 192.168.10.0 will be
forwarded to 192.168.1.2. ClicBK .

LAN >> Static Route Setup

Index Mo. 1
Status/action Active/Add v
Destination IP Address 192.163.10.0
Subnet Mask 2552552550
Gateway IP aAddress 192.168.1.2
Metwork Interface LA
[ Ok ] [ Cancel ]

3. Return toStatic Route Setuppage. Click on anothéndex Number to add another
static route as show belowhich regulates all packets destined to 211.100.88| be
forwarded to 192.168.1.2.
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LAN >> Static Route Setup

Index MNo. 2
Status/action
Destination IP Address

Subnet Mask

ActivelAdd v
211.100.88.0
2652552550

Gateway IP Address 192.168.1.3
Metwork Interface LAN »
[ 0K ] [ Cancel ]

4. Go toDiagnosticsand choos®outing Table to verify current routing table.

Diagnostics >> View Routing Table

Current Running Routing Table | Refresh |
Fey: C - connected, 3 - static, B - RIP, % - default, ~ - priwvate ~
G- 192.1658.10.0/ £55.255.255.0 via 192.165.1.2, IFO
e~ 192.1658.1.0/ 255.255.255.0 is directly connected, IFO
S~ 211.100.88.0/ 255.255.255.0 wvia 1592.165.1.3, IFOD
v

Delete Static Route

1. GotoLAN page and cliclStatic Routeto open the web page. Select the index number
of the one that you want to delete.

2. SelectEmpty/Clear from the drop-down menu, and then click @i€ button to delete
the route.

LAN >> Static Route Setup

Index No. 2

Status/action Active/Add v

Active/Add

Destination IP Address

Inactive/Disable

Subnet Mask

Gateway IP Address 192.168.1.3
Metwaork Interface LAN »
[ Ok ] [ Cancel

Deactivate Static Route

3. GotoLAN page and cliclstatic Routeto open the web page. Select the index number
of the one that you want to delete.

4. Selectinactive/Disablefrom the drop-down menu, and then click @i button to
delete the route.
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3.2.4 VLAN/Rate Control

Virtual LAN function provides you a very conveniemhy to manage hosts by grouping them
based on the physical port. You can also manage/itat rate of each port. Go kAN menu
and selecVLAN/Rate Control. The following page will appear. Clidknable to invoke

VLAN function. Rate Control manages the transmission rate of data in and ough the
router.

LAN >> VLAN | Rate Control

YLAN Configuration
[JEnable
P1 P2 P3 P4
YLAND
YLANI
YLAN2
VLANI

Rate Control

[JEenable
Out In
Enable Rate Enable Rate

P1
P2
P3
P4

[ Ok ][ Clear ][ Cancel ]

Enable Check this box to enable this function (for VLAN
Configuration).

P1- P4 Check the box to make the computer connectingeqbort
being grouped in specified VLAN. Be aware that epoft can
be grouped in different VLAN at the same time aihlyou
check the box. For example, if you check the bates
VLANO-P1 and VLAN1-P1, you can make P1 to be gralpe
under VLANO and VLAN1 simultaneously.

VLANO-3 This router allows you to set 4 groups of virtuAN.

Enable Check this box to enable this function (for Ratettol). The
rate control will limit the transmission rate faatd in and out.
Check the corresponding boxes to enable the rateato
function for different ports.

Out It decides the rate of data transmission for oufyiten you
check the box dEnable, please also decide the rate by using
the drop down list oRate.

In It decides the rate of data transmission for infd¢tien you
check the box dEnable, please also decide the rate by using
the drop down list oRate.

To add or remove a VLAN, please refer to the folloyvexample.

1. If, VLAN O is consisted of hosts linked to P1 ar@l&hd VLAN 1 is consisted of hosts
linked to P3 and P4.
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3.3 NAT
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P4 P3 P2 P1
W] s o Y

—

VLAN1

‘ Sl WLANO

| |
Q@ W

| |
4 W

192,168.1.13 192.168.1.12 192.168.1.11 192.168.1.10

2. Atfter checking the box to enable VLAN function, yaill check the table according to

the needs as shown below.

YLAMN Configuration
Enable

YLAND
YLAM1
VLANZ
YLAMN3

P1
O
O
[

p2 P3
O
O
O O
O ¥

3. Toremove VLAN, uncheck the needed box and dli¢k to save the results.

Usually, the router serves as an NAT (Network Addréranslation) router. NAT is a
mechanism that one or more private IP addressesecarapped into a single public one.
Public IP address is usually assigned by your {&Ryhich you may get charged. Private |P
addresses are recognized only among internal hosts.

When the outgoing packets destined to some pudies on the Internet reach the NAT

router, the router will change its source addressthe public IP address of the router, select
the available public port, and then forward it.tihé same time, the router shall list an entry in

a table to memorize this address/port-mappingiosiship. When the public server response,
the incoming traffic, of course, is destined to tbeter’s public IP address and the router will

do the inversion based on its table. Thereforejrteenal host can communicate with external

host smoothly.

The benefit of the NAT includes:

® Save cost on applying public IP address and applffecient usage of IP address.
NAT allows the internal IP addresses of local hostise translated into one public IP
address, thus you can have only one IP addresstaifiof the entire internal hosts.

® Enhance security of the internal network by obscumg the IP addressThere are

many attacks aiming victims based on the IP add&isse the attacker cannot be aware

of any private IP addresses, the NAT function cantget the internal network.
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On NAT page, you will see the private IP addredsdd in RFC-1918. Usually w
use the 192.168.1.0/24 subnet for the router. &tedtbefore, the NAT facility can
map one or more IP addresses and/or service pbotslifferent specified services.
In other words, the NAT function can be achievedibyg port mapping methods

Below shows the menu items for NAT.

NAT
k Port Redirection

F DMZ Host
k Open Ports

3.3.1 Port Redirection

Port Redirections usually set up for server related service insiégdoal network (LAN),

such as web servers, FTP servers, E-malil serverdest of the case, you need a public IP
address for each server and this public IP addies®in name are recognized by all users.
Since the server is actually located inside the L& network well protected by NAT of the
router, and identified by its private IP addresd/pihe goal of Port Redirection function is to
forward all access request with public IP addressifexternal users to the mapping private IP
address/port of the server.

Destined to

220.135.240.207
Port 213

|
a &

192.168.1.22 DMZ FTP server  Web Server
192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The port redirection can only apply to incomingfica

To use this function, please goN&T page and choodeort Redirection web page. The
Port Redirection Table provides 10 port-mapping entries for the interresth.
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NAT >> Configure Port Redirection Table

Port Redirection Table

Index Service Name

1

L= = = Y L = = "

oy
=]

Service Name
Protocol
Public Port

Private IP

Private Port

Active

Protocol Public Port Private IP Private Port Active
v 0 0 ¥
b

b

<
ool [a][a]alalla]lal o
[ 1 S0 Y Y O [ [

Enter the description of the specific network sesvi
Select the transport layer protocol (TCP or UDP).

Specify which port can be redirected to the sped®rivate IP and
Port of the internal host.

Specify the private IP address of the internal postiding the
service.

Specify the private port number of the servicereffieby the internal
host.

Check this box to activate the port-mapping entiy f1ave defined.

Note that the router has its own built-in servi(srvers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these servicegefsg are all the same, you may need to
reset the router’s in order to avoid confliction.

For example, the built-in web configurator in tleeter is with default port 80, which may
conflict with the web server in the local netwonktp://192.168.1.13:80. Therefore, you need
to change the router’s http port toany one other than the default port 8¢to avoid conflict,
such as 8080. This can be set in$lystem Maintenance >>Management SetupYou then

will access the admin screen of by suffixing thetiéress with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.

34
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System Maintenance >> Management

Management Setup

Management Access Control Management Port Setup
O Default Parts (Telnet: 23, HTTP: 80, HTTPS:
[JEenable remote firmware upgrade(FTP) 443, FTR: 21}
O allow management from the Internet ® User Define Ports
[IDisable PING from the Intermnet Telnet Port a3
HTTP Port 8050
Access List
List 1P Subnet Mask HTTPS Part 443
1 W FTF Port 21
2 v
SNMP Setup
3 v
[ Enable SHMP &gent
Get Community public
Set Community private
Manager Host IP
Trap Community public
Motification Host IP
Trap Timeout 10 seconds

3.3.2 DMZ Host

As mentioned abové&ort Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP addiesd of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 31)(Alo not travel on a fixed port. Vigor
router provides a facilitipMZ Host that maps ALL unsolicited data on any protoccto
single host in the LAN. Regular web surfing andeotbuch Internet activities from other
clients will continue to work without inappropriatgerruption.DMZ Host allows a defined
internal user to be totally exposed to the Interwhich usually helps some special
applications such as Netmeeting or Internet Gares e

Destined to
220.135.240.207
Protocol: ANY

Port: ANY

~ & 08

192.168.1.22 DMZ FTP server  Web Server
192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80
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The inherent security properties of NAT are somédvialypassed if you set up DMZ
host. We suggest you to add additional filter r@ea secondary firewall.

Click DMZ Host to open the following page:

NAT >> DMZ Host Setup

DMZ Host Setup

Enable Private IP
) ) ) Choose PC

If you previously have set WWAN Alias in Internet Access>>PPPoE/PPPoAr Internet
Access>>MPoA you will find them inAux. WAN IP list for your selection.

NAT >> DMZ Host Setup

DMZ Host Setup

Index Enable Aux. WAN IP Private IP
1. O 220.135.240.247
[ ok ][ Clear |
Enable Check to enable the DMZ Host function.
Private IP Enter the private IP address of the DMZ host, imkaChoose PC to
select one.
Choose PC Click this button and then a window will automatiggop up, as

depicted below. The window consists of a list avgie IP addresses
of all hosts in your LAN network. Select one prdl? address in
the list to be the DMZ host.

192.168.1.1

When you have selected one private IP from the @bi®log, the IP
address will be shown on the following screen. ICGK to save the
setting.

NAT >> DMZ Host Setup

DMZ Host Setup

Enable Private IP
192|168 |1 1 Choose PC
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3.3.3 Open Ports

Open Portsallows you to open a range pdrts for the traffic of special applications.
Common application of Open Ports includes P2P egitin (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Easiat you keep the application
involved up-to-date to avoid falling victim to asgcurity exploits.

Click Open Portsto open the following page:

NAT >> Open Ports Setup

Open Ports Setup
Index Comment Aux. WAN IP Local IP Address Status

=

Rl
e = o = o o = o =

Index Indicate the relative number for the particulamretihat you want to
offer service in a local host. You should click Hpropriate index
number to edit or clear the corresponding entry.

Comment Specify the name for the defined network service.

Aux. WAN IP Display the private IP address of the local hoat $lou specify in
WAN Alias. If you did not specify any IP addressWwhAN Alias, this
item will not be shown.

Local IP Address Display the private IP address of the local hogroig the service.

Status Display the state for the corresponding entry. X/as to represent
thelnactive or Active state.

To add or edit port settings, click one index nurmirethe page. The index entry setup page
will pop up. In each index entry, you can spedi®port ranges for diverse services.
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NAT >> Open Ports Setup >> Edit Open Ports Setup

Index Mo. 1

Enable Open Ports

Comment

PZP WAl 1P 192.168.1.56 +

Local Computer 192 168 [[1 |1 Choosge PC

Protocal

1. |TCP =
2, |TCP +
i P p— v
P B p— v
[ pe— w

Start Port End Port Protocol Start Port End Port
4500 4700 6. |- b 1] 1]
4500 4700 T b 0 I
0 o ST p—— v 1] 1]
0 0 3, |- b 1] 1]
0 0 10, |- b 0 I
[ Ok ] [ Clear ] [ Cancel ]

However, if you previously have set WAN Alias in Internet Access>>PPPoE/PPPoAr
Internet Access>>MPoA you will find thatWAN IP appearedor your selection.

Enable Open Ports

Comment

Local Computer

Choose PC

Protocol

Start Port

End Port

NAT >> Open Ports Setup

Open Ports Setup

Index

B e e N

Check to enable this entry.
Make a name for the defined network applicatiomviser

Enter the private IP address of the local hostiok €hoose PC to
select one.

Click this button and, subsequently, a window hg\arist of
private IP addresses of local hosts will automdyigaop up. Select
the appropriate IP address of the local host ifishe

Specify the transport layer protocol. It couldB@P, UDP, or -----
(none) for selection.

Specify the starting port number of the servicerat by the local
host.

Specify the ending port number of the service effdoy the local
host.

Comment Aux. WAN IP Local IP Address Status
pzp 192.168.1.56 192.168.1.11 W
®
®
X
®
H
X
®
H
X
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3.4 Firewall

3.4.1 Basics for Firewall

While the broadband users demand more bandwidtiméittimedia, interactive applications,
or distance learning, security has been alwaysbs concerned. The firewall of the Vigor
router helps to protect your local network agaatsick from unauthorized outsiders. It also
restricts users in the local network from acces#iegnternet. Furthermore, it can filter out
specific packets that trigger the router to buiiduawanted outgoing connection.

The most basic security concept is to set user raamgassword while you install your router.
The administrator login will prevent unauthorizext@ss to the router configuration from your
router.

Quick Start Wizard

1. Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters).

MNerw Password

Confirm Password

If you did not set password during installationyyman go t&ystem Maintenanceo set up
your password.

System Maintenance >> Administrator Password Setup

Administrator Password

COld Password
Mew Password

Retype New Password

Firewall Facilities

The users on the LAN are provided with securedegatan by the following firewall facilities:
® User-configurable IP filter (Call Filter/ Data Fai).

® Stateful Packet Inspection (SPI): tracks packetiscemies unsolicited incoming data
® Selectable Denial of Service (DoS) /Distributed P®0S) attacks protection

® URL Content Filter
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IP Filters

Depending on whether there is an existing Intecoahection, or in other words “the WAN
link status is up or down”, the IP filter architex# categorizes traffic into tw@all Filter and
Data Filter.

® Call Filter - When there is no existing Internet connectiGall Filter is applied to all
traffic, all of which should be outgoing. It wilheck packets according to the filter rules.
If legal, the packet will pass. Then the routerishaitiate a call” to build the Internet
connection and send the packet to Internet.

® Data Filter - When there is an existing Internet connectidata Filter is applied to
incoming and outgoing traffic. It will check packeiccording to the filter rules. If legal,
the packet will pass the router.

The following illustrations are flow charts explaig how router will treat incoming traffic
and outgoing traffic respectively.

Call Filter — Initiate a call
|down pass
l block

Outgoing WAN link T—
Traffic status kel
up pass
I—’ Data Filter —— Send packet

to WAN

l block

Drop
packet

pass

Send packet ™ pi Filter «—— < LAN Link

to LAN

1 block

Drop
packet

Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture thatrks at the network layer. Unlike legacy
static packet filtering, which examines a packetdobon the information in its header, stateful
inspection builds up a state machine to track eaanection traversing all interfaces of the
firewall and makes sure they are valid. The stafefwall of Vigor router not just examine
the header information also monitor the state efdbnnection.

Instant Messenger (IM) and Peer-to-Peer (P2P) Application Blocking
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As the popularity of all kinds of instant messenggplication arises, communication cannot
become much easier. Nevertheless, while some iydusty leverage this as a great tool to
connect with their customers, some industry mag tekerve attitude in order to reduce
employee misusage during office hour or prevennomin security leak. It is similar situation
for corporation towards peer-to-peer applicatiansesfile-sharing can be convenient but
insecure at the same time. To address these neeqspvide IM and P2P blocking
functionality.

Denial of Service (DoS) Defense

TheDoS Defensdunctionality helps you to detect and mitigate B&S attack. The attacks
are usually categorized into two types, the flogeiype attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaukyaur system's resource while the
vulnerability attacks will try to paralyze the syst by offending the vulnerabilities of the
protocol or operation system.

TheDoS Defensdunction enables the Vigor router to inspect evecpming packet based on
the attack signature database. Any malicious pabkétmight duplicate itself to paralyze the
host in the secure LAN will be strictly blocked am&yslog message will be sent as warning, if
you set up Syslog server.

Also the Vigor router monitors the traffic. Any alymal traffic flow violating the pre-defined
parameter, such as the number of thresholds, rigifigéel as an attack and the Vigor router will
activate its defense mechanism to mitigate in htn@@ manner.

The below shows the attack types that DoS/DDoSndeféunction can detect:

1. SYN flood attack 9. Smurf attack

2. UDP flood attack 10. SYN fragment

3. ICMP flood attack 11. ICMP fragment

4. TCP Flag scan 12. Tear drop attack

5. Trace route 13. Fraggle attack

6. IP options 14. Ping of Death attack
7. Unknown protocol 15. TCP/UDP port scan
8. Land attack

Content Filtering

To provide an appropriate cyberspace to users,rYader equips wittURL Content Filter
not only to limit illegal traffic from/to the inapppriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectible keywords, URL keyword blocking
facility will decline the HTTP request to that wehge thus can limit user’s access to the
website. You may imagingRL Content Filter as a well-trained convenience-store clerk who
won't sell adult magazines to teenagers. At offidBl Content Filter can also provide a
job-related only environment hence to increasesthployee work efficiency. How can URL
Content Filter work better than traditional firewial the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in plagload of TCP packets while legacy
firewall inspects packets based on the fields oPTIE headers only.

On the other hand, Vigor router can prevent usanfaccidentally downloading malicious
codes from web pages. It's very common that mal€i@odes conceal in the executable objects,
such as ActiveX, Java Applet, compressed files,athdr executable files. Once downloading
these types of files from websites, you may rigkding threat to your system. For example, an
ActiveX control object is usually used for providimteractive web feature. If malicious code
hides inside, it may occupy user’s system.
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Web Filtering

We all know that the content on the Internet just bther types of media may be
inappropriate sometimes. As a responsible pareamnpioyer, you should protect those in your
trust against the hazards. With Web filtering ses\of the Vigor router, you can protect your
business from common primary threats, such as ptvly, legal liability, network and
security threats. For parents, you can protect ghildren from viewing adult websites or chat
rooms.

Once you have activated your Web Filtering seriricéigor router and chosen the categories of
website you wish to restrict, each URL addressestgd (e.g.www.bbc.co.uk) will be checked
against our server database, powered by SurfCoifinel database covering over 70 languages
and 200 countries, over 1 billion Web pages divia¢d 40 easy-to-understand categories. This
database is updated as frequent as daily by aldgkdra of Internet researchers. The server will
look up the URL and return a category to your rauteur Vigor router will then decide
whether to allow access to this site accordingnéocategories you have selected. Please note
that this action will not introduce any delay inrugydVeb surfing because each of multiple load
balanced database servers can handle millionsjogsgs for categorization.

Below shows the menu items for Firewall.

Firewall
F General Setup
Pk Filter Setup
P IM Blocking

F P2P Blocking
F DoS Defense
P URL Content Filter
P Web Content Filter

3.4.2 General Setup

General Setup allows you to adjust settings ofilferFfand common optiongiere you can
enable or disable theall Filter or Data Filter. Under some circumstance, your filter set can
be linked to work in a serial manner. So here ysgign theStart Filter Set only. Also you

can configure theog Flag settings Enable Stateful packet inspectionApply IP filter to

VPN incoming packets Drop non-http connection on TCP port 8Q andAccept incoming
fragmented UDP packets

Click Firewall and clickGeneral Setupto open the general setup page.
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Firewall >> General Setup

General Setup

call Filter ® Enable Start Filter Set |Set#l v
(O Disahle

Data Filter (&) Enahle Start Filter Set |Setdl ¥
O Disable

Log Flag MNane v

[JEnable stateful packet inspection

[ apply 1P filter ta WPN incoming packets

[Jorop non-http connection on TCP port 80

¥l &ccept incoming fragmented UDP packets (for some games, ex. CS)

Call Filter CheckEnableto activate the Call Filter function. Assign a sféter
set for the Call Filter.

Data Filter CheckEnable to activate the Data Filter function. Assign a tsfiter
set for the Data Filter.

Log Flag For troubleshooting needs you can specify therfitig here.
None -The log function is not activated.
Block - All blocked packets will be logged.
Pass -All passed packets will be logged.
No Match - The log function will record all packets that ac n
matched.
Note that the filter log will be displayed on thelifet terminal when
you type thdog -f command.

Some on-line games (for example: Half Life) wileusts of fragmented UDP packets to
transfer game data. Instinctively as a secure &tiewigor router will reject these fragmented
packets to prevent attack unless you enable “Adogmiming Fragmented UDP Packets”. By
checking this box, you can play these kinds ofina-yames. If security concern is in higher
priority, you cannot enable “Accept Incoming Fragiesl UDP Packets”.

3.4.3 Filter Setup

Click Firewall and clickFilter Setup to open the setup page.

Firewall >> Filter Setup

Filter Setup | Setto Factory Default |
Set Comments Set Comments
1. Default Call Filter 1.
2. Default Data Filter 8.
zh 9.
4 10.
3. 1.
6. 12.

To edit or add a filter, click on the set numbeedttt the individual set. The following page
will be shown. Each filter set contains up to &sulClick on the rule number button to edit
each rule. ChecKctive to enable the rule.
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Firewall >> Filter Setup >> Edit Filter Set

Filter Set 1

Comments : |Default Call Filter

Filter Rule Active Comments
Block NetBios
O
O
O
O
(e ] O
O
Next Filter Set |Mone v
[ Ok ] [ Clear ] [ Cancel ]

Filter Rule Click a button numbered (1 ~ 7) to edit the filgle. Click the button
will open Edit Filter Rule web page. For the detdilnformation,
refer to the following page.

Active Enable or disable the filter rule.

Comment Enter filter set comments/description. Maximungiénis

23—character long

Set the link to the next filter set to be execuwtfidr the current filter
run. Do not make a loop with many filter sets.

Next Filter Set

To editFilter Rule, click theFilter Rule index button to enter the Filter Rule setup page.

Firewall >> Edit Filter Rule >> Edit Filter Rule

Filter Set 1 Rule 1

Comments ; Block MetBios

Pass or Block
Block Immediately v

Direction [N ¥

IP Address

Source any

Destination |any

Okeep State

[

Enter filter set comments/description. Maximum lnig 14-

Comments

Ccheck to enable the Filter Rule
Branch to Other Filter Set

Mone
[OLog
Pratocal | TCRAUDP »

Subnet Mask Operator Start Port End Port
285200200255 (f3) v |= v 157 139
25200 B0 EE (M3 v |= v

Fragments |Dont Care v
QK ] [ Clear ] [ Cancel ]

character long.

Check to enable the
Filter Rule

Pass or Block

Check this box to enable the filter rule.

Specifies the action to be taken when packets nth&chule.

Block Immediately - Packets matching the rule will be dropped
immediately.

Pass Immediately Packets matching the rule will be passed
immediately.
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Branch to other Filter
Set

Log

Direction

Protocol
IP Address

Subnet Mask

Operator, Start Port
and End Port

Keep State

Fragments
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Block If No Further Match - A packet matching the rule, and that
does not match further rules, will be dropped.

Pass If No Further Match - A packet matching the rule, and that
does not match further rules, will be passed thnoug

If the packet matches the filter rule, the nexefilrule will branch
to the specified filter set. Select next filterawb branch from the
drop-down menu.

Check this box to enable the log function. UseTtalmet command
log-f to view the logs.

Set the direction of packet flow. It is fBrata Filter only. For the
Call Filter, this setting is not available sinCall Filter is only
applied to outgoing traffic.

Specify the protocol(s) which this filter rule halpply to.

Specify a source and destination IP address ifilter rule to apply
to. Place the symbol “!I" before a specific IP Adslravill prevent this
rule from being applied to that IP address. Towagm rule to all IP
address, entany or leave the field blank.

Select th&Subnet Maskfor the IP Address column for this filter rule
to apply from the drop-down menu.

The operator column specifies the port numberregstilf theStart
Port is empty, théStart Port and theEnd Port column will be
ignored. The filter rule will filter out any porumber.

(=) Ifthe End Port is empty, the filter rule will s&ie port
number to be the value of the Start Port. Otherviiszport
number ranges between the Start Port and the EmdiRduding
the Start Port and the End Port).

('=)If the End Port is empty, the port number is nataqo the
value of the Start Port. Otherwise, this port numb&ot between
the Start Port and the End Port (including thet3tart and End
Port).

(>) Specify the port number is larger than the Start facludes
the Start Port).

(<) Specify the port number is less than the Start ffarludes the
Start Port).

This function should work along with Directidarotocol, IP address,
Subnet Mask, Operator, Start Port and End Porhgsttlt is used
for Data Filter only.

Keep State is in the same nature of modern tertef8tdacket
Inspection. It tracks packets, and accept the piackieh appropriate
characteristics showing its state is legal as thpol defines. It
will deny unsolicited incoming data. You may selpaitocols from
any, TCP, UDP, TCP/UDP, ICMP and IGMP.

Specify the action for fragmented packets. And iised foData
Filter only.

Don't care No action will be taken towards fragmented packets.
Unfragmented Apply the rule to unfragmented packets.
Fragmented -Apply the rule to fragmented packets.

Too Short -Apply the rule only to packets that are too shoidntain
a complete header.
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Example

As stated before, all the traffic will be separaged arbitrated using on of two IP filters: call
filter or data filter. You may preset 12 call filseand data filters iRilter Setup and even link
them in a serial manner. Each filter set is comgdmie? filter rules, which can be further
defined. After that, irGeneral Setupyou may specify one set for call filter and onefee
data filter to execute first.

Firewall >> General Setup

General Setup
call Filter @Enable Start Filter Set |Set#l v
ODpisable
Data Filter @Enatle Start Filter Set | Jet#2 v
O pisable
Log Flag MNone W

[CEnable stateful packet inspection Firpwall >> Filter Setup

[ apply IP filter to YPN incoming packets

[Obrop non-http connection on TCP port 80 Filjer Setup | Setto Factory Default |
[Faccept incoming fragmented UDP packets (for some g Comments Comments

w
2

Default Call Filter
Default Data Filter

ey

= e
REREE~

Firewall >> Filter Setup >> Edijffilter Set
Filter Set 1 Firewall >> Edit Filter Rule >> Edit Filter Rule
Comments : | DefagCall Filter
Active Corf| Filter Set 1 Rule 1
Bloc|| Comments :|Block NetBios Check to enable the Filter Rule
2 [} Pass or Block Branch to Other Filter Set
Block Immediately B Mone v
=
CLog
=
¥ Direction [N ¥ protocol | TCPAUDP v
() o 1P Address Subnet Mask Operator Start Port  End Port
O Source any 255,255 255085 (132) | [= v | [137 138
Destination |any 255.256.265.265 (732) ¥ | |= v
Can [Ckeep State Fragments |DoniCare v
ok ] [_clear ] [ Cancel

3.4.4 IM Blocking

IM Blocking means instant messenger blocki@tjck Firewall and clickIM Blocking to
open the setup page. You will see a list of comihbiisuch as MSN, Yahoo, ICQ/AQL)
applications. Checknable IM Blocking and select the one(s) that you want to block. To
block selected IM applications during specific pedg, enter the number of the scheduler
predefined imMpplications>>Call Schedule

Firewall >> IM Blocking Setup

ant Messenger Applications Blocking Setup

nable IM Blocking
[ elock MSN Messenger
[ elock ¥ahoo Messenger
[0 Block ICQ/a0L

Time Schedule

Index(1-15) in Schedule Setup: , , L
Note: Action and Idle Timeout settings will be ignored.

8124 ] [ Cancel
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3.4.5 P2P Blocking

P2P is the short name of peer to peer. Gfickwall and clickP2P Blockingto open the

setup page. You will see a list of common P2P appbns. ChecEnable P2P Blockingand
select the one(s) to block. To block selected R#fications during specific periods, enter the
number of the scheduler predefineddpplications>>Schedule

Firewall >> P2P Blocking Setup

Peer-to-Peer file-sharing Applications Blocking Setup

[JEnable P2P Blocking

Protocol Applications Action
Allow
eDonkey eDonkey, eMule, Shareaza, MLDonkey Disallow

Disallow upload

. Allow
FastTrack Kazaa, iMesh, MLDonkey
Disallow
P BearShare, Ghucleus, Limewire, Phex, Swapper, Allowy
nutela »®olok, Shareaza, MLDonkey Dicallow
. . Allow
Bit Tarrent BitTarrent
Disallow
Time Schedule
Index(1-15) in Schedule Setup: | , ,
Mote: Action and Idle Timeout settings will be ignored.
[ 8124 ] [ Cancel ]
Action Specify the action for each protocol.
Allow — Allow the client to access into the applicatiorotigh the specified

protocol.

Disallow —Forbid the client to access into the applicatltmotgh the
specified protocol.

Disallow upload —Forbid the client to access into the applicatimoagh
the specified protocol for downloading. Yet uploaglis allowed.
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3.4.6 DoS Defense

As a sub-functionality of IP Filter/Firewall, theage 15 types of detect/ defense function in
theDoS Defenseasetup. The DoS Defense functionality is disabtediefault.

Click Firewall and clickDoS Defenséo open the setup page.

Firewall >> DoS defense Setup

DoS defense Setup

[JEnable 5¥M fload defense Threshald packets / sec
Timeaout 3=1s3

[JEnable UDP flood defense Threshold packets / sec
Timeout sec

[JEnable ICMP flood defense Threshold packets / sec
Timeout sec

[JEnable Port Scan detection Threshaold packets / sec

[elack 1P options
elock Land

Oelack smurf
[elock trace route
elock SYM fragment
[Jelock Fraggle attack

Enable Dos Defense

Enable SYN flood
defense

Enable UDP flood
defense

Enable ICMP flood
defense

Enable PortScan
detection

[elack TCP flag scan
[elock Tear Drop
[Oelack ring of Death
[Celock ICMP fragment

Oelack UnknownProtocal

[ ok | [ clearan | [ cancel |

Check the box to activate the DoS Defense Furalitgn

Check the box to activate the SYN flood defensetion. Once
detecting the Threshold of the TCP SYN packets filoeninternet
has exceeded the defined value, the Vigor routiéstairt to
randomly discard the subsequent TCP SYN packeis pariod
defined in Timeout. The goal for this is preverg THCP SYN
packets’ attempt to exhaust the limited-resourceigbr router.
By default, the threshold and timeout values ar¢os80 packets
per second and 10 seconds, respectively.

Check the box to activate the UDP flood defensetfan. Once
detecting the Threshold of the UDP packets frombernet has
exceeded the defined value, the Vigor router walftsto randomly
discard the subsequent UDP packets for a periadestkin
Timeout. The default setting for threshold and boeare 150
packets per second and 10 seconds, respectively.

Check the box to activate the ICMP flood defensefion. Similar
to the UDP flood defense function, once if the Bhad of ICMP
packets from Internet has exceeded the defineckytie router
will discard the ICMP echo requests coming fromltiternet. The
default setting for threshold and timeout are 5€kpts per second
and 10 seconds, respectively.

Port Scan attacks the Vigor router by sendingdbzackets to
many ports in an attempt to find ignorant serviwesild respond.
Check the box to activate the Port Scan deteciMirenever
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Block IP options

Block Land

Block Smurf

Block trace router

Block SYN fragment

Block Fraggle Attack

Block TCP flag scan

Block Tear Drop

Block Ping of Death

Block ICMP Fragment

Block Land
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detecting this malicious exploration behavior bynitaring the
port-scanning Threshold rate, the Vigor router s@hd out a
warning. By default, the Vigor router sets the sfi@d as 150
packets per second.

Check the box to activate the Block IP optionsction. The Vigor
router will ignore any IP packets with IP optioel@l in the datagram
header. The reason for limitation is IP option appdo be a
vulnerability of the security for the LAN becausevill carry
significant information, such as security, TCC é&d user group)
parameters, a series of Internet addresses, rautsgages...etc. An
eavesdropper outside might learn the details of powate
networks.

Check the box to enforce the Vigor router to deteihe Land
attacks. The Land attack combines the SYN attadii@ogy with
IP spoofing. A Land attack occurs when an attaskexds spoofed
SYN packets with the identical source and destmadiddresses, as
well as the port number to victims.

Check the box to activate the Block Smurf functidhe Vigor router
will ignore any broadcasting ICMP echo request.

Check the box to enforce the Vigor router notaiavard any trace
route packets.

Check the box to activate the Block SYN fragmemiction. The
Vigor router will drop any packets having SYN flagd more
fragment bit set.

Check the box to activate the Block fraggle Attaakction. Any
broadcast UDP packets received from the Interngbisked.
Activating the DoS/DDoS defense functionality migphdck some
legal packets. For example, when you activaterdggle attack
defense, all broadcast UDP packets coming fronhriteenet are
blocked. Therefore, the RIP packets from the Irtemight be
dropped.

Check the box to activate the Block TCP flag doawstion. Any TCP
packet with anomaly flag setting is dropped. Trsisening activities
includeno flag scan, FIN without ACK scan, SYN FINscan, Xmas
scan andfull Xmas scan.

Check the box to activate the Block Tear Drop fiomc Many
machines may crash when receiving ICMP datagraackgts) that
exceed the maximum length. To avoid this type tfckt the Vigor
router is designed to be capable of discardingfeagmented ICMP
packets with a length greater than 1024 octets.

Check the box to activate the Block Ping of Ddatiction. This
attack involves the perpetrator sending overlappackets to the
target hosts so that those target hosts will hamog they
re-construct the packets. The Vigor routers witidid any packets
realizing this attacking activity.

Check the box to activate the Block ICMP fragnfemiction. Any
ICMP packets with more fragment bit set are dropped

Check the box to enforce the Vigor router to deteihe Land
attacks. The Land attack combines the SYN attadki@ogy with
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IP spoofing. A Land attack occurs when an attaskexds spoofed
SYN packets with the identical source and destmadiddresses, as
well as the port number to victims.

Block Unknown Check the box to activate the Block Unknown Prokdgoction.

Protocol Individual IP packet has a protocol field in theadgam header to
indicate the protocol type running over the uppget. However,
the protocol types greater than 100 are reserveédiadefined at
this time. Therefore, the router should have ahibtdetect and
reject this kind of packets.

Warning Messages  We provide Syslog function for user to retrievessage from Vigor
router. The user, as a Syslog Server, shall re¢ckeveeport sending
from Vigor router which is a Syslog Client.

All the warning messages relatedtoS defensewill be sent to user
and user can review it through Syslog daemon. lfookhe keyword
DoSin the message, followed by a name to indicatet \kina of
attacks is detected.

SyslLog Access Setup

Enable
Server [P Address 192.1668.1.115

Destination Port 514

'.F DrayTek Syslog E] |E| @

Gt 192,168,1.1 w WM Skabus
J J C .‘(" Getway IP (Fixed) T# Packets R¥ Rate
| Q Vigor3100  series Dk, Bis | ‘ 3 | 5
LAMN Status
T# Packets R Packets ‘WaM IF {Fixed) R Packets TX Rate
[ 931 [ 1182 [ [ 0 [ 0

Firewall Log | VPN Log | Teer Access Log | Call Log | WAN Log | Budset Log | Network Infomation | Net State

Tivne Host | Message
Jan 100:00:42 Vigor Dod oo flood Elock(10s) 192.168.1.115,10605 -» 192.168.1.1,23 PR, 6itep) len 20 40 -3 3943751
Jan 100:00:24  Vigor Dod iemp_flood Block{lOs) 102.168.1.115 - 192.168.1.1 PR 1{icmp) len 20 60 jmp 042

A% %

ADSL Skakus
Mode Skate Up Speed Down Speed SMR. Margin Loop At

T1.413 HANDSHAKE 0 0 0.0 0.0

3.4.7 URL Content Filter

Based on the list of user defined keywords,URt. Content Filter facility in Vigor router
inspects the URL string in every outgoing HTTP resjuNo matter the URL string is found
full or partial matched with a keyword, the Vigauter will block the associated HTTP
connection.

For example, if you add key words such as “sexgjavirouter will limit web access to web
sites or web pages such as “www.sex.com”, "www.black.net/images/sex/p_386.html". Or
you may simply specify the full or partial URL suak “www.sex.com” or “sex.com”.

Also the Vigor router will discard any request thdgs to retrieve the malicious code.
Click Firewall and clickURL Content Filter to open the setup page.
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Firewall >> URL Content Filter

Content Filter Setup

[JEnable URL Access Control

Black List {block those matching keyword)
White List (pass those matching keyword)

Mo ACT Keyward Mo ACT Keyward
1 5
2 6
3 7
4 8

Mote that multiple keywords are allowed to specify in the blank. For example:hotmail yahoo msn

Prevent web access from IP address

[JEnable Restrict web Feature
Java Activex Compressed files Executable files Multimedia files

Cookie Proxy

[JEnable Excepting Subnets
Mo Act IP Address Subnet Mask

1 L L L ~
2 | | b -~
5] A A b -~

4 L L L ~

Time Schedule

Index{1-15) in Schedule Setup: B B I
MNote: Action and Idle Timeout settings will be ignored.

[ oK | [ cClearal | [ cancel |

Enable URL Access Check the box to activate URL Access Control.
Control

Black List (block those Click this button to restrict accessing into theresponding
matching keyword) webpage with the keywords listed on the box below.

White List (pass those Click this button to allow accessing into the cepending
matching keyword) webpage with the keywords listed on the box below.

Keyword The Vigor router provides 8 frames for users torgekeywords and
each frame supports multiple keywords. The keyvoould be a
noun, a partial noun, or a complete URL string. tiple keywords
within a frame are separated by space, commanacskon. In
addition, the maximal length of each frame is 33rakter long.
After specifying keywords, the Vigor router will cle the
connection request to the website whose URL striatched to any
user-defined keyword. It should be noticed thattioee simplified
the blocking keyword list, the more efficiently th@gor router
perform.

Prevent web access Check the box to deny any web surfing activity gdid address,
from IP address such as http://202.6.3.2. The reason for this gréwent someone
dodges the URL Access Control.

You must clear your browser cache first so thatWRL content
filtering facility operates properly on a web pdbat you visited
before.
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Enable Restrict Web
Feature

Enable Excepting
Subnets

Time Schedule

3.4.8 Web Content Filter

Check the box to activate the function.

Java- Check the checkbox to activate the Block Java objec
function. The Vigor router will discard the Javgeatis from the
Internet.

ActiveX - Check the box to activate the Block ActiveX object
function. Any ActiveX object from the Internet whle refused.
Compressed file Check the box to activate the Block Compressed
file function to prevent someone from downloadimy aompressed
file. The following list shows the types of compsed files that can
be blocked by the Vigor router.

zip, rar, .arj, .ace, .cab, .sit

Executable file- Check the box to reject any downloading behavior
of the executable file from the Internet.

.exe, .com, .scr, .pif, .bas, .bat, .inf, .reg

Cookie- Check the box to filter out the cookie transmiadi@m
inside to outside world to protect the local usprigacy.

Proxy - Check the box to reject any proxy transmissioncaiatrol
efficiently the limited-bandwidth usage, it will ln¢ great value to
provide the blocking mechanism that filters out tdtimedia files
downloading from web pages. Accordingly, files witie following
extensions will be blocked by the Vigor router.

.mov. .mp3 .rm .ra au - .wmy

.wav  .asf .mpg .mpeg .avi .ram

Four entries are available for users to specifyesspecific IP
addresses or subnets so that they can be fredlfildRL Access
Control. To enable an entry, click on the empty checkimaxned as
ACT, in front of the appropriate entry.

Specify what time should perform the URL contéiterfing facility.

Click Firewall and clickWeb Content Filter to open the setup page.

For this section, please referWWeb Content Filter user’s guide.
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Firewall >> Web Content Filter Setup

GPA{Gontent Portal Authority) Web Content Filter Setup

Activate Free Trial and Purchase Subscription
Test a site to verify whether it is cateqgorized

SurfContrel’
[JEnable web Content Filter
Groups Gategories (Tick categories to block, Untick to unblock)
Child Protection chat [ criminal [Oorugs/slcohol
Eelectal [Jambling [IHacking [JHate spaech
Clear All sex [vialence Oweapons
Leisure [Jadvertisements [JEntertainment [JFood
Select All OGames OaGlamour OHealth
Clear All [JHobbies [Lifestyle Ototar vehicles
[Orersonals [Jrhoto Searches [ shopping
[sparts [Istreaming Media [ Travel
Business [Jcomputing/Internet  [IFinance [J1ob Search/Career
Eelectal [ralitics [IReal Estate [Iraference
Clear Al [Jremote proxies [search Engine wweb mail
Oilu=re [CJEducation [JHosting sites Okid sites
EEatal [CNews [Ireligion [Jsex Education
Clear All [Jusenet news [Jelock all uncategarised sites

Time Schedule

Index{1-15) in Schedule Setup: ‘ |, | |, | ‘, | |
Note: Action and Idle Timeout settings will be ignored.

3.5 Applications
Below shows the menu items for Applications.

Applications
k Dynamic DNS
F Schedule

F RADIUS
F UPDP
F Quality of Service

3.5.1 Dynamic DNS

The ISP often provides you with a dynamic IP adslmesen you connect to the Internet via
your ISP. It means that the public IP address aeslio your router changes each time you
access the Internet. The Dynamic DNS feature latisassign a domain name to a dynamic
WAN IP address. It allows the router to updateitine WAN IP address mappings on the
specified Dynamic DNS server. Once the router Isvenyou will be able to use the
registered domain name to access the router onalteirtual servers from the Internet. It is
particularly helpful if you host a web server, F3@ver, or other server behind the router.

Before you use the Dynamic DNS feature, you haapialy for free DDNS service to the
DDNS service providers. The router provides ughte¢ accounts from three different DDNS
service providers. Basically, Vigor routers are patible with the DDNS services supplied by
most popular DDNS service providers suchwasv.dyndns.org, www.no-ip.com,
www.dtdns.com, www.changeip.com, www.dynamic- namess/er.com. You should visit
their websites to register your own domain nameterrouter.

Enable the Function and Add a Dynamic DNS Account
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Assume you have a registered domain name from Bie®provider, say
hostname.dyndns.org, and an account with usernartest and passwordest.

In the DDNS setup menu, cheEkable Dynamic DNS Setup

Applications >> Dynamic DNS Setup

Dynamic DNS Setup

éjEnabIe Dynamic DNS Setup Yiew Log ] [ Force Update

Accounts :

Index Domain Name Active

= |l |E
|
|
i
x

[ ok | [ clearal |

Enable Dynamic DNS SetupgCheck this box to enable DDNS function.

Index Click the number below Index to access into therget
page of DDNS setup to set account(s).

Domain Name Display the domain name that you set on the sefiagg
of DDNS setup.

Active Display if this account is active or inactive.

Select Index number 1 to add an account for theeroCheck Enable Dynamic DNS
Account, and choose correct Service Provider: dgruig, type the registered hostname:
hostname and domain name suffix: dyndns.org in the Domaimi&lock. The

following two blocks should be typed your accoungln Nametest and Passwordest.

Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 1

[¥IEnable Dynamic DMS Account
Service Provider |dyndns. org fwwwe dyndns. org) hd
Service Type Dynarnic v
Domain Mame chronadl . dyndns.ory hd
Login Mame chrono06353 (max. 23 characters)
Password sesseses (max. 23 characters)
Cwildeards
Oeackup MK

Mail Extender

[ Ok ] [ Clear ] [ Cancel ]

Enable Dynamic Check this box to enable the current account. uf giol check
DNS Account the box, you will see a check mark appeared or\ttiee

column of the previous web page in step 2).
Service Provider Select the service provider for the DDNS account.
Service Type Select a service type (Dynamic, Custom, Static).
Domain Name Type in a domain name that you applied previously.
Login Name Type in the login name that you set for applyinghda.
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Password Type in the password that you set for applying doma
4. Click OK button to activate the settings. You will see yseitting has been saved.
The Wildcard and Backup MX features are not supgabfor all Dynamic DNS providers. You
could get more detailed information from their wieks
Disable the Function and Clear all Dynamic DNS Acaants

In the DDNS setup menu, unche€kable Dynamic DNS Setupand pusiClear All button
to disable the function and clear all accounts ftbenrouter.

Delete a Dynamic DNS Account

In the DDNS setup menu, click thedex number you want to delete and then pGstar All
button to delete the account.

3.5.2 Schedule

The Vigor router has a built-in real time clock afican update itself manually or
automatically by means of Network Time Protocol3 . As a result, you can not only
schedule the router to dialup to the Internet spiexified time, but also restrict Internet access
to certain hours so that users can connect tantieeniet only during certain hours, say,
business hours. The schedule is also applicatldthisr functions.

You have to set your time before set schedul&ylstem Maintenance>>Time and Date
menu, presgnquire Time button to set the Vigor router’s clock to currénte of your PC.

The clock will reset once if you power down or tebe router. There is another way to set up
time. You can inquiry an NTP server (a time sereerthe Internet to synchronize the router’s
clock. This method can only be applied when the WeaNnection has been built up.

Applications >> Schedule

Schedule:

Index Status Index Status
1. ® 9. ®
2. b 10. ®
3. ¥ 11. ®
4. % 12. %
5. ® 13. H
6. ® 14. "
i. b 15. "
8. ®
Status:v --- active, ® --- Inactive
Index Click the number below Index to access into thérggpage of
schedule.
Status Display if this schedule setting is active or imaet

You can set up to 15 schedules. Then you can dipgiy to youtlnternet Accessor VPN
and Remote Access >> LAN-to-LANsettings.

To add a schedule, please click any index, sayihite 1. The detailed settings of the call
schedule with index 1 are shown below.
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Applications >> Schedule

Index MNo. 1

Start Date {yyyy-mm-dd) 2000 % -1 %1 %

Start Time (hh:mm} 0 w0 w
Duration Time {hhimm) 0 »[0 =
Action Force On b

Idle Timeout

Hows Often
O once
@ weekdays

rinuteds).(max, 255, 0 for default)

Osun Mmon [MTue [Mwed [FThu [MFi [Osat

Enable Schedule Setup
Start Date (yyyy-mm-dd)
Start Time (hh:mm)
Duration Time (hh:mm)

Action

Idle Timeout

Example

[ Ok ][ Clear ][ Cancel ]

Check to enable the schedule.

Specify the starting date of the schedule.
Specify the starting time of the schedule.
Specify the duration (or period) for the schedule

Specify which action Call Schedule should appiging the
period of the schedule.

Force On +orce the connection to be always on.

Force Down force the connection to be always down.
Enable Dial-On-Demand Specify the connection to be
dial-on-demand and the value of idle timeout shdandd
specified inldle Timeout field.

Disable Dial-On-Demand Specify the connection to be up
when it has traffic on the line. Once there isnadfic over idle
timeout, the connection will be down and never gaiaduring
the schedule.

Specify the duration (or period) for the schedule

How often -Specify how often the schedule will be applied
Once -The schedule will be applied just once

Weekdays Specify which days in one week should perform the
schedule.

Suppose you want to control the PPPoE Internetsaamennection to be always on (Force On)
from 9:00 to 18:00 for whole week. Other time theetnet access connection should be
disconnected (Force Down).

Office o 2 1 \ Y,
Hour: A __T o A l[ o
(Force On) ° : s__‘ ° i s__‘
Mon - Sun 9:00 am to 6:00 pm

1. Make sure the PPPOE connection dimde Setupis working properly.
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Configure the PPPoE always on from 9:00 to 18:0@vaole week.
Configure the~orce Downfrom 18:00 to next day 9:00 for whole week.

Assign these two profiles to the PPPoE Interneessprofile. Now, the PPPOE Internet

connection will follow the schedule order to penfoForce On or Force Down action

according to the time plan that has been pre-defimé¢he schedule profiles.

3.5.3 RADIUS

Remote Authentication Dial-In User Service (RADIUSa security authentication
client/server protocol that supports authenticataarthorization and accounting, which is
widely used by Internet service providers. It is thost common method of authenticating and
authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the Byub assist the remote dial-in user or a
wireless station and the RADIUS server in perfoigmimutual authentication. It enables
centralized remote access authentication for nétw@nagement.

Applications >> RADIUS

RADIUS Setup
é___j‘z'nahle

Server IP Address

Destination Port 1812

Shared Secret

Re-type Shared Secret

Enable
Server IP Address

Destination Port

Shared Secret

Re-type Shared Secret
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Ok ][ Clear l[ Cancel l

Check to enable RADIUS client feature
Enter the IP address of RADIUS server

The UDP port number that the RADIUS server is usirte
default value is 1812 , based on RFC 2138.

The RADIUS server and client share a secret thasesl to
authenticate the messages sent between them. ilethrsust
be configured to use the same shared secret.

Re-type the Shared Secret for confirmation.

57



58

3.5.4 UPnP

TheUPNP (Universal Plug and Play) protocol is supporteiriag to network connected
devices the ease of installation and configuratibich is already available for directly
connected PC peripherals with the existing Wind®®isg and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT via@al”. This enables applications inside
the firewall to automatically open the ports thayt need to pass through a router. It is more
reliable than requiring a router to work out bylfsvhich ports need to be opened. Further,
the user does not have to manually set up port mgper a DMZUPnNP is available on
Windows XP and the router provides the associated suppo& Messenger to allow full
use of the voice, video and messaging features.

Applications >> UPnP

UPnP

nable UPRP Service

[JEnahle Connection contral Service

[JEnable Cannection Status Service

Note: If you intend running UPNP service inside your LAN, you should check the appropriate service
abowve to allow control, as well as the appropriate UPnP settings.

[ Ok ][ Clear ][ Cancel ]

Enable UPNP Service Accordingly, you can enable either tGennection Control
Serviceor Connection Status Service

After settingEnable UPNP Servicesetting, an icon df° Broadband Connection on Router
on Windows XP/Network Connections will appear. Tohanection status and control status
will be able to be activated. The NAT TraversalUstnP enables the multimedia features of

your applications to operate. This has to manisstyup port mappings or use other similar
methods. The screenshots below show examplessofatility.

e
Address (:, Metwork Connections

¥ IP Broadband Connection on Router Status EJ ]

- -___B!'_qadband

| Network Tasks | N | Eeneral
. 4 hingt -
;| Create a new connection e Disconmected
e e (@) "ot Viniport (PFOCE) Intenet Gateway
EHE AT Status: Connected
|= I Didl-up Duration; 00:19:08
.- SE€ plig s Speed: 100.0 Mbps
[ f w
i Network Troubleshonter { '_‘f’“ ey
" | DrayTek 150N PPP o
| N L ke Achivity
g Internet Internet Gateway ty Computer
Other Places I Internet Gateway e =1
€ -9
™~
[} Contrel Fanz! ‘I 1P Broadband Connection on —= =
L= . Route
_J My Metwork Places s ErEwI:Dliaard packats
(5} My Documents | - Gant 404 7
j My Computer Received: 1115 BRE
LAN or High-Speed Internet
= ; [ Propeties | [ Dizablz
- £ - Local Area Connection | |
Details * h_‘}h}—‘ e L
Neliorl Enrmettiong L0, Realtsk RTLA139810x Famly .,
System Folder

The UPNP facility on the router enables UPnP awappdications such as MSN Messenger to
discover what are behind a NAT router. The appticawill also learn the external IP address
and configure port mappings on the router. Subsgtyisuch a facility forwards packets from
the external ports of the router to the internatpased by the application.
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General | Services |

Tornect ta the Intemet using: Select the services runhing on your network that Intemet ugers can

access.
\3 IP Broadband Connection on R outer s I

[ Ftp Example
msnmsgr [192.168.29.11:13135) 60654 LDP
msnmsar (192,168.29.11:7824) 13251 UDP

This connection allows pou to connect to the Intemet through a msnmsar [192.168.29.11:8759) 63231 TCP

shared connection on anather computer.

o Ko e -

Show icon in notification area when connected Add. Edit. | I

(] 4 ] l Cancel ] [ ak ] [ Cancel ]

The reminder as regards concern about Firewall #praP

Can't work with Firewall Software

Enabling firewall applications on your PC may catlse UPnP function not
working properly. This is because these applicatioill block the accessing ability
of some network ports.

Security Considerations
Activating the UPnP function on your network magun some security threats. You
should consider carefully these risks before atitiggthe UPNnP function.

» Some Microsoft operating systems have found outyffeP weaknesses and
hence you need to ensure that you have appligatiést service packs and
patches.

» Non-privileged users can control some router fuumsj including removing
and adding port mappings.

The UPnP function dynamically adds port mappings@malf of some UPnP-awaie

applications. When the applications terminate atmadly, these mappings may not

be removed.

3.5.5 Quality of Service

Deploying QoS (Quality of Service) management targatee that all applications receive the
service levels required and sufficient bandwidtimiget performance expectations is indeed
one important aspect of modern enterprise network.

One reason for QoS is that numerous TCP-basedcapphis tend to continually increase their
transmission rate and consume all available banttywehich is called TCP slow start. If

other applications are not protected by QoS, itagtract much from their performance in the
overcrowded network. This is especially essentidhbse are low tolerant of loss, delay or
jitter (delay variation), such as voice over IRjJagconferencing, streaming video or data.

Another reason is due to congestions at netwogksettions where speeds of interconnected
circuits mismatch or traffic aggregates, packetsguieue up and traffic can be throttled back
to a lower speed. If there’s no defined priorityspecify which packets should be discarded
(or in another term “dropped”) from an overflowiggeue, packets of sensitive applications
mentioned above might be the ones to drop off. Hasvwill affect application performance?
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There are two components within Primary configaratf QoS deployment:

® Classification: Identifying low-latency or cruciapplications and marking them for
high-priority service level enforcement throughthg network.

® Scheduling: Based on classification of servicellew@ssign packets to queues and
associated service types

The basic QoS implementation in Vigor routers islassify and schedule packets based on
the service type information in the IP header. iRstance, to ensure the connection with the
headquarter, a teleworker may enforce an indexa$ Qontrol to reserve bandwidth for
HTTPS connection while using lots of applicatiorire same time.

One more larger-scale implementation of QoS netust& apply DSCP (Differentiated
Service Code Point) and IP Precedence disciplineayer 3. Compared with legacy IP
Precedence that uses Type of Service (ToS) fieldanP header to define 8 service classes,
DSCP is a successor creating 64 classes possiidackward IP Precedence compatibility.
In a QoS-enabled network, or Differentiated Seryi2é#fServ or DS) framework, a DS
domain owner should sign a Service License Agreeit®A) with other DS domain owners
to define the service level provided toward traffmm different domains. Then each DS node
in these domains will perform the priority treatrnerhis is called per-hop-behavior (PHB).
The definition of PHB includes Expedited Forward{idr), Assured Forwarding (AF), and
Best Effort (BE). AF defines the four classes diwaey (or forwarding) classes and three
levels of drop precedence in each class.

Vigor routers as edge routers of DS domain shatkhhe marked DSCP value in the IP
header of bypassing traffic, thus to allocate aeanount of resource execute appropriate
policing, classification or scheduling. The coratess in the backbone will do the same
checking before executing treatments in order smenservice-level consistency throughout
the whole QoS-enabled network.

AF calss 1
(low drop)

8-
e

AF calss 2
{medium drop)

CoreRouter

DS domain 1 DS domain 2
Private network

However, each node may take different attitude tdvpackets with high priority marking
since it may bind with the business deal of SLA agdifferent DS domain owners. It's not
easy to achieve deterministic and consistent hrgirify QoS traffic throughout the whole
network with merely Vigor router’s effort.

For more effective QoS deployment, you should chieelavailable ADSL upstream and
downstream speed @nline Statusas indicated below before you configure the Qofnget

ADSL Information {ADSL Firmware Version @ D.16.2.1 )

ATM Statistics TX Blocks RX Blocks Corrected Blocks Uncorrected Blocks
6484317 17414603 o 2

ADSL Status Mode State Up Speed Down Speed | SNR Margin Loop Att.
G.0MT SHOWTIME 256000 2042000 22.0 27.0

The following QoS policies will be defined in therin of ratio of upstream/downstream speed.
We will also provide application QoS requirementefgerence to help you accomplish this
task. The setting values will vary depending onrievork condition.

Click onApplication >>QoS Control. The following screen will appear.
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Applications >> Quality of Service

Quality of Service | Setto Factory Default |
Enable the QoS Contral

Direction |OUT ¥

Index Glass Name Reserved_bandwidth Ratio Setup
1. 25 o [ Basic ] [ Advanced ]
2. 25 9% [ Basic ] [ Advanced ]
3. 25 %% [ Basic ] [ Advanced ]
4. Others 9%
[J Enable UDP Bandwidth Control Limited_bandwidth Ratio £

Online Statistics

[ ok | [ claral |

Enable the QoS Control For V models, the factory default for this is chedko enable.

Direction Define which traffic the QoS Control settings apfy
IN- apply to incoming traffic only.
OUT-apply to outgoing traffic only.
BOTH- apply to both incoming and outgoing traffic.

Index The group index number of QoS Control settings.ré& laege
total 4 groups.

Class Name Define the name for the group index.

Reserved Bandwidth Ratio It is reserved for the group index in the form afio of
reserved bandwidth to upstream speedndreserved
bandwidth to downstream speed

Setup There are two-level of settings:
Basic -setup Reserved Bandwidth Ratio according to tHédra
service type. We provide a list of common serviqees.
Advance -custom setting of Reserved Bandwidth Ratio based
on the source address, destination address, DiffSedeP oint,
and service type.

Enable UDP Bandwidth Check this and set the limited bandwidth ratioloright

Control field. This is a protection of TCP application frasince UDP
application traffic such as streaming video wilhexst lots of
bandwidth.

Limited_bandwidth Ratio  The ratio typed here is used to limit the totaidaidth of UDP
application.

Basic button Click this button to open basic configuration fack index
number.
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Applications >> Quality of Service

Basic Gonfiguration

Class Index #1

AUTHTCPA13)

BGP{CP179)
BOOTPCLIENT(UDP:68)
BOOTPSERVER{UDPE?)
CU-SEEME-HITCP/UDP 24032)
CU-SEEME-LOTCRAUDP.7648)
DNS(TCPAJDRE3)
FINGER[TCP:73)
FTR(TCP:20~21)

=< REMOWE

Note: In the Basic configuration, we only care about the service type,
The source/destination address will be replaced with any when you press "0k"

[ ok ] [(Claral | [ Cancel |

Choose one of the items from the left box and cAEID>>.

The selected one wil
selected on from the
click <<Remove.

| be shown on the right boxr@roove the
right box, simply choose the again and

Advanced button Click this button to open advanced configurationdach index
number You can insert, move, edit or delete select rulhim

page.

Applications >> Quality of Service

Quality of Service
Class Index #1

MO Status Source Address

1. ® Empty -

new Rule before |1
se\ected Rule { select an
se\ected Rule
se\ected Rule

Destination

addrass DiffServ CodePoint Service Type

{Rule Number),

Index Number) to |1 (Rule Number).

Cancel

For inserting a rule, clicknsert to open the following page.

Applications >> Quality of Service

Quality of Service

Destination

ACT | Source Address addrass DiffSery CodePoint Service Type
AT AMY v
E v

(Setoi] | [oesar]

Note: Please choose/setup the Service Type first.

SrcEdit - allows you to edit source address information.

DestEdit - allows you

to edit destination address informatilf

you click one of the buttons, you will see thedaling dialog.

23} hitp:#1192.168.1.1/d0c/QosIpEdt him

Address Type
Start IP Address
End IP Address

Subnet Mask

- Microzoft Internet Explorer

Single Address

Range Address
Subnet Address

ok ] [ Close |

From the Address Type drop-down list, please choogeof

the selections as the
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address tyled type in start IP and end
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IP address and Subnet Mask.

DiffServ CodePoint— all the packets of data will be divided
with different levels and will be processed accogdio the

level type by the systerRlease assign one of the levels of the
data for processing with QoS control.

A v

IP precedence 1

IP precedence 2

IP precedence 3

|IP precedence 4

IP precedence 5

IP precedence B

IP precedence 7

AF Class1 (Low Drop)

AF Class1 (Mediurm Draop)

AF Class1 {(High Drop)

AF Class2 (Low Drop)

AF Class2 (Medium Drop)

AF Class2 {High Drop)

AF Class3 (Low Drop)
(
(
(
(
(

]

AF Class3 (Medium Orop)
AF Class3 (High Drop)
AF Classd (Low Drop)
EAF Class4 (Mediurm Drap)
AF Classd (High Drop)
EF Class

Service Type-— It determines the service type of the data for
processing with QoS control. It can also be edi&mhply click
Add/Edd/Deletebutton to access into the following page.

LY
AUTHTCR:113)
BGRTCR:179)
BOOTPCLIENT(UDP:GE)
BOOTPSERYER(UDP:ET)
CU-SEEME-LO(TCRAUDP: 7548)
CU-SEEME-HITCR/UDP: 24032)
DNS(TCP/UDP:53)
FINGER(TCF:73)
FTR{TCP:20-21]
H.323(TCP:1720)
HTTP(TCR:50)
HTTPS(TCR:443)
IKE(UDP:500)
IPSEC-AH(IF:51)
IPSEC-ESP(IP:E0)
IRC(TCPAJDP:BRET)
LoTP{UDF:1701)
NEVWS(TCP: 144)
NFS(UDP:2049)
RRTRTCE 115
PIRGRT
POF3TCR:110)
PPTP(TCP:1723)
RCMDTCR:512)
REAL-AUDIOTCP:7070)
RTSP(TCR/AUDR:554)
SFTR(TCP:115)
SMTP(TCP: 25)
SNMPTCRUDP161) v

You can add a new service name for your necegsitp, you
canEdit/Delete to change the one that you added before.
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Service Type

Service Type TCP i
Port Configuration
Type @single ORange

Port Number l:l-l:l

Please type in the service name, sebesvice type (TCP/UDP
and both). Next choose either one of the port goméition type
(Single or Range) and type in the range forRbe Number.

3.6 VPN and Remote Access

A Virtual Private Network (VPN) is the extensionaprivate network that encompasses links
across shared or public networks like the Interimeshort, by VPN technology, you can send
data between two computers across a shared ocmétivork in a manner that emulates the
properties of a point-to-point private link.

Below shows the menu items for VPN and Remote Acces

VPN and Remote Access
* Remote Access Control
F PPP General Setup
k IPSec General Setup

F IPSec Peer Identity

k Remote Dial-in User

F LAN to LAN

F Connection Management

3.6.1 Remote Access Control

Enable the necessary VPN service as you needulingend to run a VPN server inside your
LAN, you should disable the VPN service of VigoruRer to allow VPN tunnel pass through,
as well as the appropriate NAT settings, such agBMopen port.

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup
Enable PPTP YFN Service
Enable IPSec WPN Service
Enable L2TP WYPN Service
O Enable ISDM Dial-In

Note: If you intend to run a UPNP service inside your LAN, you should check an appropriate service
above to allow contraol, as well as the appropriate UPnP settings.

’ Ok ][ Clear ]’ Cancel

3.6.2 PPP General Setup

This submenu only applies to PPP-related VPN cdiores; such as PPTP, L2TP, L2TP over
IPSec.
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VPN and Remote Access >> PPP General Setup

PPP General Setup

PPP/MP Protocol

Dial-In PPP
Authentication

PAP ar CHAP v

Dial-In PPP Encryption
(MPPE}

Mutual Authentication (PAPY

Username

Password

Dial-In PPP
Authentication PAP Only

PAP or CHAP

Dial-In PPP Encryption
(MPPE Optional MPPE

Mutual Authentication
(PAP)

Start IP Address

Vigor2800 Series User's Guide

IP Address Assignment for Dial-In Users
Start IP Address 192.168.1.200

Optional WMFPE A
Oves ®No

Select this option to force the router to authextéaial-in
users with the PAP protocol.

Selecting this option means the router will attetopt
authenticate dial-in users with the CHAP protoawitf If the
dial-in user does not support this protocol, il féll back to
use the PAP protocol for authentication.

This option represents that the MPPE encryptiorhoeetvill
be optionally employed in the router for the renitd-in
user. If the remote dial-in user does not suppatMPPE
encryption algorithm, the router will transmit “MPPE
encrypted packets”. Otherwise, the MPPE encryptareme
will be used to encrypt the data.

FE b

Require MPPE(40/125 bit)
Mazximum MPPE(128 bit)

Require MPPE (40/128bits) -Selecting this option will force
the router to encrypt packets by using the MPP Eygtion
algorithm. In addition, the remote dial-in userlwie 40-bit
to perform encryption prior to using 128-bit forceyption.

In other words, if 1280-bit MPPE encryption meth®dot
available, then 40-bit encryption scheme will bplegal to
encrypt the data.

Maximum MPPE - This option indicates that the router will
use the MPPE encryption scheme with maximum b§ (1
bits) to encrypt the data.

The Mutual Authentication function is mainly used t
communicate with other routers or clients who need
bi-directional authentication in order to provideosger
security, for example, Cisco routers. So you sheulable
this function when your peer router requires mutual
authentication. You should further specify thger Name
andPasswordof the mutual authentication peer.

Enter a start IP address for the dial-in PPP cdiorecYyou
should choose an IP address from the local privetwork.

For example, if the local private network is
192.168.1.0/255.255.255.0, you could choose 19211880 as
the Start IP Address. But, you have to notice thaffirst two
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IP addresses of 192.168.1.200 and 192.168.1.20kszp/ed
for ISDN remote dial-in user.

3.6.3 IPSec General Setup
In IPSec General Setupthere are two major parts of configuration.
There are two phases of IPSec.

» Phase 1: negotiation of IKE parameters includinggstion, hash, Diffie-Hellman
parameter values, and lifetime to protect the ity IKE exchange, authentication of
both peers using either a Pre-Shared Key or Di§iighature (x.509). The peer that
starts the negotiation proposes all its policieh&remote peer and then remote peer
tries to find a highest-priority match with its mis. Eventually to set up a secure tunnel
for IKE Phase 2.

» Phase 2: negotiation IPSec security methods inotpduthentication Header (AH) or
Encapsulating Security Payload (ESP) for the fallgdKE exchange and mutual
examination of the secure tunnel establishment.

There are two encapsulation methods used in IPBansport andTunnel. TheTransport

mode will add the AH/ESP payload and use origiRahéader to encapsulate the data payload
only. It can just apply to local packet, e.g., L2G\er IPSec. Th&unnel mode will not only

add the AH/ESP payload but also use a new IP h¢@ideneled IP header) to encapsulate the
whole original IP packet.

Authentication Header (AH) provides data authetibceand integrity for IP packets passed
between VPN peers. This is achieved by a keyedaayehash function to the packet to create
a message digest. This digest will be put in theahld transmitted along with packets. On the
receiving side, the peer will perform the same wag-hash on the packet and compare the
value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a secprdfocol that provides data confidentiality
and protection with optional authentication andagmletection service.

VPN and Remote Access >> IPSec General Setup

¥PN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN).

IKE Authentication Method
Pre-Shared Key

Re-type Pre-Shared Key
IPSec Security Method
Mediurn (&H)
Data will be authentic, but will not be encrypted.

High (ESP) DES 3DES AES
Data will be encrypted and authentic.

[ Ok ][ Cancel ]

IKE Authentication Method This usually applies to those are remote dial-ier @ node
(LAN-to-LAN) which uses dynamic IP address and
IPSec-related VPN connections such as L2TP ovesdR&d
IPSec tunnel.
Pre-Shared Key Currently only support Pre-Shared Key
authentication.
Pre-Shared Key-Specify a key for IKE authentication
Re-type Pre-Shared Key€onfirm the pre-shared key.
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IPSec Security Method

3.6.4 IPSec Peer ldentity

Medium- Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default,dption is

active.

High - Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You s&gct
encryption algorithm from Data Encryption Stand@b&S),

Triple DES (3DES), and AES.

To use digital certificate for peer authenticatiorither LAN-to-LAN connection or Remote
User Dial-In connection, here you may edit a tablpeer certificate for selection. As shown
below, the router provides 32 entries of digitatibeates for peer dial-in users.

VPN and Remote Access >> IPSec Peer ldentity

X509 Peer ID Accounts:

Index Name

T
T
T
T
T
T
T

T

| 1732 ==

e el o L

M
M
—

Set to Factory Default
Index

Name
Next

Index
e

=
-3
-3
-3

-
FREFERI

EEL

7Y

7Y

EEL

Click it to clear all indexes.

| Setto Factory Default |
Name

Click the number below Index to access into thérsgpage of

IPSec Peer Identity.

Display the profile name of that index.

Click this link to access into next page for sgjtmore

accounts.

Click each index to edit one peer digital certifecal here are three security levels of digital
signature authentication: Fill each necessary felduthenticate the remote peer. The
following explanation will guide you to fill all #1 necessary fields.
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VPN and Remote Access >> IPSec Peer Identity

Profile Index : 1

Profile Name 7?7
® Accept Any Peer ID

() Accept Subject alternative Name
Type IP Address v

O Accept Subject Name
Country {C

State (ST)

Location (L)
Orginization {O)
Orginization Unit {QU)

Comrmon Mame (CN)

Email (E}
[ Ok ] [ Clear ] [ Cancel ]
Profile Name Type in a name in this file.
Accept Any Peer ID Click to accept any peer regardless of its identity

Accept Subject Alternative Click to check one specific field of digital signag to accept

Name the peer with matching value. The field canBé\ddress,
Domain, or E-mail Address The box under the Type will
appear according to the type you select and askoyblliin
corresponding setting.

Accept Subject Name Click to check the specific fields of digital signee to accept
the peer with matching value. The field includasuntry (C),
State (ST), Location (L), Organization (O), Organiation
Unit (OU), Common Name (CN),andEmail (E).

3.6.5 Remote User Profiles

You can manage remote access by maintaining adébéenote user profile, so that users can
be authenticated to dial-in or build the VPN conimec You may set parameters including
specified connection peer ID, connection type (MR&uding PPTP, IPSec Tunnel, and L2TP
by itself or over IPSec) and corresponding secumigghods, etc.

The router provides 32 access accounts for diakers. Besides, you can extend the user
accounts to the RADIUS server through the buiREDIUS client function. The following
figure shows the summary table.
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VPN and Remote Access >> Remote Dial-in User

Remote Access User Accounts: | Setto Factory Default |
Index User Status Index User Status
1. 777 " 9. 777 "
2. 777 " 10. 777 "
3. Y H 11. T ®
4. Y ® 12. T ®
5. TER ® 13. T ®
6. T " 14. T b3
1. 777 " 15, 777 %
8. 777 " 16. 777 "
o 116 | 17T 32> Next ==
Status:v -—- Active, ® ——- Inactive
Set to Factory Default Click to clear all indexes.
Index Click the number below Index to access into thérsgpage of

Remote Dial-in User.

User Display the username for the specific dial-in usfathe
LAN-to-LAN profile. The symbol???represents that the
profile is empty.

Status Display the access state of the specific dial-grus The
symbol V and X represent the specific dial-in usepe active
and inactive, respectively.

Next Click this link to access into next page for sgjtmore
accounts.

Click each index to edit one remote user profach Dial-In Type requires you to fill the
different corresponding fields on the right. If the fields gray out, it means you may leave it
untouched. The following explanation will guide yaufill all the necessary fields.
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VPN and Remote Access >> Remote Dial-in User

Index No. 1

User account and Authentication

[lEnable this account Username 777
Idle Timeout 300 second(s) Password
Allowed Dial-In Type IKE Authentication Method
10N Pre-Shared Key
FlPPTP
[Flipsec Tunnel [“IDigital Signature (x.509)

v N

[FIL2TP with IPSec Palicy| Mone

[ specify Remate Node

Remaote Client IP or Peer ISDN Number

or Peer ID)

IPSec Security Method
[# Medium {aH)
High {ESP}

Moes [MaDEs

Local 1D

¥ 4ES
{optional)y

Callback Function
[check to enable Callback function
[ specify the callback number
Callback Number
Check to enable Callback Budget Control

Callback Budget 30 minute(s)

l

][ Clear ][ Cancel ]

Enable this account

ISDN

PPTP

IPSec Tunnel

L2TP

Specify Remote Node

70

Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. &sfault, the
Idle Timeout is set to 300 seconds.

Allow the remote ISDN dial-in connection. You camther set
up Callback function below. You should set the Udsame and
Password of remote dial-in user below. This feaksifer i
model only.

Allow the remote dial-in user to make a PPTP VPNn&xtion
through the Internet. You should set the User Nante
Password of remote dial-in user below

Allow the remote dial-in user to trigger a IPSecN/P
connection through Internet.

Allow the remote dial-in user to make a L2TP VPMuection
through the Internet. You can select to use L2 DRebr with
IPSec. Select from below:

None -Do not apply the IPSec policy. Accordingly, the VPN
connection employed the L2TP without IPSec poliag be
viewed as one pure L2TP connection.

Nice to Have -Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-in VPN ceation
becomes one pure L2TP connection.

Must -Specify the IPSec policy to be definitely appliedtbe
L2TP connection.

Check the checkbo¥eu can specify the IP address of the
remote dial-in user or peer ID (used in IKE aggressode).
Uncheck the checkboxFhis means the connection type you
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select above will apply the authentication methaals security
methods in thgeneral settings

User Name This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above.

Password This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above.

IKE Authentication Method This group of fields is applicable for IPSec Tusrend L2TP
with IPSec Policy when you specify the IP addrédb®
remote node. The only exception is Digital Signat{x.509)
can be set when you select IPSec tunnel either w/@specify
the IP address of the remote node.
Pre-Shared Key -Check the box of Pre-Shared Key to invoke
this function and type in the required charact&r63) as the
pre-shared key.
Digital Signature (X.509) —Check the box of Digital Signature
to invoke this function and select one predefimethe X.509
Peer ID Profiles.

IPSec Security Method This group of fields is a must for IPSec Tunneld B2TP with
IPSec Policy when you specify the remote node. Khee
Medium, DES, 3DES or AES box as the security method
Medium -Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default,dption is
invoked. You can uncheck it to disable it.
High-Encapsulating Security Payload (ESP)neans payload
(data) will be encrypted and authenticated. You s&gct
encryption algorithm from Data Encryption Stand@b&S),
Triple DES (3DES), and AES.

Local ID - Specify a local ID to be used for Dial-in settimg i
the LAN-to-LAN Profile setup. This item is optionahd can be
used only in IKE aggressive mode.

Callback Function The callback function provides a callback seranby for the
ISDN dial-in user (foi model only). The router owner will be
charged the connection fee by the telecom.

Check to enable Callback functionEnables the callback
function.

Specify the callback numbefThe option is for extra security.
Once enabled, the router will ONLY call back to #pecified
Callback Number.

Check to enable callback budget contreBy default, the
callback function has a time restriction. Oncedakback
budget has been exhausted, the callback mechanisbew
disabled automatically.

Callback Budget (Unit: minutes) Specify the time budget for
the dial-in user. The budget will be decreasedraatally per
callback connection.

3.6.6 LAN to LAN Profiles

Here you can manage LAN-to-LAN connections by namhg a table of connection profiles.
You may set parameters including specified conaedlirection (dial-in or dial-out),
connection peer ID, connection type (VPN includfigTP, IPSec Tunnel, and L2TP by itself
or over IPSec) and corresponding security methetds,
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The router provides up to 32 profiles, which alseams supporting 32 VPN tunnels
simultaneously. The following figure shows the suanyriable.

VPN and Remote Access >> LAN to LAN

LAN-to-LAN Profiles:

Index Name Status

1. 777 W
2. Y b
3. 777 "
4. 777 u
5. Y b
6. 777 W
1. Y b
8. 777 W

<< 146 | 1732 ==

Status:v --- Active, x --- Inactive

Set to Factory Default
Name

Status

Click to clear all indexes.

Index

9.
0.

— [
=

—
FRERRI

Name

| Setto Factory Default |
Status
"

- - - 4

Indicate the name of the LAN-to-LAN profile. Therslgol ???
represents that the profile is empty

Indicate the status of individual profiles. The $ghV and X
represent the profile to be active and inactivepeetively.

Click each index to edit each profile and you gt the following page. Each LAN-to-LAN
profile includes 4 subgroups. If the fields gray,sumeans you may leave it untouched. The
following explanations will guide you to fill alhe necessary fields.

For the web page is too long, we divide the pageseveral sections for explanation.
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VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings
Profile Name e

[Eenable this profile

2. Dial-Out Settings
Type of Server I am calling
@150
QOPPTR
2 IPsec Tunnel
QL2Th with IPSec Policy

Dial Mumber for ISDN or
Server IP/Host Name for YPH,
(such as8551234,draytek.com or 123,45,67.89)

Call Direction @ poth O Dial-out O Dial-1In

Calways on

1dle Timeout 300 sacond{s)
[JEnable PING to keep alive

PING to the 1P

Link Type B4k bps v
Username 7Y
Password

PPP &uthentication PAP/CHAR ~
w1 Corpression @ on O off

IKE Authentication Method
Pre-Shared Key

Profile Name

Enable this profile

Call Direction

Always On or Idle Timeout

Enable PING to keep alive

PING to the IP
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Digital Signature(:, 509

IPSec Security Method
Medium{aH)
High{ESP)

Index{1-15}) in Schedule Setup:

' b )

Callback Function (CBCP)
[Jrequire Remote ta Callback
[provide ISDM Mumber to Remate

Specify a name for the profile of the LAN-to-LAN rmeection.
Check here to activate this profile.

Specify the allowed call direction of this LAN-toAIN profile.
Both:-initiator/responder

Dial-Out- initiator only

Dial-In- responder only.

Always On-Check to enable router always keep VPN
connection.

Idle Timeout: The default value is 300 seconds. If the
connection has been idled over the value, the reutedrop
the connection.

This function is to help the router to determine $tatus of
IPSec VPN connection, especially useful in the cdse
abnormal VPN IPSec tunnel disruption. For detailsase refer
to the note below. Check to enable the transmissi¢tiNG
packets to a specified IP address.

Enter the IP address of the remote host that Idcatéhe
other-end of the VPN tunnel.

Enable PING to Keep Aliveis used to handle abnormal
IPSec VPN connection disruption. It will help topide the
state of a VPN connection for router’s judgmenteafial.
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ISDN

PPTP

IPSec Tunnel
L2TP with ...

User Name

Password

PPP Authentication

VJ compression

IKE Authentication
Method

IPSec Security Method

Medium
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Normally, if any one of VPN peers wants to discariribe
connection, it should follow a serial of packet lexoge
procedure to inform each other. However, if theatpeer
disconnect without notice, Vigor router will by mdere to
know this situation. To resolve this dilemma, bytwouously
sending PING packets to the remote host, the \figater
can know the true existence of this VPN connecaioa react
accordingly. This is independent of DPD (dead peer
detection).

Build ISDN dial-out connection to the server. Ydwsld set up
Link Type and identity like User Name and Passwordhe
authentication of remote server. You can furthéupeCallback
(CBCP) function below. This feature is useful fanodel only.

Build a PPTP VPN connection to the server throdnghliternet.
You should set the identity like User Name and Rasd
below for the authentication of remote server.

Build a IPSec VPN connection to the server throungérnet.

Build a L2TP VPN connection through the Internéu can
select to use L2TP alone or with IPSec. Select foefow:
None: Do not apply the IPSec policy. Accordingly, theN/P
connection employed the L2TP without IPSec poliag be
viewed as one pure L2TP connection.

Nice to Have: Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-out VPN ection
becomes one pure L2TP connection.

Must: Specify the IPSec policy to be definitely appl@dthe
L2TP connection.

This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above.

This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above.

This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above. PAP/CHAP is the most camm
selection due to wild compatibility.

This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above. VJ Compression is used @P/IP
protocol header compression. Normally seYés to improve
bandwidth utilization.

This group of fields is applicable for IPSec Tursnahd L2TP
with IPSec Policy.

Pre-Shared Keylnput 1-63 characters as pre-shared key.
Digital Signature (X.509)- Select one predefined in the
X.509 Peer ID Profiles.

This group of fields is a must for IPSec Tunneld BRTP with
IPSec Policy.

Authentication Header (AH) means data will be authenticated,

but not be encrypted. By default, this option igwac

High (ESP-Encapsulating Security Payload)means payload
(data) will be encrypted and authenticated. Séfeah below:
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Advanced
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DES without Authentication -Use DES encryption algorithm
and not apply any authentication scheme.

DES with Authentication-Use DES encryption algorithm and
apply MD5 or SHA-1 authentication algorithm.

3DES without Authentication-Use triple DES encryption
algorithm and not apply any authentication scheme.

3DES with Authentication-Use triple DES encryption
algorithm and apply MD5 or SHA-1 authenticationalthm.
AES without Authentication-Use AES encryption algorithm
and not apply any authentication scheme.

AES with Authentication-Use AES encryption algorithm and
apply MD5 or SHA-1 authentication algorithm.

Specify mode, proposal and key life of each IKEggha
Gateway etc.
The window of advance setup is shown as below:

a IKE advanced settings - Microsoft Internet Explorer

IKE advanced settings

IKE phase 1 mode & Main mode O aggressive mode

IKE phase 1 proposal DES MD5_G1/DES_SHA1_G1/3DES MDS_G1/ADES_MDS_ G2 v
IKE phase 2 proposal DES +

IKE phase 1 key lifetime 28800 (200 ~ 254000

IKE phase 2 key lifetime 3600 (600 ~ 264007

Perfect Forward Secret 3 Disable O Enahle

Local 1D

IKE phase 1 mode Select fromMain mode andAggressive
mode. The ultimate outcome is to exchange secprdgosals
to create a protected secure chandein mode is more secure
thanAggressivemode since more exchanges are done in a
secure channel to set up the IPSec session. Howaeer
Aggressivemode is faster. The default value in Vigor rouser
Main mode.

IKE phase 1 proposalfo propose the local available
authentication schemes and encryption algorithntised/PN
peers, and get its feedback to find a match. Twolbtoations
are available for Aggressive mode and nineMain mode. We
suggest you select the combination that coversnitest
schemes.

IKE phase 2 proposalfo propose the local available
algorithms to the VPN peers, and get its feedbadint a
match. Three combinations are available for botdesoWe
suggest you select the combination that coversnitst
algorithms.

IKE phase 1 key lifetime+or security reason, the lifetime of
key should be defined. The default value is 28&@®1ds. You
may specify a value in between 900 and 86400 sscond
IKE phase 2 key lifetime+or security reason, the lifetime of
key should be defined. The default value is 36@0Dsds.

You may specify a value in between 600 and 86400rss.
Perfect Forward Secret (PFS)The IKE Phase 1 key will be
reused to avoid the computation complexity in ptasehe
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Callback Function
(for I models only)

3. Dial-In Settings
Allowed Dial-In Type
[l1sDH
FrpTR
[Flirser Tunnel

[IL2TP with IPSec Policy| MNane

[ specifylsOM CLID orRemote YPM Gateway
Peer ISDN Mumber orPeer ¥YPH Server IP

or Peer ID

4. TGP/IP Network Settings

My WAN TP 0.0.00
Remote Gateway IP 0.0.0.0

Remote Metwark IP 0.0.0.0

Remote Metwark Mask |255.285.265.0

are

Allowed Dial-In Type
ISDN:

PPTP

default value is inactive this function.

Local ID-In Aggressivemode, Local ID is on behalf of the IP
address while identity authenticating with remotN/server.
The length of the ID is limited to 47 characters.

The callback function provides a callback servis@aaart of
PPP suite only for the ISDN dial-in user. The rowener
will be charged the connection fee by the telecom.
Require Remote to CallbackEnable this to let the router to
require the remote peer to callback for the conoect
afterwards.

Provide ISDN Number to Remoteh the case that the
remote peer requires the Vigor router to callbéog,local
ISDN number will be provided to the remote peere¢khhere
to allow the Vigor router to send the ISDN numlzettte
remote router. This feature is useful fanodel only.

Username 79?
Password
w1 Corpression ®on O off

IKE Authentication Method
Pre-Shared Key

[oigital signature(x.509)

1PSec Security Method
Mediurm {AH)
High (ESP}
DES 3DES AES

Callback Function {CBCP)
[JEnable Callback Function
Cuse the Following Mumber ta Callback

Callhack Mumber

Callback Budget u] minute(s)

RIP Direction TH/HX Both »

RIP “ersion Wer 2 v

For NAT operation, treat remaote sub-net as
Private [P &

[0 change default route to this YPN tunnel

l

Ok

}[ Clear ][ Cancel ]

Determine the dial-in connection with different &g

Allow the remote ISDN dial-in connection. Younchurther set
up Callback function below. You should set the Udame and
Password of remote dial-in user below. This feaisiteseful for
i model only.

Allow the remote dial-in user to make a PPTP VPNn&xtion
through the Internet. You should set the User Nantk
Password of remote dial-in user below.
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IPSec Tunnel Allow the remote dial-in user to trigger a IPSecN/P
connection through Internet.

L2TP Allow the remote dial-in user to make a L2TP VPMuection
through the Internet. You can select to use L2 DRebr with
IPSec. Select from below:

None-Do not apply the IPSec policy. Accordingly, theNP
connection employed the L2TP without IPSec poliag be
viewed as one pure L2TP connection.

Nice to Have Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-in VPN ceation
becomes one pure L2TP connection.

Must- Specify the IPSec policy to be definitely appl@dthe
L2TP connection.

Specify CLID or Remote  You can specify the IP address of the remote diaiser or

VPN Gateway peer ID (should be the same with the ID settindiat-in
type) by checking the box. Enter Peer ISDN numbgoul
select ISDN above (This feature is usefulifarodel only.).
Also, you should further specify the correspondiegurity
methods on the right side.

If you uncheck the checkbpthe connection type you select
above will apply the authentication methods andisisc
methods in the general settings.

User Name This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above.

Password This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above.

VJ Compression VJ Compression is used for TCP/IP protocol header
compression. This field is applicable when youadRPTP or
L2TP w/ or w/out IPSec policy above.

IKE Authentication This group of fields is applicable for IPSec Tusnahd L2TP

Method with IPSec Policy when you Specify ISDN CLID (fomodel
only) or Remote VPN Gateway Peer ISDN Number (for
model only) or Peer VPN Server IP. The only exaepis
Digital Signature (X.509) can be set when you sdR8ec
tunnel either w/ or w/o specify the CLID or IP aesls of the
remote node.
Pre-Shared Key -Input 1-63 characters as pre-shared key.
Digital Signature (X.509) -Select one predefined in the
X.509 Peer ID Profiles.

IPSec Security Method This group of fields is a must for IPSec Tunneld B2TP with
IPSec Policy when you specify the remote node.
Medium- Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default,dption is
active.
High- Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You s&gct
encryption algorithm from Data Encryption Standéb&S),
Triple DES (3DES), and AES.

Callback Function The callback function provides a callback serangy for the
ISDN dial-in user (this feature is useful famodel only). The
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My WAN IP

Remote Gateway IP

Remote Network IP/
Remote Network Mask

More

RIP Direction

RIP Version

For NAT operation, treat
remote sub-net as

router owner will be charged the connection fed¢heytelecom.
Check to enable Callback functionEnables the callback
function.

Callback number-The option is for extra security. Once
enabled, the router will ONLY call back to the sfied
Callback Number.

Callback budget By default, the callback function has
limitation of callback period. Once the callbacldget is
exhausted, the function will be disabled autom#yica
Callback Budget (Unit: minutes)- Specify the time budget for
the dial-in user. The budget will be decreasedraatally per
callback connection. The default value 0 meansmitdtion of
callback period.

This field is only applicable when you select PROFR2TP w/
or w/out IPSec policy above. The default value.& @O0, which
means the Vigor router will get a PPP IP addrez® fihe
remote router during the IPCP negotiation phastelfPPP IP
address is fixed by remote side, specify the fikedddress
here.

This field is only applicable when you select PROFR2TP w/
or w/out IPSec policy above. The default value.& @O0, which
means the Vigor router will get a remote Gatewalp P
address from the remote router during the IPCP treggm
phase. If the PPP IP address is fixed by remote specify the
fixed IP address here.

Add a static router to direct all traffic destinedhis Remote
Network IP Address/ Remote Network Mask through the
VPN connection. For IPSec, this is the destinatieents IDs
of phase 2 quick mode.

Add a static router to direct all traffic destinedmore Remote
Network IP Addresses/ Remote Network Mask throumgh t
VPN connection. This is usually used when you fimete are
several subnets behind the remote VPN router.

The option specifies the direction of RIP (Routinfprmation
Protocol) packets. You can enable/disable onerettion here.
Herein, we provide four options: TX/RX Both, TX QnRX
Only, and Disable.

Select the RIP protocol version. Specify Ver. 2dozatest
compatibility.

While communicating with remote subnet, the roater treat
it as private subnet by sending packets with tiierts
private IP address, or treat it as public subnetdnding
packets with the router’s public IP address.

3.6.7 VPN Connection Management

You can find the summary table of all VPN conneasioYou may disconnect any VPN
connection by clickindorop button. You may also aggressively Dial-out by gdiial-out
Tool and clickingDial button.

78
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VPN and Remote Access >> Connection Management

Dial-out Tool Refresh Seconds :| 10 ¥
(test2 ) 220.135.240.210 v

¥PMN Connection Status
Current Page: 2
¥PN Type RemoteIP Virtual Network Tx Pkts Tx Rate Rx Pkts Rx Rate UpTime

suxnundy @ Data is encrypted.
axxnnnyy @ Data isn't encrypted.

Dial Click this button to execute dial out function.

Refresh Seconds Choose the time for refresh the dail informatioroam5, 10,
and 30.

Refresh Click this button to refresh the whole connectitatiss.
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3.7 Certificate Management

A digital certificate works as an electronic ID, iefnis issued by a certification authority

(CA). It contains information such as your nameedal number, expiration dates etc., and the
digital signature of the certificate-issuing auttyso that a recipient can verify that the
certificate is real. Here Vigor router support thcertificates conforming to standard X.509.

Any entity wants to utilize digital certificatesalid first request a certificate issued by a CA
server. It should also retrieve certificates ofeottiusted CA servers so it can authenticate the
peer with certificates issued by those trusted €&ess.

Here you can manage generate and manage the igital dertificates, and set trusted CA
certificates. Remember to adjust the time of Vigarter before using the certificate so that
you can get the correct valid period of certificate

Below shows the menu items for Certificate Managgme

Certificate Management

k Local Certificate
F Trusted CA Certificate

3.7.1 Local Certificate

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
GENERATE || IMPORT || REFRESH

#E509 Local Certificate

Generate Click this button to opeGenerate Certificate Request
window.

Generate Certificate Request
Subject Alternative Name
Type

Domain Mame |

Subject Name

Country (C) l:l

State (ST)

Location (L)

Orginization Unit {OU)

Common Name {(CH)

| \
| |
Qrginization (o) | ‘
| |
| \
| |

Email (E}

Key Type
Key Size

Generate

80 Vigor2800 Series User's Guide



Type in all the information that the window requdsten click

Generateagain.

Import Click this button to import a saved file as thetiieation
information.

Refresh Click this button to refresh the information listeelow.

View Click this button to view the detailed settings dartificate
request.

After clicking Generate the generated information will be displayed oawindow below:
¥509 Local Certificate Configuration

Mame Subject Status Modify
Local JC=Tw/O=DrayTek/emailaddress... Requesting
GEMERATE || IMPORT || REFRESH

X509 Local Certificate Request

MIIBgjCCARMCAQAWOTELMAKGAITEEhMCVF o ED AOEgNVELOTEORYyYE1IUEZW=ID Ae
BgkohkiGowOBCOENEXEyE XN eQGRy TH10EWsu V29t MIGEMAOGCSqGE Th3DOQERLQUA
A4GHADCEIQEEgODQYE7maZ FEFhNS/ IeQnG03 Xk++heFb297aPJ6+gksEBer 1uaswd
h¥dbpE9cUF9dloACGEily/ toeBOckde ZdPFFvIEcPIsiuxaZF j8aeTI9W+ELxwhIlo
*/GOARC WO/ £QzpxroCwlITILS 30/ Enows0951Gvel3aGlylcEcmU? jgeQIDAQLE
oCkwIw¥IKoZ ThveNAOkCHRowGD ATEGIVHREED z ANggt komF SAGVr L TANE gkg
hkiGOwOBAQUF AROBgQEUITK4NE 18 xeLON7neS 0o KWC4h574hhm/ MEkgemE / eWr I
TooxQoghiXfnaRE4rdL jeywBEQ9aVdlHr+t 1 1 LgWgOCxxcH ) 1LE LSt JFTid4iws oo
TV ENhTIRZ g/ It Ta+3twa+51pT+UNGEn) 6 je+gEQTPPEqHuzf 6 tNEEAgA+0==

V
3.7.2 Trusted CA Certificate
Trusted CA certificate lists three sets of trust#dcertificate.
Certificate Management >> Trusted CA Certificate
X509 Trusted CA Certificate Configuration
Name Subject Status Modify

Trusted CA-1 - -

Trusted Ca-2 - —
Trusted Ca-2 - —

[ MPORT || REFRESH |

To import a pre-saved trusted CA certificate, pdealckIMPORT to open the following
window. UseBrowse... to find out the saved text file. Then click ImpdFhe one you
imported will be listed on the Trusted CA Certitieavindow. Then clickmport to use the
pre-saved file.

Vigor2800 Series User's Guide

81



3.8 VolP
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3 X500 Trusted CA Certificate Import - Microsoft Internet Explorer E”§|E|

Import X509 Trusted CA Certificate

Select a trusted CaA certificate file,

Click Import to upload the certification.

Import ][ Cancel

For viewing each trusted CA certificate, cliglew to open the certificate detail information
window. If you want to delete a CA certificate, dse the one and clidBeleteto remove all
the certificate information.

3 Certificate Information - Microsoft Internet Explorer E”El El

Certificate Detail Information

Certificate Name: Trusted CA-1
[ssuer:

Subject:

Subject Alternative Mame:

valid From:

Yalid To:

Close

Voice over IP network (VolP) enables you to userymoadband Internet connection to make
toll quality voice calls over the Internet.

There are many different call signaling protocatethods by which VolP devices can talk to
each other. The most popular protocols are SIP, MG@:=gaco and H.323. These protocols
are not all compatible with each other (exceptavgoft-switch server).

The Vigor V models support the SIP protocol as ithisn ideal and convenient deployment
for the ITSP (Internet Telephony Service Providam softphone and is widely supported.
SIP is an end-to-end, signaling protocol that disaés user presence and mobility in VoIP
structure. Every one who wants to talk using his8i® Uniform Resource Identifier, “SIP
Address”. The standard format of SIP URI is

sip: user:password @ host: port

Some fields may be optional in different use. Inagal, "host” refers to a domain. The
“userinfo” includes the user field, the passworddiand the @ sign following them. This is
very similar to a URL so some may call it “SIP URISIP supports peer-to-peer direct calling
and also calling via a SIP proxy server (a rolelainto the gatekeeper in H.323 networks),
while the MGCP protocol uses client-server architex; the calling scenario being very
similar to the current PSTN network.
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After a call is setup, the voice streams transmitRTP (Real-Time Transport Protocol).
Different codecs (methods to compress and encadedice) can be embedded into RTP
packets. Vigor V models provide various codecduiiog G.711 Aj-law, G.723, G.726 and
G.729 A & B. Each codec uses a different bandwaditi hence provides different levels of
voice quality. The more bandwidth a codec usebétter the voice quality, however the
codec used must be appropriate for your Internetadth.

Usually there will be two types of calling scenaias illustrated below:

® Calling via SIP Servers
First, the Vigor V models of yours will have to r&gr to a SIP Registrar by sending
registration messages to validate. Then, bothgsu&IP proxies will forward the
sequence of messages to caller to establish tamses

If you both register to the same SIP Registram ihevill be illustrated as below:

Registrar

drallel.com
i - Proxy Proxy .-

a.com b.com
L
-
Alice Bob
(sip: aliceqmdraytel.com) (sip: bobimdraytel.com)

The major benefit of this mode is that you donvdiéo memorize your friend’s IP
address, which might change very frequently ifdymamic. Instead of that, you will
only have to usinglial plan or directly dial your friend’sccount nameif you are with
the same SIP Registrar. Please refer tdetteample 1 and 2 in the Calling Scenario.

® Peer-to-Peer

Before calling, you have to know your friend’s Ileldkess. The Vigor VolP Routers will
build connection between each other. Please refineExample 3 in the Calling
Scenario.

p Vigor VoIP . 1
Router Yigor VolIP
\\ Router ‘J

Our Vigor V models firstly apply efficient codecegigned to make the best use of
available bandwidth, but Vigor V models also equith automatic QoS assurance.
QoS Assurance assists to assign high priority toevivaffic via Internet. You will
always have the required inbound and outbound baltichthat is prioritized exclusively
for Voice traffic over Internet but you just geturadata a little slower and it is tolerable
for data traffic.
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Below shows the menu items for Certificate Manag@me

VolP
k DialPlan

k SIP Accounts
F Phone Settings
k Status

3.8.1 DialPlan

This page allows you to set phone book and digjt foathe VolP function. Click thBhone
Book andDigit Map links on the page to access into next pages &pldn settings.

VolIP >> DialPlan Setup

DialPlan Configuration
Phone Book
Digit Map

Phone Book

In this section, you can set your VoIP contactth&“phonebook” we called DialPlan - help
you to make calls quickly and easily by using “spdel” Phone NumberThere are total 60
index entries in the DialPlan for you to storeyalur friends and family members’ SIP
addresses.

Phone Book
Index Phone number Display Name SIP URL Status

E3

L

PERREPFERERERER PPN

=
&
5
=
W
W

Status: v --- Active, ® --- Inactive, ¢ --- Empty

Click any index number to display the dial plarupgpage.
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VoIP >> DialPlan Setup

Phone Book Index No. 1

Enahble
Phone Number 1
Display Name Pally
SIP URL 1112 (@ furd. pulver. com
[ Ok ] [ Clear ] [ Cancel ]

Enable Click this to enable this entry.

Phone Number The speed-dial number of this index. This canrberaumber
you choose, using digis9 and* .

Display Name The Caller-ID that you want to be displayed onryiiend’s
screen. This let your friend can easily know wiaatling
without memorizing lots of SIP URL Address.

SIP URL Enter your friend’s SIP Address

Digit Map

For the convenience of user, this page allows usegdit prefix number for the SIP account
with adding number, stripping number or replacingiber. It is used to help user having a
quick and easy way to dial out through VolIP inteefa

Digit Map Setup

Enable Prefix Mumber Mode OP Nurmber Min Len  Max Len Interface
03 Replace « 9363 7 El WolP1 v
466 Strip hd fajiia] 7 El WolP4 v
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

ok ] [[Canoel
Enable Check this box to invoke this setting.
Prefix Number The phone number set here is used to add, stripptace the
OP number.
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Mode None- No action.
Add - When you choose this mode, the OP number will be
added with the prefix number for calling out thrbube
specific VolIP interface.
Strip - When you choose this mode, the OP number will be
deleted by the prefix number for calling out thrbuge specific
VolIP interface. Take the above picture (Prefix Eabétup web
page) as an example, the OP numbe&86fwill be deleted
completely for the prefix number is set wa86.
Replace- When you choose this mode, the OP number will be
replaced by the prefix number for calling out thgbuhe
specific VoIP interface. Take the above pictureefRrTable
Setup web page) as an example, the OP numi8868fwill be
replaced completely by 03 for the prefix numbesaswith03.

Mode

Replace

OP Number The front number you type here is the first parthef account
number that you want to execute special functiaogeding to
the chosen mode) by using the prefix number.

Min Len Set the minimal length of the dial number for apudythe
prefix number settings. Take the above picturef(Piable
Setup web page) as an example, if the dial numétevden 7
and 9, that number can apply the prefix numbemggtthere.

Max Len Set the maximum length of the dail number for aijmg\the
prefix number settings.

Interface Choose the one that you want to enable the prefmber
settings from theix pre-saved SIP accounts.

3.8.2 SIP Accounts

In this section, you set up your own SIP settivgbhen you apply for an account, your SIP
service provider will give you aAiccount Nameor user nameSIP Registrar, Proxy, and
Domain name (The last three might be the same in some c@iken you can tell your folks
your SIP Address as #ficcount Name@ Domain name

As Vigor VoIP Router is turned on, it will first gester with Registrar using
AuthorizationUser@Domain/Realm. After that, youll wall be bypassed by SIP Proxy to the
destination using AccountName@Domain/Realm as ikyent
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VolP >> SIP Accounts

SIP Accounts List

Index Profile Domain/Realm

1% 1A = | R =

MAT Traversal Setting
STUM cerver:

External IP:

SIP PING interval:

Index
Profile

Domain/Realm

Proxy

Account Name
Ring Port

STUN Server
External IP

SIP PING interval

Status

Vigor2800 Series User's Guide

Proxy Account Name Ring Port Status
change_me Owvair1 Owaipz =
change_me Owoirr Owvaipz =
change_me Owoir1 wolpz =
change_me Ovelr1 Ovalrz -
change_me Owvair1 Owvaipz -
change_me Owvair1 Ovaipz =

R: success registered on SIP server
- fail to register on SIP server

150 sec

Click this link to access into next page for sgtsIP account.
Display the profile name of the account.

Display the domain name or IP address of the SjRtrar
server.

Display the domain name or IP address of the SéRypserver.
Display the account name of SIP address before @.
Specify which port will ring when receiving a phocegl.

Type in the IP address of the STUN server.

Type in the gateway IP address.

The default value is 150sec. It is useful for atBlcserver NAT
Traversal Support.

Show the status for the corresponding SIP accéuntieans
such account is registered on SIP server succhssfuheans
the account is failed to register on SIP server.
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VoIP >> SIP Accounts

SIP Account Index Mo. 1
Profile Mame
Register via
SIP Port
Domain/Realm

Prasy

{11 char max.)

Maone M [ make call without register
5060

(63 char max.)
(63 char maw.)

[ act as outbound proxy

Display Mame

Account Mumber/Mame
[ suthentication ID
Password

Expiry Time

MNAT Traversal Support
Ring Port

Ring Pattern

Profile Name

Register via

SIP Port

Domain/Realm

Proxy

Act as Outbound Proxy
Display Name

Account Number/Name

Authentication ID

{23 char mawx.)

change_rme (63 char max.)

(63 char max.)

{63 char mau.)

1 hour % =13
Mone
Oworrr Ovoirz

1w

[ Ok ][ Cancel ]

Assign a name for this profile for identifying. Yoan type
similar name with the domain. For example, if toenéin name
is draytel.org, then you might setraytel-1 in this field.

If you want to make VolIP call without register panal
information, please choo®neand check the box to achieve
the goal.Some SIP server allows user to use VolIP function
without registering. For such server, please chieelbox of
make call without register. ChoosingAuto is recommended.
The system will select a proper way for your Voil.c

Fegister viz Mone b
SIP Port

Domain/Fealm

Set the port number for sending/receiving SIP nuess$ar
building a session. The default valu&@60.Your peer must
set the same value in his/her Registrar.

Set the domain name or IP address of the SIP Ragssrver.

Set domain name or IP address of SIP proxy seByethe time
you can typgort number after the domain name to specify that
port as the destination of data transmission (e.g.,
nat.draytel.orcp065)

Check this box to make the proxy acting as outbqunoaty.

The caller-1D that you want to be displayed on yiend’'s
screen.

Enter your account name of SIP Address, e.g. eeatybefore
@.

Check the box to invoke this function and enterrthme or
number used for SIP Authorization with SIP Regrstifathis
setting value is the same as Account Name, itisiecessary
for you to check the box and set any value infiklgl.
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Password

Expiry Time

NAT Traversal Support

Ring Port
Ring Pattern

The password provided to you when you registeréd aviSIP
service.

The time duration that your SIP Registrar servepkeyour
registration record. Before the time expires, théer will send
another register request to SIP Registrar again.

If the router (e.g.broadband router) you use connects to
internet by other device, you have to set this fioncfor your
necessity.

MAT Trawversal Support  |Mone

None —Disable this function.

Stun — Choose this option if there is Stun server mtedifor
your router.

Manual — Choose this option if you want to specify an mxdae
IP address as the NAT transversal support.

Nortel — If the soft-switch that you use supports nastdltion,
you can choose this option.

Set VoIP 1 or VoIP 2 as the default ring port.

Choose a ring tone type for the VolP phone call.
Ring Pattern 1 =

Below shows successful SIP accounts for your retere

VolP >> SIP Accounts

SIP Accounts List
Index Profile
draytel_1
draytel_2
draytel_3
IPTEL
FWD
Seedhet

=3 1 = e [ e

Domain/Realm

draytel.org
draytel.arg
draytel.org
iptel.org
fwd.pulver.com
seed.net.tw

MAT Traversal Setting

STUM server:

External IP:

SIP PING interval:
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Proxy Account Name Ring Port Status
draytel.org 8132177 [lvaip1 [Jwvolpz R
draytel.org 312862 Owoir1 [volrz -
draytel.org 811997 [lvaip1 [Jwvoipz -

iptel.org kewvinyu Owvair1 [ voipz R

fwd. pulver.com 56984 [FlvoIr1l [¥voIP2 R
139,175.232,13 070901002 [voir1 [¥]velP2 R

R: success registered on SIP server
-: fail to register on SIP server

150 sec
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3.8.3 Phone Settings

This page allows user to set phone settings foP\lohnd VoIP 2 respectively.

VoIP >> Phone Settings

Phone List
Gain Default SIP
Index Port Call feature Codec Tone (Mic/speaker) Account DTMF Relay
Uzer
1 vaoIPl G.729A/B e 5/5 InBand
User
2 YolP2 G.7294/B Defined E/5 InBand
RTP
[ symmetric RTP
Dynamic RTP port start 10050
Dynamic RTP port end 15000
RTP TOS IP precedence & v
RTP Symmetric RTP — Check this box to invoke the function. To

make the data transmission going through on batk ehlocal
router and remote router not misleading due t@#® (for
example, sending data from the public IP of remotger to the
private IP of local router), you can check this bosolve this
problem.

Dynamic RTP port start - Specifies the start port for RTP
stream. The default value is 10050.

Dynamic RTP port end - Specifies the end port for RTP
stream. The default values is 15000.

RTP TOS- It decides the level of VolP package. Use th@dro
down list to choose any one of them.

Manual
IP precedence 1
IP precedence 2
IP precedence 3
IP precedence 4
IP precedence 5
IP precedence B
IP precedence 7
AF Class1 (Low Drop)
AF Class1 (Mediurm Drop)
AF Class1 (High Drop)
AF Class2 (Low Crop)
AF Class2 (Medium Drop)
AF Class2 (High Drop)
AF Class3 (Low Drop)
{
(
(
{
(

RTP AF Class3 (Medium Drop)
AF Class3 (High Drop)

I symmetric RTP AF Classd (Low Drop)

Dynarmic RTP port start AF Classd (Mediurm Drop)
. AF Class4 (High Drop)
Dynarmic RTP port end EF Class

RTR TOS IP precedence & hd

Click the numbed or 2 link under Index column, you can access into thedwing page for
configuring Phone settings.
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VolP >> Phone Settings

Phone Index No. 1
Call feature

[ Hotline
[ =ession Timer 3500
[ 7.28 Fax function
Call Forwarding disable
SIP URL
Tirne Out 30

[ pMD(Do Mot Disturby mode

Codecs
Prefer Codec G.729A/8 (Blkbps) »
coc [ single Codec
Packet Size 20ms v
“ Yoice active Detector Off »
Default SIP Account hd

=ee [ play dial tone only when account registered

Index(1-15) in Schedule Setup:

O call waiting
[ call Transfer

Hotline

Session Timer

T.38 Fax function

Call Forwarding

DND (Do Not Disturb)
mode

Call Waiting

Call Transfer

Vigor2800 Series User's Guide

0K ] [ Cancel ] [Advanced]

Check the box to enable it. Type in the SIP URthmfield for
dialing automatically when you pick up the phone se

Check the box to enable the function. In the lichitiene that
you set in this field, if there is no response,d¢benecting call
will be closed automatically.

If the remote end also supports FAX function, yaa check
this box to enable this function.

There are four options for you to chooBésableis to close call
forwarding functionAlways means all the incoming calls will
be forwarded into SIP URL without any reasBasy means
the incoming calls will be forwarded into SIP URhlpwhen
the local system is busio answermeans if the incoming
calls do not receive any response, they will bevéoded to the
SIP URL by the time out.

Call Farwarding disable b

disable
always

busy
o answer

SIP URL — Type in the SIP URL (e.g., aaa@draytel.org or
abc@iptel.org) as the site for call forwarded.

Time Out — Set the time out for the call forwarding. The
default setting is 30 sec.

Set a period of peace time without disturbing byR/phone
call. During the period, the one who dial in wiiten busy
tone, yet the local user will not listen any rioge.

Schedule Enter the index of schedule profiles to control the
DND mode according to the preconfigured schediReser to
section3.5.2 Scheduldor detailed configuration.

Check this box to invoke this function. A noticiad will
appear to tell the user new phone call is waitorgybur
response. Click hook flash to pick up the waititgppe call.

Check this box to invoke this function. Click haitdsh to
initiate another phone call. When the phone calheation
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Prefer Codec

Default SIP Account

Play dial tone only when
account registered

succeeds, hang up the phone. The other two sides ca
communicate, then.

Select one of five codecs as the default for yoolP\talls. The
codec used for each call will be negotiated wighpgleer party
before each session, and so many not be your tefaite.
The default codec is G.729A/B; it occupies littendwidth
while maintaining good voice quality.

If your upstream speed is only 64Kbps, do not ugéIcodec.
It is better for you to have at least 256Kbps wgastr if you
would like to use G.711.

Codecs

Prefer Codec G.7209A8 BKbps) v
G711MU Bdkbps)

Packet Size

Voice Active Detector  |G.723 (B.4kbps]
(5.726_32 (32kbps)
Single Codec- If the box is checked, only the selected Codec
will be applied.

Packet SizeThe amount of data contained in a single packet.
The default value is 20 ms, which means the datkgbawill
contain 20 ms voice information.

Packet Size 20ms »

20

Voice Active Detector - This function can detect if the voice
on both sides is active or not. If not, the routdr do
something to save the bandwidth for other usingk@n to
invoke this function; click off to close the funi.

Yoice Active Detector Off »

There are six groups of SIP accounts that you earuse the
drop down list to choose the profile name of theocaat as the
default one.

Check this box to invoke the function.
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3.8.4 Status

On VolIP call status, you can find codec, connecéind other important call status for both
VolIP 1 and 2 ports.

VolP >> Status

Status

Port Status Codec PeerID

YolP1 IDLE

WoIP2  IDLE

Log

Date Time
(rro—dd-vyyyy) (hhimm:=s)
ao-o0o0- a aod:00:00

0o-00-
0o-00-
0o-00-
0o-00-
0o-00-
0o-00-
0o-00-
0o-00-

oooooo0ooo

oo:
oo:
oo:
oo:
oo:
oo:
oo:
oo:

oo:
oo:
oo:
oo:
oo:
oo:
oo:
oo:

Refresh Seconds

Port

Status

Codec
PeerlD

Connect Time
Tx Pkts

Rx Pkts

Rx Losts
Rx Jitter
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oo
oo
oo
oo
oo
oo
oo
oo

Time

Refresh Seconds ;| 10

Connect T=® Rx Rx  Rx Jitter In Out Speaker
Pkts Pkts Losts (ms) Calls Calls Gain
o o o o o o 5
u] u] u] u] u] u] =

Duration In/ouc Peer ID
[=ec)

u]

oo oooooo

Specify the interval of refresh time to obtain thest VVolP
calling information. The information will update mediately
when the Refresh button is clicked.

0«

RPefresh Seconds

It shows current connection status for the poN@ifP1 and
VolP2.

It shows the VoIP connection status.

IDLE - Indicates that the VolIP function is idle.

HANG_UP - Indicates that the connection is not established
(busy tone).

CONNECTING - Indicates that the user is calling out.
WAIT_ANS - Indicates that a connection is launched and
waiting for remote user’s answer.

ALERTING - Indicates that a call is coming.

ACTIVE- Indicates that the VoIP connection is launched.

Indicates the voice codec employed by present @lann

The present in-call or out-call peer ID (the formaty be IP or
Domain).

The format is represented as seconds.

Total number of transmitted voice packets durhig t
connection session.

Total number of received voice packets during tlisnection
session.

Total number of lost packets during this connectession.
The jitter of received voice packets.
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In Calls The accumulating in-call times.

Out Calls The accumulating out-call times.
Speaker Gain The volume of present call.
Log Display logs of VolIP calls.

3.9 WLAN

| Note: This function is used for G models only.

3.9.1 Basic Concepts

Over recent years, the market for wireless comnaiions has enjoyed tremendous growth.
Wireless technology now reaches or is capableagthiag virtually every location on the
surface of the earth. Hundreds of millions of peaptchange information every day via
wireless communication products. The Vigor G modekt,a. Vigor wireless router, is
designed for maximum flexibility and efficiency afsmall office/home. Any authorized staff
can bring a built-in WLAN client PDA or notebooki@na meeting room for conference
without laying a clot of LAN cable or drilling hdeeverywhere. Wireless LAN enables high
mobility so WLAN users can simultaneously accessaN facilities just like on a wired

LAN as well as Internet access.

The Vigor wireless routers are equipped with a leg®g LAN interface compliant with the
standard IEEE 802.11g protocol. To boost its penoice further, the Vigor Router is also
loaded with advanced wireless technology Sup& @ lift up data rate up to 108 Mbps*.
Hence, you can finally smoothly enjoy stream masid video.

Note:* The actual data throughput will vary accordingthe hetwork conditions
and environmental factors, including volume of natkvraffic, network overhead
and building materials.

In an Infrastructure Mode of wireless network, \figareless router plays a role as an Access
Point (AP) connecting to lots of wireless clientsStations (STA). All the STAs will share the
same Internet connection via Vigor wireless routére General Settingswill set up the
information of this wireless network, including BSID as identification, located channel etc.

SSID: Draytek
Channel: 6
Mode: WEP only

N

192.168.1.2 192.168.1.1

a8

Security Overview
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Real-time Hardware Encryption: Vigor Router is equipped with a hardware AES entoyp
engine so it can apply the highest protection tar ylata without influencing user experience.

Complete Security Standard SelectionTo ensure the security and privacy of your wirgles
communication, we provide several prevailing stadsi@n market.

WEP (Wired Equivalent Privacy) is a legacy mettme@ncrypt each frame transmitted via
radio using either a 64-bit or128-bit key. Usuabcess point will preset a set of four keys and
it will communicate with each station using onlyeaout of the four keys.

WPA(Wi-Fi Protected Access), the most dominatingusily mechanism in industry, is
separated into two categories: WPA-personal oedalV/PA Pre-Share Key (WPA/PSK), and
WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for ygtoon during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) fdata encryption while WPA2 applies AES.
The WPA-Enterprise combines not only encryptionddsb authentication.

Since WEP has been proved vulnerable, you may @enasing WPA for the most secure
connection. You should select the appropriate #gamechanism according to your needs.
No matter which security suite you select, theyadlllenhance the over-the-air data
protection and /or privacy on your wireless netwdrke Vigor wireless router is very flexible
and can support multiple secure connections with B¢EP and WPA at the same time.

Example 1
SSID: Draytek
Channel: 6
Mode: WEP or WPA/PSK
WPA only
PSK: cfes0al2
Key 1: AB312
WEP WPA
Key1:AB312 PSK: cfgs0al2
Example 2

SSID: Draytek
Channel: 6
MMode: WPA/PSK only
WPA2 only

Pre-shared key: cfgsal2

WPA2
WEP WPE PSK: cfgs0al2
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Example 3

SSID: Draytek
Channel: 6
Mode: WPA+WPA2

RADIUS 192.168.1.1
192,168.1.2

Separate the Wireless and the Wired LAN- WLAN Isoléion enables you to isolate your
wireless LAN from wired LAN for either quarantine lomit access reasons. To isolate means
neither of the parties can access each other.abmedte an example for business use, you
may set up a wireless LAN for visitors only so tloeyn connect to Internet without hassle of
the confidential information leakage. For a moexithle deployment, you may add a filter of
MAC address to isolate single user’s access froradiLAN.

Manage Wireless Stations - Station Liswill display all the station in your wireless netko
and the status of their connection.

Below shows the menu items for Wireless LAN.

Wireless LAN
k General Setup

k Security
F Access Control
Pk Station List

3.9.2 General Settings

By clicking theGeneral Settings a new web page will appear so that you couldigaré the
SSID and the wireless channel. Please refer ttotloaving figure for more information.
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Wireless LAN >> General Setup

General Setting { IEEE 802.11 )

Enable Wireless LAN
Mode @

Index{1-15)
in Schedule Setup:

default

S5ID
Channel : Channel B, 2437hHz

Mote: If SuperG mode is enabled, channel is fixed at 6.

[ Hide ssID
[ Long Preamble

Hide 8S8ID : prevent SSID from being scanned.
Long Preamble : necessary for some older 802,11b devices only (lowers performance).

[ Ok ] [ Cancel ]
Enable Wireless LAN Check the box to enable wireless function.
Mode Select an appropriate wireless mode.

Mixed (11b+11g+SuperG) -The radio can support
IEEE802.11b, IEEE8B02.11g and SuperG protocols
simultaneously.

Mixed (11b+11g) -The radio can support both
IEEE802.11b and IEEE802.11g protocols simultangousl|
SuperG - The radio only supports SuperG.

11g only -The radio only supports IEEE802.11g.

11b only - The radio only supports IEEE802.11b.

Mode : 11b Only A

Mixed(11h+11g+Super)
Mixed(11h+11g)

Superz Only

119 Cnl

Index(1-15) Set the wireless LAN to work at certain time insdronly.
You may choose up to 4 schedules out of the 15dsitée
pre-defined impplications >> Call Schedulesetup. The
default setting of this filed is blank and the ftion will
always work.

SSID The default SSID is "default”. We suggest you deaih to
a particular name. It is the identification of thizeless
LAN. SSID can be any text numbers or various specia
characters.

Channel The channel of frequency of the wireless LAN. Thédilt
channel is 6. You may switch channel if the selkcte
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channel is under serious interference.
Channel : Channel B, 2437MHz

Channel 1, 2412MHz
Channel 2, 2417 MHz
Channel 3, 2422MHz
Channel 4, 2427 MHz
Channel 5, 2432MHz

C
Channel 7, 2442MHz
Channel 8, 2447 MHz
Channel 9, 2452MHz
Channel 10, 2457 MHz

Channel 11, 2462MHz

nnel B, 2437 MHz

Hide SSID Check it to prevent from wireless sniffing and méke
harder for unauthorized clients or STAs to joinyou
wireless LAN. Depending on the wireless utilitye thiser
may only see the information except SSID or jusinca
see any thing about Vigor wireless router while sit

surveying.

Long Preamble This option is to define the length of the syndédim a
802.11 packet. Most modern wireless network uses sh
preamble with 56 bit sync filed instead of longgmble
with 128 bit sync field. However, some original 11b
wireless network devices only support long preamble
Check it to uséong Preambleif needed to communicate

with this kind of devices.

3.9.3 Security

By clicking theSecurity Settings a new web page will appear so that you couldigarg the

settings of WEP and WPA.

Wireless LAN >> Security Settings

Security Settings
Maode WEP Only A

Set up RADIUS Server if 802, 1% is enabled.
WPA:
Type: Mixed(WPA+WPAZ) WRAZ Only

Pre-Shared Key({PSK)

Type B~63 ASCII character or 64 Hexadecimal digits leading by "0x", for example
"cfgs01az..." or "Ox655abod....",

WEP:
Encryption Mode: b4-Bit ¥
Use WER Key
@ray 1

Okey 2

OkKey 31

OkKey 4
For 64 bit WEP key

Type 5 ASCII character or 10 Heradecimal digits leading by "0=", for example "AB312" or
"Ox4142333132",

For 128 bit WEP key

Type 13 ASCII character or 26 Hexadecimal digits leading by "Dx", for example
"012345678%abc" or "0x303132333435363738309414243",
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Mode There are several modes provided for you to choose.

Mode YWEP Only A
Disable
WER Only
WEPADZ 1% Only
WEP or WRAPESK

WEPADZ. 13 or WPAMBDZ 11
WRAPSK Only
WPABDZ 1% Only

Disable- Turn off the encryption mechanism.

WEP Only - Accepts only WEP clients and the encryption
key should be entered in WEP Key.

WEP/802.1x Only -Accept WEP clients with 802.1x
authentication. Since the key will be auto-negetiat
during authentication, the field of key settingdwelwill be
not available for input.

WEP or WPA/PSK - Accepts WEP and WPA clients with
legal key accordingly. Only Mixed (WPA+WPA2) is
applicable if you select WPA/PSK.

WEP/802.1x or WPA/802.1x Accept WEP or WPA
clients with 802.1x authentication. Only
Mixed(WPA+WPAZ2) is applicable if you select WPA/PSK
Since the key will be auto-negotiated during autication,
the field of key setting below will be not availaldbr input.
WPA/PSK Only - Accepts WPA clients and the
encryption key should be entered in PSK. Rementoer t
select WPA type to define either Mixed or WPA2 oimly
the field below.

WPA/802.1x Only -Accept WPA clients with 802.1x
authentication. Remember to select WPA type taneefi
either Mixed or WPAZ2 only in the field below. Sinde

key will be auto-negotiated during authenticatithe field

of key setting below will be not available for iripu

WPA The WPA encrypts each frame transmitted from #uor
using the key, which either PSK entered manuallyi
field below or automatically negotiated via 802.1x
authentication.

Type - Select from Mixed (WPA+WPA2) or WPA2 only.
Pre-Shared Key (PSK)- Either8~63ASCII characters,
such as 012345678..(or 64 Hexadecimal digits lepbjn
0x, such as "0x321253abcde...").

WEP 64-Bit - For 64 bits WEP key, eithé& ASCII characters,
such as 12345 (or 10 hexadecimal digitals leadyn@)
such as 0x4142434445.)
128-Bit - For 128 bits WEP key, eith&3 ASCII
characters, such as ABCDEFGHIJKLM (or 26
hexadecimal digits leading by 0x, such as
0x4142434445464748494A4BACAD).

WEP:

Encryption Mode: B4-Bit
54-Bit

All wireless devices must support the same WEP
encryption bit size and have the same key. Fous kan
be entered here, but only one key can be seletietirae.
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3.9.4 Access Control

The keys can be entered in ASCII or Hexadecimakdkh
the key you wish to use.

For additional security of wireless access,Aleess Controlfacility allows you to restrict
the network access right by controlling the wirele&AN MAC address of client. Only the
valid MAC address that has been configured cansacite wireless LAN interface. By
clicking theAccess Contro] a new web page will appear, as depicted belowhatoyou
could edit the clients’ MAC addresses to contreirthccess rights.

Wireless LAN >> Access Control

Access Control

Enable sccess Control
Palicy : Activate MAC address filter

MAC Address Filter

Index Attribute MAC Address

1 W 12 : 55 : 46 : 78 : 32 : &5
2 = 45 ¢ 55 : 45 @ ¥8 @ 32 : BB
3 33 : 65 - 46 . 78 : 32 : BB

Client's MaC Address :

attribute :
[ w: Must Use YPM aver WLAN
[ s: 1sclate the station from L&l

MNote: Two attributes cannot coexist with each other,

[ Add ] [Remove] [ Edit ] [ Cancel

YPM server IP address for WLAN

[ ok ] [ clearan |

Enable Access Control

Policy

MAC Address Filter

Attribute

Add

100

Select to enable the MAC Address access contralifea

Select to enable any one of the following poliChoose
Activate MAC address filter to type in the MAC
addresses for other clients in the network manually
Choosdsolate WLAN from LAN will separate all the
WLAN stations from LAN based on the MAC Addresd. lis

Policy . Activate MAC address filter |+

Display all MAC addresses that are edited befooeir F
buttons (Add, Remove,

Client's MAC Address - Manually enter the MAC
address of wireless client.

v - select to apply VPN to the connection of the vessl
client of the MAC address.

s -select to isolate the wireless connection of thelwss
client of the MAC address from LAN.

Add a new MAC address into the list.
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Remove Delete the selected MAC address in the list.

Edit Edit the selected MAC address in the list.
Cancel Give up the access control set up.

OK Click it to save the access control list.
Clear All Clean all entries in the MAC address list.

3.9.5 Station List

Station List provides the knowledge of connecting wirelessntdignow along with its status
code. There is a code summary below for explanakonconvenienfccess Contro] you
can select a WLAN station and cligkld to Access Controlbelow.

Wireless LAN >> Station List

Station List
Status MaC sddress

Status Codes :
» Connected, Mo encryption,
Connected, WEP.
o Connected, WPA,
v Connected, WPAZ,
. Blocked by Access Control.
. Connecting.
: Fail to pass 802.1% or WPA/PSK authentication.

TZE>TMO

Mote: After a station connects to the router successfuly, it may be
turned off without notice. In that case, it will still be on the list until the
connection expires.

Add to Access Control:

Client's MAC address

Add
Refresh Click this button to refresh the status of statish
Add Click this button to add current selected MAC a&ddrinto

Access Contrd.
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3.10 System Maintenance

For the system setup, there are several itemyduahave to know the way of configuration:
Status, Administrator Password, Configuration Backsyslog, Time setup, Reboot System,
Firmware Upgrade.

Below shows the menu items for System Maintenance.

System Maintenance
F Systern Status
* Administrator Password
F Configuration Backup
k Sysl og ! Mail Alert

F Time and Date

k Management

k Reboot System

F Firmware Upgrade

3.10.1 System Status

The System Statugprovides basic network settings of Vigor routeintiudes LAN and
WAN interface information. Also, you could get thi@rrent running firmware version or
firmware related information from this presentation

System Status

Model Name 1 Vigor2800 series
Firmware Version 1 2.6.3_RC1_D57214
Build Date/Time : Fri Nov 18 16:9:5.28 2005
LAMN WARN
MAC Address : 00-50-FF-00-00-00 MAC Address : 00-50-7F-00-00-01
1st IP Address 1 192.168.1.1 Connection R
1st Subnet Mask © 255,2E55,255.0 IP Address R
DHCP Server L Yes Default Gateway  © ---
DHS : 194,109.6.66
VoIP Wireless LAN
Part t 1 2 MaC address . 00-0f-ea-f3-23-46
SIP registrar : Frequency Domain @ FCC
Account ID : Firmware Yersion : v2,01,10.10.5.3
Register
Codec :
In Calls © 0 u]
Out Calls © 0 u]
Model Name Display the model nhame of the router.
Firmware Version Display the firmware version of the router.
Build Date&Time Display the date and time of the current firmwlawéd.
MAC Address Display the MAC address of the LAN Interface.
1 IP Address Display the IP address of the LAN interface.
1% Subnet Mask Display the subnet mask address of the LAN interfa
DHCP Server Display the current status of DHCP server of théNLA
interface.
MAC Address Display the MAC address of the WAN Interface.
IP Address Display the IP address of the WAN interface.
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Default Gateway Display the assigned IP address of the defaudivgmsy.

DNS Display the assigned IP address of the primary DNS
Port Display the available VoIP ports.

SIP registrar Display theregistered SIP Server.

Account ID Display the default account name.

Register Display the result if the register is successfuhat.
Codec Display the used Codec.

In Calls Display the number of in calls.

Out Calls Display the number of out calls.

MAC Address Display the MAC address of the wireless LAN.
Frequency Domain It can be Europe (13 usable channels), USA (&blas

channels) etc. The available channels supportetdoy
wireless products in different countries are vagiou

Firmware Version It indicates information about equipped WLAN rRidii
card. This also helps to provide availability ofreo
features that are bound with some WLAN miniPCi card

3.10.2 Administrator Password

This page allows you to set new password.

System Maintenance >> Administrator Password Setup

Administrator Password

Old Passwaord
MNew Password

Retype New Password

Old Password Type in the old password. The factory defaultisgttor
password is blank.

New Password Type in new password in this filed.

Retype New Password Type in the new password again.

When you click OK, the login window will appear eBke use the new password to access into
the web configurator again.

3.10.3 Configuration Backup

Backup the Configuration
Follow the steps below to backup your configuration

1. Go toSystem Maintenance>> Configuration Backup. The following windows will be
popped-up, as shown below.
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System Maintenance >> Configuration Backup

Configuration Backup / Restoration

Restoration
Select a configuration file.
| (G

Click Restore to upload the file,

Backup
Click Backup to download current running configurations as a file,

2. Click Backup button to get into the following dialog. Clickavebutton to open another
dialog for saving configuration as a file.

File Download %]

b ] ) You are downloading the File:
-

config.cfg from 192.168.1.1

“Wwiould wou like to open the file or zave it to your computer?

[ Open ] [ Save ] [ Cancel ] [ kare [nfo

[+] &hways ask before opening this type of file

3. In Save Asdialog, the default filename tonfig.cfg You could give it another name by
yourself.

Save As @@
Savein: |@Desktop v| Q F P M-

My Documents
gi My Compuker
My Recent .-QMV Metwork Places
Documents  (BBRYS-COM Lite
T —q | [Dannexa
@ ICmmim
Desktap I3 MW Snap300
I TeleDanmark.
T . |7l
;") config
My [;Ucuments vakz_232_config_1
wzké_250_rconfig_1

My Computer

-

File name: | canfig hd | [ Save ]

My Network | Save as type: |Eonfiguration file v| [ Cancel ]

4. Click Savebutton, the configuration will download automatlgab your computer as a
file namedconfig.cfg.

The above example is usiigindows platform for demonstrating examples. TWac or
Linux platform will appear different windows, but theckap function is still available.
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Restore Configuration

1. Go toSystem Maintenance>> Configuration Backup. The following windows will be
popped-up, as shown below.

System Maintenance >> Configuration Backup

Configuration Backup / Restoration
Restoration

Select a configuration file.

Click Restore to upload the file,

Backup
Click Backup to download current running configurations as a file,

2. Click Browse button to choose the correct configuration filedploading to the router.

3. Click Restorebutton and wait for few seconds, the following pret will tell you that
the restoration procedure is successful.
3.10.4 Syslog/Mail Alert

SysLog function is provided to help users to manitwuter. There is no bother to directly get
into the Web Configurator of the router or borrogbdg equipments.

System Maintenance >> SysLog { Mail Alert Setup

SysLog Access Setup
[JEnable
Server IP Address

Destination Port

Mail Alert Setup

CEnable

SMTP Server

Mail To

Return-Path

ok ] [oear ) [(Gameal

Enable Click “Enable’ to activate this function.
Syslog Server IP The IP address of the Syslog server.
Destination Port Assign a port for the Syslog protocol.
SMTP Server The IP address of the SMTP server.
Mail To Assign a mail address for sending mails out.
Return-Path Assign a path for receiving the mail from outside.

Click OK to save these settings.
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For viewing the Syslog, please do the following:
1. Just set your monitor PC’s IP address in the fél8erver IP Address

2. Install the Router Tools in tHetility within provided CD. After installation, click ohé
Router Tools>>Syslogrom program menu.

il Fouter Tools V252 ) About Router Tools
Gﬁ* Ez Configurator Vigord 100 Series

E Firmweare Upgrade Tility

2 Uninstall Router Tools V2.5.4
&) Visit DrayTek Web Site

3. From the Syslog screen, select the router you wamtonitor. Be reminded that in
Network Information , select the network adapter used to connect tootiter.
Otherwise, you won'’t succeed in retrieving inforimatfrom the router.

('_ —
1! DrayTek Syslog g |
Contrels 192.168.1.1 [w] - WaN Status
= » # Gateway IP (Fixed) Ti Packsts R¥ Rate
0 || _J | | |Vigor series Dmt.Bis
= G s
LAN Status
T¥ Packets RX Packets WAN IP (Fixed) RX Packets TX Rate
— = I B

Firewall Log | YPN Log | User Access Log | Call Log | WAN Log| Network Infomation | NetState

On Line Ronters Host Naime: I nuki-pe
IP Address | Mask MAC | | NIC Dessription: | Ryqltek; RTLB139 Family PCI Fast Ethernet NIC - v |

A9ZT6B T IS5 EESZE5 00507 | i tnformation

MAC Address: Wm Default Geteway: m
IP Address: 102166.1.10 DHCP Server: 19216811

Subnet Mask: 355.255 2550 Lease Obtamed: Wed Apr 06
16:52:40 2005

(<] M »)| | DHNSServers: [16895.1.1

16811 Lease Expires: Sat Apr 09
16:59:40 2005

ADSL Status
Mode State Up Spead Down Speed SR Margin Loop Atk
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3.10.5 Time and Date

It allows you to specify where the time of the enghould be inquired from.

System Maintenance >> Time and Date

Time Information

Current System Time 2000 Jan 2 Sund 1012

Time Setup
O Use Browser Time
® Use Internet Time Client

Time Protocol
Server IP aAddress
Time Zone

sutomatically Update Interval

Current System Time

Use Browser Time
Use Internet Time

Time Protocol
Server IP Address
Time Zone

Automatically Update Interval

Click OK to save these settings.
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NTP (RFC-1305) »
pool.ntp.org
[GMT) Greerwich Mean Time © Dublin hd

30 sec ¥

Ok ][ Cancel ]

Click Inquire Time to get the current time.

Select this option to use the browser time froerdmote
administrator PC host as router’s system time.

Select to inquire time information from Time Searoa the
Internet using assigned protocol.

Select a time protocol.
Type the IP address of the time sever.
Select the time zone where the router is located.

Select a time interval for updating from the NTPvee
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3.10.6 Management Setup

The port number used to send/receive SIP messageifding a session. The default value is
5060 and this must match with the peer Registranwhaking VolP calls.

System Maintenance >> Management

Management Setup

Management Access CGontrol Management Port Setup
O Default Parts (Telnet: 23, HTTR: 80, HTTPS:
[enable remate firmware upgrade(FTP) 443, FTP: 21)
[J allow management fram the Internet ® user Define Ports
[¥IDisable PING fram the Internet Telnet Part 23
HTTP Port a0
Access List
List IP Subnet Mask HTTPS Part 443
1 v FTF Part 21
2 w
SMMP Setup
3 v
[ Enable SMMP sgent
Get Community public
Set Community private

Manager Host IP

Trap Community public

Maotification Host IP

Trap Timeout 10 seconds
Enable remote firmware Chick the checkbox to allow remote firmware upgrddeugh
upgrade FTP (File Transfer Protocol).

Allow management from the Enable the checkbox to allow system administratwiegin
Internet from the Internet. By default, it is not allowed.

Disable PING from the Internet Check the checkbox to reject all PING packets ftoen
Internet. For security issue, this function is éadloy default.

Access List You could specify that the system administrator aaly
login from a specific host or network defined ie tist. A
maximum of three IPs/subnet masks is allowed.

List IP - Indicate an IP address allowed to login to the

router.
Subnet Mask -Represent a subnet mask allowed to login to
the router.

Default Ports Check to use standard port numbers for the Telmkt a
HTTP servers.

User Defined Ports Check to specify user-defined port numbers forTtbmet
and HTTP servers.

Enable SNMP Agent Check it to enable this function.

Get Community Set the name for getting community by typing a prop

character. The default settingpablic.

Set Community Set community by typing a proper name. The default
setting isprivate.
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Manager Host IP Set one host as the manager to execute SNMP fanctio
Please type in IP address to specify certain host.

Trap Community Set trap community by typing a proper name. Thaulef
setting ispublic.

Notification Host IP Set the IP address of the host that will receiestthp
community.

Trap Timeout The default setting is 10 seconds.

3.10.7 Reboot System
The Web Configurator may be used to restart youtero ClickReboot Systenfrom System
Maintenanceto open the following page.

System Maintenance >> Reboot System

Reboot System

Do You want to reboot your router ?

@ Using current configuration
(O Using factaory default configuratian

If you want to reboot the router using the curmmfiguration, checkJsing current
configuration and clickOK. To reset the router settings to default valubkeckUsing
factory default configuration and clickOK. The router will take 5 seconds to reboot the

system.
3.10.8 Firmware Upgrade (TFTP)

Before upgrading your router firmware, you needhstall the Router Tools. THarmware
Upgrade Utility is included in the tools. The following web pagé guide you to upgrade
firmware by using an example. Note that this exanmprunning over Windows OS
(Operating System).

Download the newest firmware from DrayTek's web sit FTP site. The DrayTek web site is
www.draytek.com (or local DrayTek's web site) addPFsite is ftp.draytek.com.

Click System Maintenance>> Firmware Upgraddo launch the Firmware Upgrade Utility.

System Maintenance >> Firmware Upgrade

Firmware Upgrade
Current Firmware Version 2.6.3_RC1_DE7214

Firmware Upgrade Procedures:

o 1. Click "OK" to start the TFTP server.

e 2, Open the Firmware Upgrade Utility or other 3-party TFTP client software.

e 3, Check that the firmware filename is correct,

e 4, Click "Upgrade" on the Firmware Upgrade Utility to start the upgrade.

s 5. After the upgrade is compelete, the TFTP server will automatically stop running.

Do you want to upgrade firmware 7

Click OK. The following screen will appear. Please exetwtdirmware upgrade utility first.
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Firewall => Firmware Upgrade

&TFTP server is running. Please execute a Firmware
Upgrade Ltility software to upgrade router's firmware.
This server will be closed by itself when the firmware
upgrading finished.

For the detailed information about firmware updatease go to Chapter 4.

3.11 Diagnostics

Diagnostic Tools provide a useful waywiew or diagnosethe status of your Vigor router.
Below shows the menu items for Diagnostics.

Diagnostics
P WAN Connection
F Dial-out Trigger
F Routing Table

F ARP Cache Table

F DHCP Table

P NAT Sessions Table

F ADSL Spectrum Analysis

3.11.1 WAN Connection
Click Diagnosticsand clickWAN Connectionto open the web page.

Diagnostics >> WAN Connection

ISDN/PPPOE/PPPoA Diagnostics | Refresh |
ISDN Link Status DOWMN
Internet Access == Dial ISDN
B channel B1 B2
Activity Idle Idle
Drop Connection == Drop B1 == Drop B2

Broadband Access Mode/Status -—-

Internet Access = Dial PPPoE/PPPoA
WAN IP Address ==
Drop Connection == Drop PPPoE/PPPoA
Refresh To obtain the latest information, click here taeal the
page.

Broadband Access Mode/StatusDisplay the broadband access mode and statu® If th
broadband connection is active, it will show Intgrn
access mode is enabled. If the connection isiidle,

will show “---".

WAN IP Address The WAN IP address for the active connection.

Dial PPPoE or PPPoA Click it to force the router to establish a PPPoPBPOA
connection.
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3.11.2 Dial-out Triggerred
Click Diagnosticsand clickDial-out Trigger to open the web page.
Diagnostics >> Dial-out Trigger
Dial-out Triggered Packet Header | Refresh |

HEX Format:
00 00 00 00 00 00-00 00 00 00 00 00-00 00

00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
00 00 00 00 000000 00-00 000000 00000000
00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
00 00 00 00 000000 00-00 000000 00000000

Decoded Format:

0.0.0.0-»0.0.0.0
Prolen 0 {0}

Refresh Click it to reload the page.

3.11.3 Routing Table
Click Diagnosticsand clickRouting Table to open the web page.

Diagnostics >> View Routing Table

Current Running Routing Table | Refresh |
Eey: C - connected, 5 - static, B - RIP, * - default, ~ - private ~
S~ 192.165.10.0/ Z255.255.255.0 via 192.165.1.2, IFO
[oted 192.1658.1.0/ Z255.255.255.0 is directly connected, IFO
S~ 211.100.85.0/ Z255.255.255.0 via 192.165.1.3, IFO
v
Refresh Click it to reload the page.
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3.11.4 ARP Cache Table

Click Diagnosticsand clickARP Cache Tableto view the content of the ARP (Address
Resolution Protocol) cache held in the router. tEide shows a mapping between an Ethernet
hardware address (MAC Address) and an IP address.

Diagnostics >> View ARP Cache Table

Ethernet ARP Cache Table

| Clear | Refresh |
IF Address

A~
MiC Address

192.1658.1.11 O0-0E-A6-24-D5-A1

Refresh

Click it to reload the page.
Clear

Click it to clear the whole table.
3.11.5 DHCP Table

The facility provides information on IP addressigissents. This information is helpful in
diagnosing network problems, such as IP addredfiatsnetc.

Click Diagnosticsand clickDHCP Tableto open the web page.
Diagnostics >> View DHCP Assigned IP Addresses

DHCP IP Assignment Table

DHCP serwver: Bunning

| Refresh |
A
Index IP Addres=z MAC Address Leased Tiwe HOST ID
1 19z2.1858.1.1 00-50-7F-00-00-00 ROUTER IF
Z 19z2.1658.1.11 00-0E-AL6-ZA-D5-41 0:00:05.900 draytek-niki
W
Refresh

Click it to reload the page.
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3.11.6 NAT Sessions Table
Click Diagnosticsand clickNAT Sessions Tabléo open the setup page.

Diagnostics >> NAT Sessions Table

MAT Active Sessions Table | Refresh |
_____________________ ~
Private IF :Fort #Pseudo Fort Feer IP :Port Ifno 3tatus
At
Refresh Click it to reload the page.
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3.11.7 ADSL Spectrum Analysis

Click Diagnosticsand clickNAT Active Sessions Tabléo open the web page. Below shows
two example diagrams for different type of Vigouter.

BIN Status | Refresh |
BIN-bits { 0-235 )
12 |
10|
b
L8
[ m Upstream
t & | o Downstream
s
4_
2,
o
0 20 q0 &0 80 100 120 140 780 {80 200 220 240
BIN
BIN-bits { 256-511 )
12
0
b
L8
! m Upstream
t o o Downstream
s
g
H
0
256 276 296 316 336 356 376 396 416 936 496 476 496
BIN
sample 1
System Maintenance >> BIN Status
BIN Status | Refresh |
BIN-bits { 0-255 }
8]
b
I 4] mlUpstream
t s Downstream
s 4]
2]
0]
0 2040 60 B0 100 120 140 760 480 200 220 240
BIN
sample 2
Refresh Click it to reload the page.
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@/ Application and Examples

4.1 Create a LAN-to-LAN Connection Between Remote Office
and Headquarter

The most common case is that you may want to canoetetwork securely, such as the
remote branch office and headquarter. Accordintpéonetwork structure as shown in the
below illustration, you may follow the steps toatea LAN-to-LAN profile. These two
networks (LANs) should NOT have the same network esk.

Router A Router B

220.135.240.208 220.135.240.210
Headquarter Remote Branch
192.168.1.0 Office

192.168.2.0

-
.

MarfEEREE. | 192.168.2.21  192.168.2.22

192.168.3.0 Mail Server

. 192.168.1.2
1

Settings in Router A in headquarter:

1. Go toVPN and Remote Accesand selecRemote Access Controto enable the
necessary VPN service and cliok .

2. Then,
For usingPPPbased services, such as PPTP, L2TP, you have geseral settings in
PPP General Setup

VPN and Remote Access >> PPP General Setup

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users
Dial-In el PAP of CHAP ~ Start IP Address 192.168.1.200
Authentication

Dial-In PPP Encryption :

(MPPE) | Optional MPPE v

Mutual Authentication (PAP) O ves @ Na
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For usinglPSecbased service, such as IPSec or L2TP with IPSkcyPgou have to set

general settings ilPSec General Setupsuch as the pre-shared key that both parties
have known.

VPN and Remote Access >> IPSec General Setup

¥PN IKE/IPSec General Setup

Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LaMN to LAN).
IKE Authentication Method

Pre-Shared Key

Re-type Pre-Shared Key
IPSec Security Method
Medium {&H)

Data will be authentic, but will not be encrypted.

High (ESP) DES 2DES BES
Data will be encrypted and authentic,

[ Ok ][ Cancel ]

Go toLAN-to-LAN . Click on one index number to edit a profile.

SetCommon Settingsas shown below. You should enable both of VPN eotians
because any one of the parties may start the ViANembion.

VPN and Remote Access >> LANto LAN

Profile Index : 1
1. Common Settings

Profile Mame Branch1 Call Direction @& Both O Dial-out O Dial-In

CEnable this profile Clalways on

Idle Timeout 300 second{s)

[JEnable PING to keep alive
PING to the IP

SetDial-Out Settingsas shown below to dial to connect to Router B aggjvely with
the selected Dial-Out method.
If an IPSec-basedervice is selected, you should further speciérégmote peer IP

Address, IKE Authentication Method and IPSec SéguMiethod for this Dial-Out
connection.
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2. Dial-Out Settings
Type of Server I am calling
O 150N
OPPTP
@ 1Psec Tunnel

O L2TP with IPSec Policy

Dial Mumber for ISON or
Server IP/Host Name for WPN.
{such as8551234,draytek.com or 123.45.67.89)

220.135.240.210

Link Type

Lsername

Password

PPP Authentication

W] Comprassion on  Off

IKE Authentication Method
@ Pre-Shared Key

IKE Pre-Shared Key wenene

O Digital Signature(x.509)

IPSec Security Method
@ Medium(AH)
O High(ESPY

Index(1-15) in Schedule Setup:

callback Function {(CBCP)
Require Remote to Callback

Provide ISDM Number to Remote

If a PPP-based servics selected, you should further specify the rerpeter IP Address,
Username, Password, PPP Authentication and VJ Gaasipn for this Dial-Out

connection.

2. Dial-Out Settings
Type of Server I am calling
150N
@PPTP
QO 1Psec Tunnel
CIL2TP with IPSec Palicy

Dial Number for ISDN or
Server IP/Host Name for YPR.
(such as5551234,draytek.com or 123.45.67.89)

220.135.240.210

Link Type

Usernarme draytek
Password sonenns
PPP authentication FAP/CHAP «
Y] Compression ® on O off

IKE Authentication Method
Pre-Shared Key

Digital Signature(%. 509}

IPSec Security Method
Medium{aH)
High{ESP)

Advanced

Index(1-15% in Schedule Setup:

callback Function (CBCP)
Reguire Remote to Callback

Provide ISDN Mumber to Remote

6. SetDial-In settings to as shown below to allow Router B dial-in toldo/PN

connection.

If an IPSec-basedervice is selected, you may further specify gmate peer IP
Address, IKE Authentication Method and IPSec S¢guiethod for this Dial-In
connection. Otherwise, it will apply the settinggided inIPSec General Setumbove.
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3. Dial-In Settings
Allowed Dial-In Type
[1som
[CIerTR
[l1Psec Tunnel
CIL2TP with 1PSec Policy

[ SpecifyISDM CLID orRemote YPH Gateway
Peer ISDN Number orPeer YPN Server IP

220.136.240.210

or Peer 10

If a PPP-based servics selected, you should further specify the rerpeter IP Address,

Username
Password

W1 Compression on o Off

IKE Authentication Method
Pre-Shared Key

IKE Pre-Shared Key

[pigital Signature(x.509)

IPSec Security Method
[FIMedium {4H)
High (ESP)

[“IDES 3DES  [FlaEs

Callback Function {(CBCP)
Enable Callback Function
Use the Following Mumber to Callback

Callback Number

Callback BPudget minuteds)

Username, Password, and VJ Compression for thislD@onnection.

3. Dial-In Settings
allowed Dial-In Type
[1son
FIppTP
[1psec Tunnel
[IL2TP with IPSec Policy

[¥] SpecifyISDN CLID orRemote YPM Gateway
Peer ISDM Mumber orPeer YPN Server IP

220.135.240.210

or Peer ID)

Usernarme draytek
Password sssssse
V1 Compression @ on O off

IKE Authentication Method
Pre-Shared Key

Digital Signature{x.509)

IPSec Security Method

Medium (aH)
High (ESP)
DES

3DES AES

Callback Function (CBCP)
Enable Callback Function
Use the Following Number to Callback

Callback Number

Callback Budget minute(s)

7. Atlast, set the remote network IP/subneT@P/IP Network Settings so that Router A
can direct the packets destined to the remote mkttwdRouter B via the VPN

connection.

4. TCP/IP Network Settings

My WA TP 0.0.00 RIP Direction TA/RX Both +

Remaote Gateway IP 0.0.00 RIP “ersion Wer, 2 v

Remote Network IP 192168 2.0 For NAT operation, treat remote sub-net as
Private [P+

Remote Metwark Mask 25652552550

aore

[0 change default route to this YPH tunnel

[

oK

J

Clear ][ Cancel

Settings in Router B in the remote office:

1. GotoVPN and Remote Accesand selecRemote Access Controto enable the
necessary VPN service and cliok .
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2. Then, for using®?PP basedservices, such as PPTP, L2TP, you have to setaene
settings inPPP General Setup

PPP General Setup
PPP/NMP Protocol IP Address Assignment for Dial-In Users

Dial-In EPP _ PAP or CHAP + Start IP Address 192.168.2.200
Authentication

Dial-In PPP Encryption
{MPPE)

Mutual authentication (PAPY  Oves ®No

Optional MPPE b

Username

Password

For usinglPSec-basedservice, such as IPSec or L2TP with IPSec Pajioy, have to
set general settings IRSec General Setupsuch as the pre-shared key that both parties
have known.

VPN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client {LAM to LAN].
IKE Authentication Method

Pre-Shared Key [TTYT]

Re-type Pre-Shared Key ssnne
IPSec Security Method
[l medium (aH)
Data will be authentic, but will not be encrypted.

High (ESP) Mpoes [¥lapEs [ aES
Data will be encrypted and authentic.

Go toLAN-to-LAN . Click on one index number to edit a profile.

SetCommon Settingsas shown below. You should enable both of VPN eotians
because any one of the parties may start the ViANembion.

1. Common Settings

Profile Name :Branch 1 . Call Direction  ® Both O Dial-out O Dial-In
[“lEnable this profile O always on
Idle Timeout |300 second{s)

CJEnable PING to keep alive
PING to the IP

5. SetDial-Out Settings as shown below to dial to connect to Router B esgively with
the selected Dial-Out method.

If an IPSec-basedervice is selected, you should further speciérégmote peer IP

Address, IKE Authentication Method and IPSec SéguMiethod for this Dial-Out
connection.
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2. Dial-Out Settings
Type of Server I am calling
O 150K
OFrPTP
@ 1PSec Tunnel
O L2TP with IPSec Policy

Dial Mumber for ISDN or
Server IP/Host Mame for WRN.
(such 355551234, draytek.com or 123 45.67.89)

220.135.240.208

Link Type
Username
Password
PPP authentication

W1 Compression on . Off

IKE Authentication Method
@ Pre-shared key

IKE Pre-Shared Key LTTTTY)

C Digital Signatura(x.509)

IPSec Security Method
@ Medium{ &H)
O High(ESP)

Index(1-15) in Schedule Setup:

Callback Function {(CBCP)
Require Remote to Callback

Provide ISDN Number to Remote

If a PPP-basedservice is selected, you should further specifyrémote peer IP Address,
Username, Password, PPP Authentication and VJ Gaasipn for this Dial-Out

connection.
2. Dial-Out Settings
Type of Server I am calling
O150M
O1psec Tunnel
OL2TP with IPSec Palicy

Dial Number for ISDN or
Server IP/Host Name for YPN.
(such as5551234,draytek.com or 123.45.67.89)

220.135.240.208

Link Type

Username draytek
Password LITTTTT

PPP authentication PAR/CHAR ~
w1 Compression ®on Ooff

IKE Authentication Method
Pre-Shared Key

Digital Signature(x.509)

IPSec Security Method
Medium{aH)
High(ESP)

Index(1-15) in Schedule Setup:

Callback Function (CBCP)
Require Remote to Callback

Provide ISDN Number to Remote

6. SetDial-In settings to as shown below to allow Router A dial-in toldoVPN

connection.

If an IPSec-basedervice is selected, you may further specify timeate peer IP
Address, IKE Authentication Method and IPSec SeguMiethod for this Dial-In
connection. Otherwise, it will apply the settinggided inIPSec General Setumbove.
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3. Dial-In Settings
Allowed Dial-In Type
C1som

Cpere
Fl1psec Tunnel
[JLzTpP with 1PSec Palicy

[¥] SpecifyISDN CLID orRemote YPN Gateway
Peer ISDN Number orPeer YPN Server IP
220.135.240.2058

Usernarme
Pazsword

Y1 Compression on o Off

IKE Authentication Method
Pre-Shared Key

IKE Pre-Shared Ky

[IDigital Signatura(x.509)

or Peer IOy

IPSec Security Method
Medium (AH)
High {ESP)

Foes [Mapes [FaES

Gallback Function {GBGP)
Enable Callback Function
Use the Following Mumber to Callback
Callback Mumber

Callback Budget minutels)

If a PPP-basedervice is selected, you should further speciérégmote peer IP Address,
Username, Password, and VJ Compression for thislD@onnection.

3. Dial-In Settings

allowed Dial-1In Type

[lisom Usernarme draytek

[ rpTE Password ssssese

DEIF'SBE Tunnel W1 Compression @ on O off

CL2TP with IPSec Palicy
IKE Authentication Method

) Pre-Shared K
[ SpecifylSDN CLID arRemote YPN Gateway re-shared key

Peer ISDM Mumber orPeer VPN Server IP
220.135.240.208 Digital Signature(.509)
or Peer 1D

IPSec Security Method
Medium (aH)
High (ESP)
DES 3DES AES

Gallback Function {CBCP)
Enable Callback Function
Use the Following Number to Callback
Callback Number

Callback Budget minute(s)

7. Atlast, set the remote network IP/subnet @P/IP Network Settings so that Router B
can direct the packets destined to the remote mkttwdRouter A via the VPN
connection.

4. TGP /IP Network Settings

My WAl 1P 0000 RIP Direction THHE Both »

RIP “ersion War 2 v

For MAT operation, treat remote sub-net as

Remote Gateway IP 0.000

Remote Network IP 192.168.1.0

Private P |+
Remote Network Mask |255.265.255.0

More

[ Ok ][ Clear ][ Cancel

[0 change default route ta this WPH tunnel
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4.2 Create a Remote Dial-in User Connection Between the
Teleworker and Headquarter

The other common case is that you, as a telewonhkay,want to connect to the enterprise
network securely. According to the network struetas shown in the below illustration, you
may follow the steps to create a Remote User Rrafid install Smart VPN Client on the
remote host.

VPN Router
210.135.240.108

Remote Network
192,168.1.0

X

192.168.1.2 192.168.1.3

a

192.168.1.6 for IPSec

+——— Dial In

210.135.240, 210 for
PPTP or L2TP

Settings in VPN Router in the enterprise office:

1. Go toVPN and Remote Accesand selecRemote Access Controto enable the
necessary VPN service and cliok .

2. Then, for using PPP based services, such as PRTP, you have to set general settings
in PPP General Setup

PPP General Setup

PPP/MP Protocol IP Address Assignment for Dial-In Users
Dial-In PRP PAP or CHAP Start IP Address 192.168.1.200
Authentication

Dial-In PPP Encryption :

(MPPE) Optional MFPE hd

Mutual suthentication (PAPY  Oves @ Na

Username

Password

For using IPSec-based service, such as IPSec d? a&fh IPSec Policy, you have to set
general settings ilKE/IPSec General Setup such as the pre-shared key that both
parties have known.
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VPN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client {LAN to LAMN).

IKE Authentication Method
Pre-Shared Key [ITIT}
Re-type Pre-Shared Key [TITL]
IPSec Security Method
Medium (&H)
Data will be authentic, but will not be encrypted.

High (ESPY Moes [¥apes  [YlsEs
Data will be encrypted and authentic.

Go toRemote Dial-In Users Click on one index humber to edit a profile.
SetDial-In settings to as shown below to allow the remote disé-in to build VPN
connection.

If anIPSec-basedervice is selected, you may further specify tdmate peer IP
Address, IKE Authentication Method and IPSec S¢guiethod for this Dial-In
connection. Otherwise, it will apply the settinggided inIPSec General Setumbove.

User account and Authentication

[¥IEnable this account Username

Idle Timeout 300 second(s) Password

Allowed Dial-In Type IKE Authentication Method
[1soM Pre-Shared Key

ClreTe
'EIPSec Tunnel [pigital Signature (x.509)

[JL2TP with IPSec Palicy

[¥] specify Remote Node
Remote Client IP or Peer ISDN Number

210.135.240.210

IPSec Security Method
[FIMedium {AHY

High (ESP)

or Peer ID) loes [30ES  [MlaEs

Local ID {optional)
Gallback Function
Check to enable Callback function
Specify the callback number
Callback Mumber
Check to enable Callback Budget Contral
Callback Budget minute(s)

If a PPP-basedservice is selected, you should further speciérémote peer IP Address,
Username, Password, and VJ Compression for thislD@onnection.
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User account and Authentication

[FlEnable this account Username draytek_userl
Idle Timeout 300 second(s) Password sesasens
Allowed Dial-In Type IKE Authentication Method
[lison Pre-Shared Key
PRTF
[irsec Tunnel Digital Signature (x.509)

[L2TP with IPSec Palicy

[¥] Specify Remote Node

. IPSec Security Method
Remote Client IP or Peer ISDN Mumber

Medium {AH)
210.135.240.210 .
High (ESP)
or Peer I0) DES 30DES AES
Local ID (optional)

Gallback Function
Check to enable Callback function
Specify the callback number
Callback Mumber
Check to enable Callback Budget Contral
Callback Budget minute(s)

Settings in the remote host:

1. For Win98/ME, you may use "Dial-up Networking" teeate the PPTP tunnel to Vigor
router.For Win2000/XP, please use "Network and Dial-upnamtions” or “Smart VPN
Client”, complimentary software to help you creBteTP, L2TP, and L2TP over IPSec
tunnel. You can find it in CD-ROM in the packagegartowww.draytek.com
download center. Install as instructed.

2. After successful installation, for the first timeay, you should click on tt&tep O.
Configure button. Reboot the host.

3, Smart YPN Client 3.2 2 (WinXP) =)

Step 0.

This step will add the ProhibitIpSec reqgistry value to computer in
order to configure a L2TPIPSec connection using a pre-shared key
or a LZTP connection. For more infomation, please read the article
Q240262 in the Microsoft Knowledgement Base.

Step 1. Dial ko ISP
IF wou have already gotten a public IP, vou can skip this step.

v
Step 2. Connect to YPM Server
w
’ Inserk ] ’ Remove ]
Skakus: Mo connection PPTP ISP & VPN @

3. In Step 2. Connect to VPN Serverclick Insert button to add a new entry.

If an IPSec-based service is selected as showmwbelo
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Dial To YPN X

Session MName: Office

VPN Server IPYHOST Mamelsuch as 123,45.67.89 or draytek, com)

192.163.1.1

User Mame

Password !

Type of YPH
CIPPTP OLatp

(I L2TP aver IPSec

PPTP Encrypkion

[] Use default gatewsy on remate network

You may further specify the method you use to Bette security method, and
authentication method. If the Pre-Shared Key iscted, it should be consistent with the
one set in VPN router.

IFSec Policy Setting E|

My IP 172.16,3.100 ¥
Tvpe of IPSec

() Standard IPSec Tunnel
Remote Subnet :

Remote Subnet Mask :

() virture TP DrayTek Wirkure Interface hd
(#) Obkain an 1P address sutomatically (DHCP over IPSec)
() Specify an IP address
IP Address:

Subnet Mask:

Security Method
() MediumiaH)

DES w

Authority Method
(3) Pre-shared Key ¢ |+

() Certification Authority:

If a PPP-based service is selected, you shoulbdduspecify the remote VPN server IP
address, Username, Password, and encryption méthedJser Name and Password
should be consistent with the one set up in the Y#iXer. To use default gateway on
remote network means that all the packets of reimase will be directed to VPN server
then forwarded to Internet. This will make the réenloost seem to be working in the
enterprise network.
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Dial To ¥PN EJ
Session Mare: office

VPN Server IPMHOST Marme(such as 123.45.67.89 or dravkek.cam)

192.168.1.1
User Mame ; dravtek_userl
Passward @ Hekskad
Tvpe of YPM
& PPTP O LeTp
() IPSec Tunnel (IL2TF over IPSec

FPTP Encrypkion
() Mo encryption

(O} yptian;

O Maximum strength encryption

Use default gateway on remote nekwork

4. Click Connectbutton to build connection. When the connectiosuiscessful, you will
find a green light on the right down corner.

4.3 QoS Setting Example

Assume a teleworker sometimes works at home ared tere of children. When working
time, he would use Vigor router at home to contethe server in the headquater office
downtown via either HTTPS or VPN to check email andess internal database. Meanwhile,
children may chat on VoIP or Skype in the restroom.

1. Make sure the QoS Control on the left corner ixkbd. And select BOTH iDirection.

QoS Control Setup
Enable the QoS Control

Direction |BOTH "

g}

ouT _
Index EOTH s Mame
1.

2. Enter the Class Name of Index 1. In this index, sileset reserve bandwidth for Email
using protocol POP3 and SMTP. CliBlasic button on the right.

Index Class Name Reserved_bandwidth Ratio Setup

1. E-mail| 25 9 [ Basic H Advanced ]

3. Select POP3 and SMTP on the left column and adigj column. Click OK to exit.

ANY ~ POP3(TCP:110)
AUTHTCP:113) SMTP{TCP:25)
BGRTCP:179) _

BOOTPCLIENT(UDR B8)

BOOTPSERVER(UDP:ET)

CU-SEEME-HITCP/IDP:24032)
CU-SEEME-LO(TCP/UDP: T548)

DNS(TCR/UDP:53) ,

FINGER(TCP:79) )
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4. Enter the Class Name of Index 2. In this index, silleset reserve bandwidth for
HTTPS. And click Basic button on the right.

2. HTTF 25 9 [ Basic H Advanced ]

5. Select HTTPS in the list on the left column andlcibon ADD to add to right column.
Click OK to exit.

AUTHTCP:113) ~ HTTPS(TCP:443)
BGP(TCP:179)

BOOTPCLIENT(UDP:ES)

BOOTPSERYER(UDP:ET)

CU-SEEME-HI(TCP/UDP:24032)
CU-SEEME-LO(TCRAJDP:7548)
DNS(TCRAUDP:53)

FINGER(TCP:79)

FTP(TCP:20~21] v

6. Check the Enable UDP Bandwidth Control on the otto prevent enormous UDP
traffic of VoIP influent other application.

Quality of Service | Setto Factory Default |
Enable the QoS Control

Direction |OUT '+

Index Class Name Reserved_bandwidth Ratio Setup
1. E-rnail 25 ag, [ Basic ][ Advanced ]
2. HTTP 25 . [ Basic || Advanced |
3. 25 3 [ Basic ][ Advanced ]
4. Others o
Enable UDP Bandwidth Control Limited_bandwidth Ratio|25 %

Online Statistics

[ ok | [ Clearal |

7. If the worker has connected to the headquater dwngto host VPN tunnel. (Please
refer to Chapter 3 VPN for detail instruction),rhay set up an index for it. Enter the
Class Name of Index 3. In this index, he will sssarve bandwidth for 1 VPN tunnel.
And click Advancedbutton on the right.

d
9 .
& '\. VPN tunnel - ' .

Private network Cooperate network
192.168.1.0 192.168.2.0

8. Click edit to open a new window. First, check tH&TAbox. Then clickSrcEdit to set a
worker’s subnet address. CliClestEdit to set headquarter’s subnet address. Leave other
fields and click OK.

Vigor2800 Series User's Guide 127



128

Applications >> Quality of Service

Quality of Service

ACT| Source Address Disczzér:—:?;n DiffServ CodePaoint Service Type
| I = A v
@ EnET

Note: Please choose/setup the Service Type first,

[ oK ][ Cancel ]

4.4 LAN - Created by Using NAT

An example of default setting and the correspondiglgjoyment are shown below. The
default Vigor router private IP address/Subnet Mask92.168.1.1/255.255.255.0. The built-in

DHCP server is enabled so it assigns every locdlddAost an IP address of 192.168.1.x
starting from 192.168.1.10.

Public IP Address:
220,135.240.207

Private Subnet
Router IP Address: 192.168.1.1

1
& W

192,168.1.22 192,168.1.11 192.168.1.12 192.168.1.13

You can just set the settings wrapped inside theeetangles to fit the request of NAT usage.
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LAN >> General Setup

Ethernet TGP / IP and DHCP Setup
LAMN IP Network Configuration

DHCP Server Configuration

For MaT Us3ge @ Enable Server O Disable Server
1st IF Address 192.168.1.1 Relay agent: O 1st Subnet  2nd Subnet
1st Subnet Mask 2552552550 Start IP address 192.168.1.10
Far IP Routing Usage O Enable & Disable IP Poal Counts
2nd IP Address 192.168.2.1 Gateway IP Address 192.168.1.1
2nd Subnet Mask 2552552550 DHCP Server IP address
L for Relay Agent
[ ne =uone Erver ] DMNS Server IP Address
Primary IP address I:I
RIP Frotocal Control
Secondary IP Address I:I

To use another DHCP server in the network ratten the built-in one of Vigor Router, you
have to change the settings as show below.

Public IP Address:
220,135.240.207

Private Subnet
Router IP Address: 192,168.1.1

. 3

192.168.1.22 192.168.1.11

Router

x

192.168.3.22 192.1668.3.11

You can just set the settings wrapped inside theeetangles to fit the request of NAT usage.
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Ethernet TCP / IP and DHCP Setup
LAN IP Network Configuration
For MAT Usage

1st IP Address 192.168.1.1

1st Subnet Mask 2052552550
Far IP Rauting Usage O Enable &) Disahle
2nd IP Address 192.1668.2.1

2nd Subnet Mask 28526522550

DHCP Server Configuration
O Enable Server';_@j]iSable Server

Relay agent; O1st Subnet . 2nd Subnet
Start IP Address

IP Pool Counts

Gateway [P Address
DHCP Server IP Address

| 2nd Subnet DHCP Server

] for Relay Agent

RIP Protocol Control Disahle b4

DNS Server IP Address

Primary [P Address

Secondary IP Address
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4.5 Calling Scenario for VolP function
4.5.1 Calling via SIP Sever

Example 1: Both John and David have SIP Addressesoim different service providers.
John’s SIP URL: 1234@draytel.org, David's SIP URB21@iptel.org

Settings for John
DialPlan index 1

Phone Number: 1111
Display Name: David
SIP URL: 4321 @iptel.org

SIP Accounts Settings ---

Profile Name: draytell
Register via: Auto

SIP Port: 5060 (default)
Domain/Realm: draytel.org
Proxy: draytel.org

Act as outbound proxy:
unhecked

Display Name: John

Account Number/Name: 1234
Authentication ID: unchecked
Password: ****

Expiry Time: (use default value)

CODEC/RTP/DTMF ---
(Use default value)

Settings for David

DialPlan index 1

Phone Number:2222
Display Name: John

SIP URL:1234@draytel.org

SIP Accounts Settings ---
Profile Name: iptel 1
Register via: Auto

SIP Port: 5060(default)
Domain/Realm: iptel.org
Proxy: iptel.org

Act as outbound proxy:
unchecked

Display Name: David
Account Name: 4321
Authentication ID: unchecked
Password: ****

Expiry Time: (use default value)

CODEC/RTP/DTMF ---
(Use default value)
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VolP >> DialPlan Setup

Index No. 1
[ Enable

Phone Number 111
Display Name David

SIP URL 4321

@liptel org

VolP >> SIP Accounts

SIP Account Index No. 1

Profile Name draytel 1 (11 char mar.)

Register via Auto W make call without register

SIP Port 5060

Dormain/Realm draytel org (63 char mar.)
Proxy draytel.org {63 char max.)

[ act as outbound proxy

Display Mame John (23 char max.}

account Mumber/Name 1234 (63 char masx.)

[ authentication 1D (63 char mar.)

Password [LTT] (63 char max.)
Expiry Time Thour % sec
MAT Traversal Support  |Mone v

Ring Port Ovaipr COvalpz

1

Ring Pattern

John calls David ---
He picks up the phone and dials 1111#. (DialPlaon@h
Number for David)

VolP >> DialPlan Setup

Index No. 1
Enable

Phone Number 2222
Display Hame John

SIP URL 1234

g draytel.org

VolIP >> SIP Accounts

SIP Account Index No. 1

Profie Name iptel 1 (11 char max.)

Register via Auto b make call without register

SIP Part SO60

Domain/Realm iptel.org (63 char max.)

Proxy ipytel.org (63 char max.)
[Jact as outbound proxy

Display Marme Dawid (23 char max.)

Account Mumber/Mame 4321 (63 char max.)

[ Authentication 1D (63 char max.)

Passward eses (63 char max.)

Expiry Time 1 hour v sec

MAT Traversal Support  |Mone %

Ring Port Owvorrr Oveirz

Ring Pattern 1

David calls John
He picks up the phone and dials 2222# (DialPlamBho
Number for John)
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Example 2: Both John and David have SIP Addressesoim the same service provider.
John’s SIP URL: 1234@draytel.org , David's SIP URB21@draytel.org

Settings for John

DialPlan index 1

Phone Number: 1111
Display Name: David

SIP URL: 4321 @draytel.org

SIP Accounts Settings ---

Profile Name: draytel 1
Register via: Auto

SIP Port: 5060 (default)
Domain/Realm: draytel.org
Proxy: draytel.org

Act as outbound proxy: unchecked
Display Name: John

Account Number/Name: 1234
Authentication ID: unchecked
Password: ****

Expiry Time: (use default value)

CODEC/RTP/DTMF ---
(Use default value)

Settings for David

DialPlan index 1

Phone Number:2222
Display Name: John

SIP URL:1234@draytel.org

SIP Accounts Settings ---
Profile Name: John

Register via: Auto

SIP Port: 5060(default)
Domain/Realm: draytel.org
Proxy: iptel.org

Act as outbound proxy: unchecked
Display Name: David

Account Name: 4321
Authentication ID: unchecked
Password: ****

Expiry Time: (use default value)

CODEC/RTP/DTMF---
(Use default value)

VolP >> DialPlan Setup

Index No. 1
[FIEnable
Phone humber 1111
Display Name Diavid
SIP URL 4321 @) draytel.org

VolIP >> SIP Accounts

SIP Account Index No. 1

Profile Name draytel 1 (11 char max.)

Reqgister via Auto N, make call without register

SIP Port 5060

Domain/Realm draytel.org (63 char max.)
Prosy draytel.org (63 char max.)

[ &ct as outbound proxy
Display Name John (23 char max.)
aAccount Mumber/Name 1254 (63 char max.)
[ Authentication ID (63 char max.)
Password [ (63 char ma.)
Expiry Time 1 hour v sec
WAT Traversal Support | Mone v
Ring Part Owverrr Ovorre

Ring Pattern 1™

John calls David

He picks up the phone and dials 1111#. (DialPlan
Phone Number for David)  Or,

He picks up the phone and dials 4321#. (David’s
Account Name)

VolP >> DialPlan Setup

Index No. 1
Enable
Phone Number 2222
Display Hame John
SIP URL 1234 @/ draytel.org

VolP >> SIP Accounts

SIP Account Index No. 1

Profile Name draytel 1 (11 char max.)

Register via Auto = make call without register

SIP Port 6060

Dornain/Realmm draytel.arg (63 char max.)
Proxy draytel org (63 char max.)

[ act as outbound proxy
Display Name David
Account Mumber/Name 4321
[0 authentication [0 4321

Password

(23 char max.)
(63 char max.)
(63 char max.)
(63 char max.)

Expiry Time 1hour zec
MAT Traversal Support  |None v

Ring Port Overrr Ovoirz

Ring Pattern 1>

David calls John

He picks up the phone and dials 2222# (DialPlan
Phone Number for John) Or,

He picks up the phone and dials 1234# (John’'s
Account Name)
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4.5.2 Peer-to-Peer Calling

Example 3: Arnor and Paulin have Vigor routers eespely, they can call each othsthout
SIP Registrar. First they must have each otheraddtess and assign an Account Name for

the port used for calling.

Arnor’s SIP URL: 1234@214.61.172.53

Settings for Arnor
DialPlan index 1
Phone Number: 1111
Display Name: paulin
SIP URL: 4321@
203.69.175.24

SIP Accounts Settings ---
Profile Name: Paulin
Register via: None

SIP Port: 5060(default)
Domain/Realm: (blank)
Proxy: (blank)

Act as outbound proxy:
unchecked

Display Name: Arnor
Account Name: 1234

Authentication ID: unchecked

Password: (blank)
Expiry Time: (use default
value)

CODEC/RTP/DTMF---
(Use default value)

Settings for Paulin
DialPlan index 1
Phone Number:2222
Display Name: Arnor
SIP URL:
1234@214.61.172.53

SIP Accounts Settings ---
Profile Name: Arnor
Register via: None

SIP Port: 5060(default)
Domain/Realm: (blank)
Proxy: (blank)

Act as outbound proxy:
unchecked

Display Name: Paulin
Account Name: 4321

Authentication ID: unchecked king Part

Password: (blank)
Expiry Time: (use default
value)
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Paulin’s SIPLUR321@ 203.69.175.24

VolIP >> DialPlan Setup

Index No. 1

Enable
Phone Nurmber R
Display Name paulin

SIP URL 4321

@ |20369.175.24

VolP >> SIP Accounts

SIP Account Index No. 1

Profile Name Paulin (11 char max.)
Register via Mone 4 make call without register
SIP Port 5060

Domain/Realm (63 char max.)

Prosxy (63 char max.)
[act as outbound praxy

Display Mame Arnor (23 char max.)
Account Mumber/Narme 1234 (63 char max.)
O suthentication 10 (63 char max.)
Passward (63 char max.)
Expiry Time 1 hour v sec
MAT Traversal Support  |Mone &

Ovorrt Ovorpe

Ring Pattern 1%

Ring Part

Arnor calls Paulin
He picks up the phone and dids11# (DialPlan Phone
Number for Arnor)

VolIP >> DialPlan Setup

Index No. 1
Enable
Phone Number 22
Display Name Armer
SIP URL 1234 @ 2146117253

VolIP >> SIP Accounts

SIP Account Index No. 1

Profile Name Arnor (11 char max.)
Register via None b make call without register
SIP Port 5060

Domain/Realm (63 char max.}

Proxy (63 char max.)
[J4ct as outbound proxy

Display Name Paulin (23 char max.)

Account Number/Mame 4321
[ suthentication 1D
Password

Expiry Time 1 hour

MAT Traversal Support  |None %

Ring Pattern 1%

Ovarrr Ovolrz

(63 char max.)
(63 char max.)
(63 char max.)
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CODEC/RTP/DTMF--- Paulin calls Arnor
(Use default value) He picks up the phone and di2@22#(DialPlan Phone
Number for John)

4.6 Upgrade Firmware for Your Router

Before upgrading your router firmware, you needstall the Router Tools. THarmware
Upgrade Utility is included in the tools.

1. Insert CD of the router to your CD ROM.
2. From the webpage, please find aliility menu and click it.

3. On the webpage of Utility, clickastall Now! (under Syslog description) to install the
corresponding program.

Please remernber to set as follows in your DrayTels Router

o Zerver [P Address o [P address of the PC that runs the Syslog
e Port Mumber : Defaolt value 514

Install Now! |

4. The fileRTSxxx.exewill be asked to copy onto your computer. Rementheplace of
storing the execution file.

Go towww.draytek.comto find out the newly update firmware for your reu

Access intdSupport Center >> Downloads Find out the model name of the router and
click the firmware link. The Tools of Vigor routerill display as shown below.

Hote : Brief introduction for Tools

Tools of Vigor

.IIIIIIII Bl I A

=
o
o

Fouter Tools 4.0 Englizh O 252003 hlaciD=9 b
Router Tools 245 Englizh 044 252003 [LETeal= hg 445 MB
Router Tools 253 Englizh 01252003 Windowes 1] 083 MB
Smart VPN Client 322 Englizh 2032005 Wincowes 1] 0.54 MB
WTA 28 Englizh 20062005 o s 20000P Zil 065 MB
LFR 1.0 Englizh 2000672005 Wincowes 1] 0.54 WB
TOR

7. Choose the one that matches with your operatingsyand click the corresponding link
to download correct firmware (zip file).

8. Next, decompress the zip file.
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9. Double click on the icon of router tool. The setgard will appear.

iigq Setup - DrayTek Router Tools Y2 5 4

e
Welcome to the DrayTek Router
Tools ¥2.5.4 Setup Wizard

Thiz will inztall DrayT ek Router Tools ¥2.5.4 on your computer.

It iz recommended that you close all other applications before
cantitiuing.

Click Mext to continue, or Cancel to exit Setup.

[ Hest> |[ Cancel ]

10. Follow the onscreen instructions to install thd.téaally, click Finish to end the

installation.

11. From theStart menu, operPrograms and choos®outer Tools XXX >> Firmware

Upgrade Utility .

B DrayTek Firmware Dpgrade Dility

EoX

Cperation Mode Rouker IF:
{*) Upgrade
() Backup Setting Fitrnware File:
Time CQuk{Sec, )
5 Password:
Parkt
69

12. Type in your router IP, usualy92.168.1.1

13. Click the button to the right side of Firmware filgping box. Locate the files that you
download from the company web sites. You will fimat two files with different
extension namesxxx.all (keep the old custom settingg)dxxxx.rst (reset all the
custom settings to default settings). Choose aeyobthem that you need.
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). DrayTek Firmware Dpgrade Thility |Z||:,[E|

Cperation Mode Rouker IF:
(%) Upgrade |192.16Ei.1.1 | E]
) Backup Setting Firmware File:
Time Cut{Sec,) |C:'|,Dn:n:ument5 and SEttings'l,CarriE| E]
Part | |
14. Click Send

). DrayTek Firmware Dpgrade Thility

Cperation Mode Rouker IF:
@& Upgrade f15z.165.1.1 ]
) Backup Setting Firmware File:
Time Cut{Sec,) |C:'|,Dn:n:ument5 and SEttings'l,CarriE| E]
Passwaord;
Part | |
.
Sending. ..
(NRRRNRNNRRNA RN RRRRREN )

15. Now the firmware update is finished.

4.7 Request a certificate from a CA server on Windows CA
Server

CA Server A CA Server B

@ User imports the
certificate as local
certificate to Vigor
Router via web GUI

v &

0 User requests a
certificate issued by CA
Server & and saves it.
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1. Go toCertificate Managementand chooséocal Certificate.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
GENERATE || IMPORT || REFRESH

#E509 Local Certificate

2. You can clickGENERATE button to start to edit a certificate request.eEtte

information in the certificate request.
Certificate Management >> Local Certificate

Generate Certificate Request
Subject Alternative Name

Type Domain Mame »

Domain Name draytek.com

Subject Name
Country (C) T

State (ST)

Location (L)

Qrginization (O Draytek
Qrginization Unit (O

Cormmon Mame {CH)

Email (E) press@draytek.com
Key Type
Key Size

3. Copy and save the X509 Local Certificate Requet &t file and save it for later use.
¥509 Local Certificate Configuration

Mame Subject Status Modify
Local JC=Tw/O=DrayTek/emailaddress... Requesting
GEMERATE || IMPORT || REFRESH
X509 Local Certificate Request
————— BEGIN CERTIFICATE REQUEST-———- ~

MIIBgjCCARMCAQAWOTELMAKGAITEEhMCVF o ED AOEgNVELOTEORYyYE1IUEZW=ID Ae
BgkohkiGowOBCOENEXEyE XN eQGRy TH10EWsu V29t MIGEMAOGCSqGE Th3DOQERLQUA
A4GHADCEIQEEgODQYE7maZ FEFhNS/ IeQnG03 Xk++heFb297aPJ6+gksEBer 1uaswd
h¥dbpE9cUF9dloACGEily/ toeBOckde ZdPFFvIEcPIsiuxaZF j8aeTI9W+ELxwhIlo
*/GOARC WO/ £QzpxroCwlITILS 30/ Enows0951Gvel3aGlylcEcmU? jgeQIDAQLE
oCkwIw¥IKoZ ThveNAOkCHRowGD ATEGIVHREED z ANggt komF SAGVr L TANE gkg
hkiGOwOBAQUF AROBgQEUITK4NE 18 xeLON7neS 0o KWC4h574hhm/ MEkgemE / eWr I
TooxQoghiXfnaRE4rdL jeywBEQ9aVdlHr+t 1 1 LgWgOCxxcH ) 1LE LSt JFTid4iws oo
TV ENhTIRZ g/ It Ta+3twa+51pT+UNGEn) 6 je+gEQTPPEqHuzf 6 tNEEAgA+0==
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4. Connect to CA server via web browser. Follow thstrinction to submit the request.
Below we take a Windows 2000 CA server for examBldectRequest a Certificate

Microsoft Certificate

Welcome

‘You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Cnce you acquire a certificate, you
will be able to securely identify yourself to other people over the web, signyour e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
O Retrieve the CA certificate or certificate revocation list
@ Request a certificate
& Check on a pending certfificate

SelectAdvanced request

Microsoft Certificate

Choose Request Type

Flease select the type of request you would like to make:

O User certificate request:

@ Advanced request

SelectSubmit a certificate request a base64 encoded PKGADO file or a renewal
request using a base64 encoded PKCS #7 file

Microsoft Cerificate Services - vigor

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Note that the policy of the certification
authority (CA) will determine the certificates that you can obtain.

© Submit a certificate request to this CA using a form.
® Submit a certificate request using a basef4 encoded PKCS #10 file or a renewal request using a baset4 encoded PKCS #7 file

© Request a certificate for a smart card on behalf of another user using the Smart Card Enroliment Station.
You must have an enroliment agent centificate to submit a request for ancther user.

Import the X509 Local Certificate Requet text figelectRouter (Offline request) or
IPSec (Offline request)below.

Microsoft C

Submit A Saved Request

Paste a basebd encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application {such as a web
server) into the request field to submit the request to the certification autharity (CA)

Saved Request:

>

77777 BEGIN CERTIFICLTE REQUEST---—- L |
MIIBgiCCARMCAQAWQTELMAKGAIUEBhNCVFCXEDAD

BaseB4 Encoded |BykqhkiGow0BCOEVEXEyZXNzQGRYYX10ZWsuY2ot
Certificate Reguest | 24GNADCELQKBgQDOYETwmZF £FhNS/ TeQnG0 3 Xic++
(PKCS #10 or &) | nX4bpE9cUF9dloACGG1H/ teBOckde ZAPFFvIXCR3
»#/ GOATCTwO/ £Q0zpxroCwlITILE 30/ EndvE0951G v
< | >

Browse for a file to insert

Certificate Template:

Adrriniztrator A

Adrministrator
Additional AttribufAuthenticated Session

Basic EF3
y EFS Recovery Agent
Attributes: | oo

Router (Offline re i

wehhnrg;nrjéf Certification Autharity ‘
Then you have done the request and the serverssugs you a certificate. Sel@&zdse
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64 encodedcertificate andownload CA certificate. Now you should get a certificate
(.cer file) and save it.

5. Back to Vigor router, go thocal Certificate. Click IMPORT button and browse the
file to import the certificate (.cer file) into Vag router. When finished, click refresh and
you will find the below window showing “------ BEGIN CERTIFICATE------..... ”

¥509 Local Certificate Configuration

Name Subject Status Modify
Local Jemaildddress=press@draytek.... Mot Walid Yet
GENERATE || IMPORT |[ REFREEH
X509 Local Certificate
————— BEGIN CERTIFICATE--—-—-— -

MITElzCCBECOAWIBAQIKYERISALBLALARTANEgkhkiGSwOEAQUF AD AAMQS T QYD
VOQGEwWIVUIZEOMAWGAITEAXNF drolnb3 TwHheNHD TuOD Mwk ) MxNj Uz The NN Do woD Hu
NiMxNiUeWIBENS AvHgYIKo ZThwveNAQKEF hFuenWVzcO0EkemF SAGVELNvh TELHAKG
AIUEBhNCVF e EDAQEQVE Lo TEORyTEITZWswg 28 wD QT IO Z Thw cAQEBEQAD VDL
HIGJAoGEANBgHYC ZKVEWEIZShoCehTdeT76GoVvhito8nr 6C3wF ovEErnieFfhun
z1xQE12WghI¥alz+1wESyR1x 108UTEhdw,/ eze?Fr ¥WPxp S0P 1b4 0vHCE Wi HELQD
5J08799D0OnGUyLCTIONCENLTEGEZ / nT3nTad7doaXLVwRy ZTudp SAgMBALG ] yLd
MIICSDAWEBYNWHEEED z ANyt kewF SdGVr LrNvh TAABgNVHOA EF gOTMunRLYGO Yo Z1WTM
Bikw+DVoFVhyqdswVATDVED JBEOWS4ATzQ EORhRac 162 17T me sHR4TOZ80yh IaQt
MEOXCeAJEGNVEAYTAIVTHOAwD AYDVOQODEWVZ alldveoIQFS3 ZC3NEYoF GR+xghb HE
FDCE/gVDVROLBEIHZMIH=MIG30IG00IGxhoGubGRhcDovLySD T 12aldve igeK3xD hd

6. You may review the detail information of the cectifte by clickingview button.
Certificate Information

Mame : Local
Issuer @ JC=US/CH=vigor
Subject : Jemailadddress=press@draytek.com/C=TW /O=DrayTek

Subject Alternative DNS: draytek.com

Mame .
Yalid Fram Aug 30 23:16: 53 2005 GMT
Yalid To Aug 30 23:16: 53 2007 GMT

4.8 Request a CA Certificate and Set as Trusted on Windows CA
Server

CA Server A CA Server B

@, User imports the CA
certificate as trusted
CA certificate to Vigor
Router via web GUI

- |

User retrieves the CA
certificate of CA Server B
and saves it.

Vigor2800 Series User's Guide 139



1. Use web browser connecting to the CA server thatwould like to retrieve its CA
certificate. ClickRetrive the CA certificate or certificate recoring list.

a Microsoft Certificate Services - Microsoft Internet Explorer

WEE FEED WO BEHEEW TAD HRED

Qt=-0 HRAM Ous Jromme @ue @ (-2 5- 3
D) ] np 72.16.2.1T0Hcerbsrd

msi -| v Qmm - SEERT (BB (X HEWRERE G19 - o Homsl 35 Mesenger |2 #AM30

;'r

v| BBz & >

Microsoft Certific

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you

will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
@Retrieve the CA certificate or certificate revocation list
ORequest a certificate
O Check on a pending certificate

2. In Choose file to downloadclick CA CertificateCurrent andBase 64 encodedind
Download CA certificate to save the .cer. file.

a Microsoft Certificate Services - Microsoft [nternet Explorer
#EE H/EE RO FHSEW TED HAD

Q7 - O MREG Pus fromn: Qv @ -2 =3
#E D) | ] hp:172.16 3.1 T04certsrvertoare ssp

msa¥ - v Pme - smERT  (BE XSEGERE 019 - o0 Hotmail 3§ Mesengw (B HEMN

A&
;'r

> R

Microsoft Certific

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cerification path to allow your computer to trust certificates issued from this certification authority

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically.

Choose file to download:

CA Certificate
Previous [vigor]

ODER encoded or ®Base 64 encoded
Download CA certificate

Download CA certification path

Download latest certificate revocation list

3. Back to Vigor router, go tdrusted CA Certificate. ClickIMPORT button and browse
the file to import the certificate (.cer file) inkdgor router. When finished, click refresh
and you will find the below illustration.

X509 Trusted GA Certificate Gonfiguration

Name Subject Status Modify

Trusted CA-1 /C=US/CN=vigor Mot Vet valid
Trusted Ca-2 s -
Trusted CA-3 - -

[ IMPORT |[ REFRESH |

4. You may review the detail information of the cectite by clickingview button.
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Certificate Detail Information

Certificate Name: Trusted Ca-1

Issuer: JC=US/CH=vigor

Subject: JC=US/CH=vigor

Subject Alternative Mame:

Yalid Fram: Aug 30 23:08:43 2005 GMT
Yalid To: Aug 30 2301747 2007 GMT

Note: Before setting certificate configuration,gde go tdSystem Maintenance
>> Time and Dateto reset current time of the router first.
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O Trouble Shooting

This section will guide you to solve abnormal siiois if you cannot access into the Internet
after installing the router and finishing the walmfiguration. Please follow sections below to
check your basic installation status stage by stage

Checking if the hardware status is OK or not.

Checking if the network connection settings on yoamputer are OK or not.
Pinging the router from your computer.

Checking if the ISP settings are OK or not.

Backing to factory default setting if necessary.

If all above stages are done and the router stilhot run normally, it is the time for you to
contact your dealer for advanced help.

5.1 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware €tatu

1.

3.

Check the power line and WLAN/LAN cable connections
Refer to 2.1 Hardware Installation” for details.

Turn on the router. Make sure tA€T LED blink once per second and the
corresponderitAN LED is bright.

Phone
QoS FXS1 FXS2 VPN DSL Printer P1 P2 P3 P4

1805 8 8 S S

If not, it means that there is something wrong whié hardware status. Simply back to
“2.1 Hardware Installation” to execute the hardware installation again. Amghthry
again.

5.2 Checking If the Network Connection Settings on Your
Computer Is OK or Not

Sometimes the link failure occurs due to the wroetyvork connection settings. After trying
the above section, if the link is stilled failedegse do the steps listed below to make sure the
network connection settings is OK.
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For Windows

The example is based on Windows XP. As to the elesripr other
operation systems, please refer to the similarsstefind support notes in
www.draytek.com.

g Webwork Conneckions

Right-click on Local Area Connection and click oroperties.

Disable
' Status
M
- Repair

Bridge Connections

Create Shortcut

Renarme

-+ ethO Properties

General |.&uthentication Advanced

Cotinect using:

|@ ASUISTek /Broadsam 440 104100 Ir ‘

Thiz conhection uzes the fallowing items:

% Clignt for Microsoft Metworks

.@ File and Printer Sharing for Microsaft Wetwarks
SQDS Packet Scheduler

|nternet Protacal [TCPAP)

Description

Transmizzion Control Protocaol/Internet Pratacol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected
Motify me when this connection hag limited or no connectivity

Ok ] [ Cancel

Go to Control Panel and then double-click on Nekn@onnections.
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4. Select Obtain an IP address automatically and OR&IS server address automatically.

Internet Protocol (TCP/IP) Properties

General | Altermnate Configuration

Yau can get 1P zettings assighed automatically if pour netwark, supparts
thiz capability. Othenwize, you need to ask your network. adrinistrator for
the appropriate IP settings.

(%) Obtain an IP address automatically

(0 Uze the Fallowing IF address:

(C) Use the Following DNS server addresses:

]
]

[ Ok H Cancel ]

For MacOs

1. Double click on the current used MacOs on the dgskt

2. Open theApplication folder and get inttNetwork.

3. OntheNetwork screen, selettising DHCP from the drop down list of Configure IPv4.

86n Network (&)
Show all Di‘sp\a;s Sound Ne[-u;t.nrk Startup Disk
Location: Automatic ﬂ
Show: | Built-in Ethernet ﬂ
{ TCP/IP | PPPoE  AppleTalk Proxies Ethernet
Configure IPv4: '.Using DHCP ﬂ
IP Address: 192.168.1.10 ( Renew DHCP Lease |
Subnet Mask: 255.255.255.0 DHCP Client ID:
(If required)
Router: 192.168.1.1
DNS Servers: (Optionaly
Search Domains: (Optionaly

IPv6 Address: fe80:0000:0000:0000:020a:95ff:fe8d:72e4

( Configure IPv6... ) 1o
—_—— L
.{n T
if | Click the lock to prevent further changes. ([ Assistme.. ) ( Apply Now )
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5.3 Pinging the Router from Your Computer

The default gateway IP address of the router is1B81.1. For some reason, you might need
to use “ping” command to check the link statushef touter The most important thing is

that the computer will receive a reply from 192.16&..1.If not, please check the IP address
of your computer. We suggest you setting the ndtwonnection aget IP automatically.
(Please refer to the section 4.2)

Please follow the steps below to ping the routerecoly.

For Windows
1. Open theCommand Prompt window (fronBtart menu> Run).

2. Typecommand (for Windows 95/98/ME) ocmd (for Windows NT/ 2000/XP). The
DOS command dialog will appear.

e Command Prompt

Microsoft Windows XP [Uersion 5.1.26881
(C> Copyright 1985-200@1 Microsoft Corp.

D:~Documents and Settings\faelping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: hytes=32 time<{ilms TTL=255
Reply from 192_168.1.1: bytes=32 time{ims TTL=255
Reply from 192.168.1.1: bytes=32 time{ims TTL=255
Reply from 192.168.1.1: hytes=32 time{ims TTL=255

Ping statistics for 192_168.1.1:

Packets: Sent = 4, Received = 4, Lost = B {(B% loss>.
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms, Average = Bmz

D:~Documents and Settings“fae>_

3. Type ping 192.168.1.1 and press [Enter]. It thke iNOK, the line of “Reply from
192.168.1.1:bytes=32 time<lms TTL=25" will appear.

4. If the line does not appear, please check the déiPead setting of your computer.

For MacOs (Terminal)

Double click on the current used MacOs on the agskt
Open theApplication folder and get intdJtilities.

Double clickTerminal. The Terminal window will appear.

Typeping 192.168.1.1and press [Enter]. It the link is OK, the line“6# bytes from
192.168.1.1: icmp_seg=0 ttI=255 time=xxxx rhevill appear.

P wnNPRF
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ene6 Terminal — bash — 80x24

Last login: Sat Jon 3 BZ:24:18 on ttwpl 5
Welcome to Darwin!

Yigorld:~ drovtek} ping 192.168.1.1

PING 192.1658.1.1 (192,1658.1.1%: 56 data bytes

64 bytes from 192.168.1.1: icmp_zeq=8 Ltl=286 Lime=8.755 mz
64 bytes from 192.168.1.1: icmp_zeq=1 Ltl=286 Lime=8.697 mz
64 bytes from 192.168.1.1: icmp_zeq=2 Ltl=286 Lime=8.716 mz
64 bytes from 192.168.1.1: icmp_zeq=3 Ltl=286 Lime=8.731 mz
64 bytes from 192.168.1.1: icmp_zeq=4 Ltl=2B6 Lime=8.7Z ns
AL

-— 192.168.1.1 ping statistics ——

b pockets tronzmitted, 5 pockets received, B% packet loss
round-trip mindavgsmax = B.697/8.723/8.755 ms

Vigorid:~ drayteks ]
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5.4 Checking If the ISP Settings are OK or Not

Click Internet Accessgroup and then check whether the ISP settingsearesrectly.

» PPPoE | PPPoA

F MPoA (RFC1483/2684)
F Multi-PVCs
LAN

For PPPoE/PPPOA Users
1. Check if theEnable option is selected.

2. Check ifUsernameandPasswordare entered with correct values that god from
your ISP.

Internet Access >> PPPoE { PPPoA

PPPoE / PPPoA Client Mode

PPPOE/PPPoA Client  ®Enazble O Disable ISP Access Setup
DSL Modem Settings Username |Eit1005?55@hinet.net
Multi-PvC channel | Channel 1 Vl
PPP Authentication PAF or CHAR +
] slways On
E lating T LLC/SHAP )
nespsdiating Type Idle Timeout I:I SECDﬂd(S)
Protocol PPPoE v -
. - IP Address From ISP WAN IP Alias
Modulation | Multirmode Vl

Fiked IP O ¥es ®No (Dynamic IP)

PPPOE Pass-through Fixed IP Address I:I

CFor wired LAN
* 1 Required for some 1SPs

ISDN Dial Backup Setup @ Default MAC Address
Dial Backup Made O Specify a MAC Address

MAC Address .

Index{1-15) in Schedule Setup:

1|

i
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For MPoA Users
1. Check if theEnable option for Broadband Access is selected.
Internet Access >> MPoA (RFC1483/2684)

—MPoA (REC1483/26084) Mode __

MPoA (RFC1483/2684) ® Enable O Disable WAN IP Network Settings
(O Obtain an IP address automatically

DSL Modem Settings

Router Name *

Multi-PYC channel Channel 2 v . .
Daomain Mame
Encapsulation [—]
i WYAN [P Alias
1483 Routed IF LLG F Specify an IP address
IP Address 0.0.0.0
WPI g
Subnet Mask 0.0.0.0
WCI 36
Gat 1P add
Modulation Multirnode v =L LD

* 1 Reguired for some ISPs

ISDN Dial Backup Setup ® Dfault MAC Add
efau ress

Dial Backup Mode MNone v A
O Specify a MAC Address
RIP Protocol MAC Address .
0o |50 \7F |00 |00 |01
[IEnable RIP
i DNS Server IP Address
Bridge Mode

Enable Bridge Made Primary IP Address

Secondary IP Address

2. Check if all parameters @SL Modem Settingsare entered with correct value that
provided by your ISP. Especially, check if the gysdation is selected properly or not
(it should be the same with the settingQuick Start Wizard).

3. Check ifIP Address, Subnet MaskandGateway are set correctly (must identify with
the values from your ISP) if you chodSpecify an IP address

5.5 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improvedtoymag to the default settings. Try to
reset the router by software or hardware.

Warning: After pressingactory default setting, you will loose all setting
you did before. Make sure you have recorded alulisettings before you
pressing. The password of factory default is null.

o

Software Reset
You can reset the router to factory default via \[dege.

Go toSystem MaintenanceandchooseReboot Systenon the web page. The following
screen will appear. Choosksing factory default configuration and clickOK. After few
seconds, the router will return all the settingthtfactory settings.
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System Maintenance >> Reboot System

Reboot System

Do You want to reboot your router ?

® Using current configuration
O Using factary default configuration

Hardware Reset

While the router is running (ACT LED blinking), m®theFactory Resetbutton and hold for
more than 5 seconds. When you seedtid LED blinks rapidly, please release the button.
Then, the router will restart with the default agnfation.

Factory

rrrrrrr

After restore the factory default setting, you canfigure the settings for the router again to
fit your personal request.

5.6 Contacting Your Dealer

If the router still cannot work correctly after img many efforts, please contact your dealer for
further help right away. For any questions, pldaséfree to send e-mail to

support@draytek.com.
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