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FCC Warning

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference
when the equipment is operated in a commercial environment. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accordance with this user’s guide, may cause harmful
interference to radio communications. Operation of this equipment in a residential area is likely to cause harmful
interference in which case the user will be required to correct the interference at his own expense.

CE Mark Warning

This is a Class A product. In a domestic environment, this product may cause radio interference in which case
the user may be required to take adequate measures.

Warnung!

Dies ist ein Produkt der Klasse A. Im Wohnbereich kann dieses Produkt Funkstoerungen verursachen. In diesem
Fall kann vom Benutzer verlangt werden, angemessene Massnahmen zu ergreifen.

Precaucion!

Este es un producto de Clase A. En un entorno doméstico, puede causar interferencias de radio, en cuyo case,
puede requerirse al usuario para que adopte las medidas adecuadas.

Attention!

Ceci est un produit de classe A. Dans un environnement domestique, ce produit pourrait causer des interférences
radio, auquel cas I utilisateur devrait prendre les mesures adéquates.

Attenzione!

Il presente prodotto appartiene alla classe A. Se utilizzato in ambiente domestico il prodotto pud causare
interferenze radio, nel cui caso € possibile che I'utente debba assumere provvedimenti adeguati.

VCCI Warning
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Warranty and Registration for all Countries and
Regions Except USA

Wichtige Sicherheitshinweise

1.  Bitte lesen Sie sich diese Hinweise sorgfaltig durch.
2. Heben Sie diese Anleitung flir den spatern Gebrauch auf.

3. Vor jedem Reinigen ist das Gerat vom Stromnetz zu trennen. Vervenden Sie keine Fllissig- oder Aerosolreiniger. Am besten
dient ein angefeuchtetes Tuch zur Reinigung.

4. Um eine Beschadigung des Gerates zu vermeiden sollten Sie nur Zubehorteile verwenden, die vom Hersteller zugelassen sind.
5. Das Gerét is vor Feuchtigkeit zu schiitzen.

6. Bei der Aufstellung des Gerétes ist auf sichern Stand zu achten. Ein Kippen oder Fallen kénnte Verletzungen hervorrufen.
Verwenden Sie nur sichere Standorte und beachten Sie die Aufstellhinweise des Herstellers.

7. Die Beltiftungséffnungen dienen zur Luftzirkulation die das Gerat vor Uberhitzung schiitzt. Sorgen Sie dafiir, daf® diese
Offnungen nicht abgedeckt werden.

8. Beachten Sie beim Anschluf® an das Stromnetz die Anschluwerte.
9. Die Netzanschluf3steckdose muf$ aus Grunden der elektrischen Sicherheit einen Schutzleiterkontakt haben.

10. Verlegen Sie die Netzanschlufleitung so, dal niemand dartiber fallen kann. Es sollete auch nichts auf der Leitung abgestellt
werden.

11. Alle Hinweise und Warnungen die sich am Geréten befinden sind zu beachten.

12. Wird das Gerat tiber einen langeren Zeitraum nicht benutzt, sollten Sie es vom Stromnetz trennen. Somit wird im Falle einer
Uberspannung eine Beschadigung vermieden.

13. Durch die Luftungséffnungen durfen niemals Gegenstdnde oder Flissigkeiten in das Gerat gelangen. Dies kénnte einen
Brand bzw. Elektrischen Schlag auslosen.

14. Offnen Sie niemals das Gerdt. Das Gerat darf aus Grinden der elektrischen Sicherheit nur von authorisiertem
Servicepersonal geoffnet werden.

15. Wenn folgende Situationen auftreten ist das Gerat vom Stromnetz zu trennen und von einer qualifizierten Servicestelle zu
Uberpriifen:

a.  Netzkabel oder Netzstecker sint beschadigt.
b.  Flussigkeit ist in das Gerat eingedrungen.
c. Das Gerat war Feuchtigkeit ausgesetzt.

d. Wenn das Gerat nicht der Bedienungsanleitung ensprechend funktioniert oder Sie mit Hilfe dieser Anleitung
keine Verbesserung erzielen.

e. Das Gerat ist gefallen und/oder das Geh&use ist beschadigt.
f. Wenn das Geréat deutliche Anzeichen eines Defektes aufweist.

16. Bei Reparaturen dirfen nur Orginalersatzteile bzw. den Orginalteilen entsprechende Teile verwendet werden. Der Einsatz von
ungeeigneten Ersatzteilen kann eine weitere Beschadigung hervorrufen.

17. Wenden Sie sich mit allen Fragen die Service und Repartur betreffen an Thren Servicepartner. Somit stellen Sie die
Betriebssicherheit des Geréates sicher.

18. Zum Netzanschluf3 dieses Gerates ist eine geprufte Leitung zu verwenden, Fur einen Nennstrom bis 6A und einem
Gerategewicht gréfer 3kg ist eine Leitung nicht leichter als HOSVV-F, 3G, 0.75mm?2 einzusetzen.

WARRANTIES EXCLUSIVE

IF THE D-LINK PRODUCT DOES NOT OPERATE AS WARRANTED ABOVE, THE CUSTOMER'S SOLE REMEDY SHALL BE, AT D-
LINK'S OPTION, REPAIR OR REPLACEMENT. THE FOREGOING WARRANTIES AND REMEDIES ARE EXCLUSIVE AND ARE IN
LIEU OF ALL OTHER WARRANTIES, EXPRESSED OR IMPLIED, EITHER IN FACT OR BY OPERATION OF LAW, STATUTORY OR
OTHERWISE, INCLUDING WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. D-LINK NEITHER
ASSUMES NOR AUTHORIZES ANY OTHER PERSON TO ASSUME FOR IT ANY OTHER LIABILITY IN CONNECTION WITH THE
SALE, INSTALLATION MAINTENANCE OR USE OF D-LINK'S PRODUCTS.

D-LINK SHALL NOT BE LIABLE UNDER THIS WARRANTY IF ITS TESTING AND EXAMINATION DISCLOSE THAT THE ALLEGED
DEFECT IN THE PRODUCT DOES NOT EXIST OR WAS CAUSED BY THE CUSTOMER'S OR ANY THIRD PERSON'S MISUSE,
NEGLECT, IMPROPER INSTALLATION OR TESTING, UNAUTHORIZED ATTEMPTS TO REPAIR, OR ANY OTHER CAUSE BEYOND
THE RANGE OF THE INTENDED USE, OR BY ACCIDENT, FIRE, LIGHTNING OR OTHER HAZARD.

LIMITATION OF LIABILITY

IN NO EVENT WILL D-LINK BE LIABLE FOR ANY DAMAGES, INCLUDING LOSS OF DATA, LOSS OF PROFITS, COST OF COVER
OR OTHER INCIDENTAL, CONSEQUENTIAL OR INDIRECT DAMAGES ARISING OUT THE INSTALLATION, MAINTENANCE, USE,
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PERFORMANCE, FAILURE OR INTERRUPTION OF A D- LINK PRODUCT, HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY. THIS LIMITATION WILL APPLY EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

IF YOU PURCHASED A D-LINK PRODUCT IN THE UNITED STATES, SOME STATES DO NOT ALLOW THE LIMITATION OR
EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION MAY NOT APPLY TO
YOU.

Limited Warranty

Hardware:

D-Link warrants each of its hardware products to be free from defects in workmanship and materials under normal use and service
for a period commencing on the date of purchase from D-Link or its Authorized Reseller and extending for the length of time
stipulated by the Authorized Reseller or D-Link Branch Office nearest to the place of purchase.

This Warranty applies on the condition that the product Registration Card is filled out and returned to a D-Link office within ninety
(90) days of purchase. A list of D-Link offices is provided at the back of this manual, together with a copy of the Registration Card.

If the product proves defective within the applicable warranty period, D-Link will provide repair or replacement of the product.
D-Link shall have the sole discretion whether to repair or replace, and replacement product may be new or reconditioned.
Replacement product shall be of equivalent or better specifications, relative to the defective product, but need not be identical. Any
product or part repaired by D-Link pursuant to this warranty shall have a warranty period of not less than 90 days, from date of
such repair, irrespective of any earlier expiration of original warranty period. When D-Link provides replacement, then the defective
product becomes the property of D-Link.

Warranty service may be obtained by contacting a D-Link office within the applicable warranty period, and requesting a Return
Material Authorization (RMA) number. If a Registration Card for the product in question has not been returned to D-Link, then a
proof of purchase (such as a copy of the dated purchase invoice) must be provided. If Purchaser's circumstances require special
handling of warranty correction, then at the time of requesting RMA number, Purchaser may also propose special procedure as may
be suitable to the case.

After an RMA number is issued, the defective product must be packaged securely in the original or other suitable shipping package
to ensure that it will not be damaged in transit, and the RMA number must be prominently marked on the outside of the package.
The package must be mailed or otherwise shipped to D-Link with all costs of mailing/shipping/insurance prepaid. D-Link shall
never be responsible for any software, firmware, information, or memory data of Purchaser contained in, stored on, or integrated
with any product returned to D-Link pursuant to this warranty.

Any package returned to D-Link without an RMA number will be rejected and shipped back to Purchaser at Purchaser's expense,
and D-Link reserves the right in such a case to levy a reasonable handling charge in addition mailing or shipping costs.

Software:

Warranty service for software products may be obtained by contacting a D-Link office within the applicable warranty period. A list
of D-Link offices is provided at the back of this manual, together with a copy of the Registration Card. If a Registration Card for the
product in question has not been returned to a D-Link office, then a proof of purchase (such as a copy of the dated purchase
invoice) must be provided when requesting warranty service. The term "purchase" in this software warranty refers to the purchase
transaction and resulting license to use such software.

D-Link warrants that its software products will perform in substantial conformance with the applicable product documentation
provided by D-Link with such software product, for a period of ninety (90) days from the date of purchase from D-Link or its
Authorized Reseller. D-Link warrants the magnetic media, on which D-Link provides its software product, against failure during
the same warranty period. This warranty applies to purchased software, and to replacement software provided by D-Link pursuant
to this warranty, but shall not apply to any update or replacement which may be provided for download via the Internet, or to any
update which may otherwise be provided free of charge.

D-Link's sole obligation under this software warranty shall be to replace any defective software product with product which substantially conforms to D-Link's
applicable product documentation. Purchaser assumes responsibility for the selection of appropriate application and system/platform software and associated
reference materials. D-Link makes no warranty that its software products will work in combination with any hardware, or any application or system/platform
software product provided by any third party, excepting only such products as are expressly represented, in D-Link's applicable product documentation as being
compatible. D-Link's obligation under this warranty shall be a reasonable effort to provide compatibility, but D-Link shall have no obligation to provide
compatibility when there is fault in the third-party hardware or software. D-Link makes no warranty that operation of its software products will be uninterrupted
or absolutely error-free, and no warranty that all defects in the software product, within or without the scope of D-Link's applicable product documentation, will
be corrected.
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Warranty and Registration Information for USA Only

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited warranty for its product
only to the person or entity that originally purchased the product from:

. D-Link or its authorized reseller or distributor and

. Products purchased and delivered within the fifty states of the United States, the District of Columbia, U.S. Possessions
or Protectorates, and U.S. Military Installations, addresses with an APO or FPO.

Limited Warranty: D-Link warrants that the hardware portion of the D-Link products described below will be free from material
defects in workmanship and materials from the date of original retail purchase of the product, for the period set forth below
applicable to the product type (“Warranty Period”), except as otherwise stated herein.

5-Year Limited Warranty for the Product(s) is defined as follows:
. Hardware (excluding power supplies and fans) Five (5) Years
. Power Supplies and Fans Three (3) Year
. Spare parts and spare kits Ninety (90) days

D-Link’s sole obligation shall be to repair or replace the defective Hardware during the Warranty Period at no charge to the original
owner or to refund at D-Link’s sole discretion. Such repair or replacement will be rendered by D-Link at an Authorized D-Link
Service Office. The replacement Hardware need not be new or have an identical make, model or part. D-Link may in its sole
discretion replace the defective Hardware (or any part thereof) with any reconditioned product that D-Link reasonably determines is
substantially equivalent (or superior) in all material respects to the defective Hardware. Repaired or replacement Hardware will be
warranted for the remainder of the original Warranty Period from the date of original retail purchase. If a material defect is
incapable of correction, or if D-Link determines in its sole discretion that it is not practical to repair or replace the defective
Hardware, the price paid by the original purchaser for the defective Hardware will be refunded by D-Link upon return to D-Link of
the defective Hardware. All Hardware (or part thereof) that is replaced by D-Link, or for which the purchase price is refunded, shall
become the property of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software”) will substantially conform to
D-Link’s then current functional specifications for the Software, as set forth in the applicable documentation, from the date of
original retail purchase of the Software for a period of ninety (90) days (“Warranty Period”), provided that the Software is properly
installed on approved hardware and operated as contemplated in its documentation. D-Link further warrants that, during the
Warranty Period, the magnetic media on which D-Link delivers the Software will be free of physical defects. D-Link’s sole obligation
shall be to replace the non-conforming Software (or defective media) with software that substantially conforms to D-Link’s
functional specifications for the Software or to refund at D-Link’s sole discretion. Except as otherwise agreed by D-Link in writing,
the replacement Software is provided only to the original licensee, and is subject to the terms and conditions of the license granted
by D-Link for the Software. Software will be warranted for the remainder of the original Warranty Period from the date or original
retail purchase. If a material non-conformance is incapable of correction, or if D-Link determines in its sole discretion that it is not
practical to replace the non-conforming Software, the price paid by the original licensee for the non-conforming Software will be
refunded by D-Link; provided that the non-conforming Software (and all copies thereof) is first returned to D-Link. The license
granted respecting any Software for which a refund is given automatically terminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for hardware and software of D-Link's products, will
not be applied to and does not cover any product purchased through the inventory clearance or liquidation sale or other sales in
which D-Link, the sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the product and in that case,
the product is being sold "As-Is" without any warranty whatsoever including, without limitation, the Limited Warranty as described
herein, notwithstanding anything stated herein to the contrary.

Submitting A Claim: Any claim under this limited warranty must be submitted in writing before the end of the Warranty Period to
an Authorized D-Link Service Office.

. The customer must submit as part of the claim a written description of the Hardware defect or Software nonconformance
in sufficient detail to allow D-Link to confirm the same.

. The original product owner must obtain a Return Material Authorization (“RMA”) number from the Authorized D-Link
Service Office and, if requested, provide written proof of purchase of the product (such as a copy of the dated purchase
invoice for the product) before the warranty service is provided.

. After an RMA number is issued, the defective product must be packaged securely in the original or other suitable
shipping package to ensure that it will not be damaged in transit, and the RMA number must be prominently marked on
the outside of the package. Do not include any manuals or accessories in the shipping package. D-Link will only replace
the defective portion of the Product and will not ship back any accessories.

. The customer is responsible for all shipping charges to D-Link. No Charge on Delivery (“COD”) is allowed. Products sent
COD will either be rejected by D-Link or become the property of D-Link. Products should be fully insured by the
customer and shipped to D-Link Systems, Inc., 53 Discovery Drive, Irvine, CA 92618. D-Link will not be held responsible
for any packages that are lost in transit to D-Link. The repaired or replaced packages will be shipped via UPS Ground or
any common carrier selected by D-Link, with shipping charges prepaid. Expedited shipping is available if shipping
charges are prepaid by the customer.

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the foregoing requirements, or
for which an RMA number is not visible from the outside of the package. The product owner agrees to pay D-Link’s reasonable
handling and return shipping charges for any product that is not packaged and shipped in accordance with the foregoing
requirements, or that is determined by D-Link not to be defective or non-conforming.

What Is Not Covered: This limited warranty provided by D-Link does not cover: Products, if in D-Link’s judgment, have been
subjected to abuse, accident, alteration, modification, tampering, negligence, misuse, faulty installation, lack of reasonable care,
repair or service in any way that is not contemplated in the documentation for the product, or if the model or serial number has

\Y
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been altered, tampered with, defaced or removed; Initial installation, installation and removal of the product for repair, and shipping
costs; Operational adjustments covered in the operating manual for the product, and normal maintenance; Damage that occurs in
shipment, due to act of God, failures due to power surge, and cosmetic damage; Any hardware, software, firmware or other
products or services provided by anyone other than D-Link; Products that have been purchased from inventory clearance or
liquidation sales or other sales in which D-Link, the sellers, or the liquidators expressly disclaim their warranty obligation
pertaining to the product. Repair by anyone other than D-Link or an Authorized D-Link Service Office will void this Warranty.

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE PRODUCT IS PROVIDED
“AS-IS” WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER INCLUDING, WITHOUT LIMITATION, ANY WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT
BE DISCLAIMED IN ANY TERRITORY WHERE A PRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY SHALL BE
LIMITED TO NINETY (90) DAYS. EXCEPT AS EXPRESSLY COVERED UNDER THE LIMITED WARRANTY PROVIDED HEREIN, THE
ENTIRE RISK AS TO THE QUALITY, SELECTION AND PERFORMANCE OF THE PRODUCT IS WITH THE PURCHASER OF THE
PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE UNDER ANY CONTRACT,
NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE THEORY FOR ANY LOSS OF USE OF THE PRODUCT,
INCONVENIENCE OR DAMAGES OF ANY CHARACTER, WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
(INCLUDING, BUT NOT LIMITED TO, DAMAGES FOR LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK STOPPAGE,
COMPUTER FAILURE OR MALFUNCTION, FAILURE OF OTHER EQUIPMENT OR COMPUTER PROGRAMS TO WHICH D-LINK’S
PRODUCT IS CONNECTED WITH, LOSS OF INFORMATION OR DATA CONTAINED IN, STORED ON, OR INTEGRATED WITH ANY
PRODUCT RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING FROM THE USE OF THE PRODUCT, RELATING TO
WARRANTY SERVICE, OR ARISING OUT OF ANY BREACH OF THIS LIMITED WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES. THE SOLE REMEDY FOR A BREACH OF THE FOREGOING LIMITED WARRANTY IS
REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT. THE MAXIMUM LIABILITY OF D-
LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE OF THE PRODUCT COVERED BY THE WARRANTY. THE
FOREGOING EXPRESS WRITTEN WARRANTIES AND REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF ANY OTHER
WARRANTIES OR REMEDIES, EXPRESS, IMPLIED OR STATUTORY.

Governing Law: This Limited Warranty shall be governed by the laws of the state of California. Some states do not allow exclusion
or limitation of incidental or consequential damages, or limitations on how long an implied warranty lasts, so the foregoing
limitations and exclusions may not apply. This limited warranty provides specific legal rights and the product owner may also have
other rights which vary from state to state.

Notice of IEEE802.11a 5Ghz radio usage in the European Community

e At the time of writing this addendum, some countries such as Italy, Greece, Portugal and Spain hasn’t allowed operation of radio
devices in the 5Ghz bands, although operation of 2.4Ghz radio devices are allowed. Please check with your local authority to confirm.

e This device is restricted to indoor use when operated in the European Community using channels in the 5.15-5.35 GHz band to
reduce the potential for interference.

Usage Notes:

e Toremain in conformance with European National spectrum usage regulations, frequency and channel limitations will be applied on
the products according to the country where the equipment will be deployed.

e This device is restricted from functioning in Ad-hoc mode while operating in 5Ghz. Ad-hoc mode is direct peer-to-peer
communication between two client devices without an Access Point.

e Access points will support DFS (Dynamic Frequency Selection) and TPC (Transmit Power Control) functionality as required when
operating in 5Ghz within the EU.

Allowable 802.11a Frequencies and Channels Countries

5.15-5.25 GHz Liechtenstein, Hungary, Switzerland

(Channels 36, 40, 44, 48)

5.15-5.25 Ghz & 5.725-5.875 Ghz Austria

(Channels 36, 40, 44, 48, 149, 153, 157, 161, 165, 169)

5.15-5.35 GHz France, Slovak

(Channels 36, 40, 44, 48, 52, 56, 60, 64)

5.15-5.35 & 5.47-5.725 GHz Denmark, Germany, Iceland, Finland, Netherlands, Norway, Poland,
Sweden, Slovenia, Luxembourg, U.K., Ireland

(Channels 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124,
128, 132, 136, 140)

5.15-5.35 Ghz & 5.725-5.875 Ghz Czech Republic

(Channels 36, 40, 44, 48, 52, 56, 60, 64, 149, 153, 157, 161, 165, 169)

Vi
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|EEE 802.11b 2.4Ghz operation Countries

2.4-2.4835 Ghz

Rest of EU Community

2.4465-2.4835 Ghz France

(Channels 10,11,12,13)

European Community Declaration of Conformity:

English

Finnish

Dutch

French

Swedish

Danish

German

Greek

Italian

Spanish

Portuguese

Hereby, D-Link Corporation declares that this Wireless LAN device is in compliance with the essential requirements and other relevant
provisions of Directive 1999/5/EC.

Valmistaja D-Link Corporation vakuuttaa taten ettd Wireless LAN device tyyppinen laite on direktiivin 1999/5/EY oleellisten
vaatimusten ja sitd koskevien direktiivin muiden ehtojen mukainen.

Hierbij verklaart D-Link Corporation dat het toestel Wireless LAN device in overeenstemming is met de essentiéle eisen en de andere
relevante bepalingen van richtlijn 1999/5/EG

Bij deze verklaart D-Link Corporation dat deze Wireless LAN device voldoet aan de essentiéle eisen en aan de overige relevante
bepalingen van Richtlijn 1999/5/EC.

Par la présente D-Link Corporation déclare que l'appareil Wireless LAN device est conforme aux exigences essentielles et aux autres
dispositions pertinentes de la directive 1999/5/CE

Par la présente, D-Link Corporation déclare que ce Wireless LAN device est conforme aux exigences essentielles et aux autres
dispositions de la directive 1999/5/CE qui lui sont applicables

Harmed intygar D-Link Corporation att denna Wireless LAN device star | Gverensstimmelse med de vasentliga egenskapskrav och évriga
relevanta bestimmelser som framgér av direktiv 1999/5/EG.

Undertegnede D-Link Corporation erklarer herved, at falgende udstyr Wireless LAN device overholder de vasentlige krav og svrige
relevante krav i direktiv 1999/5/EF

Hiermit erklart D-Link Corporation dass sich dieser/diese/dieses Wireless LAN device in Ubereinstimmung mit den grundlegenden
Anforderungen und den anderen relevanten Vorschriften der Richtlinie 1999/5/EG befindet". (BMWi)

Hiermit erklart D-Link Corporation die Ubereinstimmung des Gerétes Wireless LAN device mit den grundlegenden Anforderungen und
den anderen relevanten Festlegungen der Richtlinie 1999/5/EG. (Wien)

ME THN I[IAPOYXAD-Link Corporation AHAQNEI OTI Wireless LAN device ZYMMOP®QNETAI IIPOX TIX OYZIQAEIY
AINAITHEEIY KAI TIX AOHTEX SXETIKEX AIATAZEIY THY OAHIIAX 1999/5/EK

Con la presente D-Link Corporation dichiara che questo Wireless LAN device & conforme ai requisiti essenziali ed alle altre disposizioni
pertinenti stabilite dalla direttiva 1999/5/CE.

Por medio de la presente D-Link Corporation declara que el Wireless LAN device cumple con los requisitos esenciales y cualesquiera
otras disposiciones aplicables o exigibles de la Directiva 1999/5/CE

D-Link Corporation declara que este Wireless LAN device estd conforme com 0s requisitos essenciais e outras disposi¢des da Directiva 199:

vii




DSL-G604T DSL Router User’s Guide

AVERTISSEMENT AUX UTILISATEURS

L’utilisation des bandes de fréquences des 2.4GHz et 5GHz pour les RLAN est réglementée par I’ART (Autorité de Régulation des
Télécoms).

BANDE DE FREQUENCES DES 2.4GHZ

La décision N° 02-1008 en date du 31 octobre 2002 autorise I’utilisation d’une partie de la bande de fréquences 2400-2483,5 MHz pour
les réseaux locaux radioéléctriques (RLAN) comme suit :

L’utilisation de la bande 2400-2446,5 MHz est autorisée a I’intérieur des batiments avec une puissance isotrope rayonnée équivalente (PIRE)
limitée & 10 mW et que I’utilisation de la bande 2446,5-2483,5 MHz est autorisée a I’intérieur des batiments avec une PIRE limitée & 100 mW.
L’utilisation en extérieur est soumise a demande d’autorisation sur la bande de fréquences de 2446,5-2483,5 MHz avec une puissance limitée a
100mw.

Dans certains départements, dont la liste est publiée par I'Autorité de régulation des télécommunications, I'utilisation de la totalité de la bande
2400- 2483,5 MHz est autorisée a I'intérieur des batiments avec une puissance isotrope rayonnée équivalente maximale de 100 mW.

Dans ces mémes départements, l'utilisation de la bande 2400-2454 MHz est autorisée a I'extérieur des batiments avec une puissance isotrope
rayonnée équivalente maximale de 100 mW et I'utilisation de la bande 2454-2483,5 MHz est autorisée a I'extérieur des batiments avec une
puissance isotrope rayonnée équivalente maximale de 10 mW.

L’Autorité poursuit les négociations avec le ministére de la Défense en vue de I’ouverture de la totalité de la bande 2400-2483,5 MHz en
intérieur et en extérieur avec une PIRE de 100 mW. Cette ouverture est acquise d'ores et déja dans certains départements d'Outre-mer.

En installant et utilisant les produits réseaux sans fils de la gamme proposée par D-Link, vous vous engagez donc a respecter cette
réglementation.

Pour tour information complémentaire et les derniéres informations concernant I’évolution de la réglementation francaise, nous
vous conseillons de consulter le site de I’ART : www.art-telecom.fr.

BANDE DE FREQUENCES DES 5GHZ

L’ Autorité de Régulation des Télécommunications (ART) autorise I’utilisation d’une partie de la bande de fréquences des 5GHz pour les
réseaux locaux radioélectriques (RLAN) intégrant des solutions 802.11a supportant les fonctions DFS (Dynamic Frequency Selection) et
TPC (Transmit Power Control).

Seule la bande 5150-5350MHz est autorisée en France pour une utilisation intérieure avec une puissance limitée a 200 mW en mode
infrastructure.

En installant et en utilisant les produits réseaux sans fil 802.11a de la gamme D-Link commercialisée en France, vous vous engagez a
respecter cette réglementation.

Pour tour information complémentaire et les derniéres informations concernant I’évolution de la réglementation francaise, nous
vous conseillons de consulter le site de I’ART : www.art-telecom.fr.

AVVERTIMENTI PER GLI UTILIZZATORI

L'utilizzo della banda di frequenza dei 2.4 GHz per applicazioni di tipo Radio LAN sul mercato Italiano, &
regolamentato dal Ministero delle Comunicazioni secondo il Nuovo Piano Nazionale Gestioni Frequenze relativo al
D.M. dell’8 Luglio 2002 e dalle relative modifiche come dal Decreto del Ministero delle Comunicazioni del 20
Febbraio 2003 (nota 158).

Viene definito come Radio Local Area Network (di seguito denominate “Radio LAN” o “R-LAN”) un sistema di
comunicazioni in rete locale mediante radiofrequenze che utilizza apparati a corto raggio secondo le caratteristiche
di armonizzazione e tecniche previste dal vigente Piano nazionale di ripartizione delle frequenze, nelle seguenti
bande di frequenza: 2.400,0 — 2.483,5 MHz (brevemente banda a 2.4 GHz).

I sistemi Radio LAN sono regolati da apposite normative. Principalmente valgono le normative F.C.C. per gli U.S.A,,
il Canada, e gli altri paesi aderenti alle F.C.C., come gli ex paesi U.R.S.S.; mentre le norme E.T.S. 300-328-2 e
correlate, emanate dall'organo Europeo E.T.S.I., valgono per i paesi dell'Unione Europea, Giappone e per i paesi
aderenti a queste normative.

La normativa tecnica ETS 300-328-2 impone di non irradiare con una potenza E.I.R.P. superiore ai 100 mW
(equivalente a 20 dBm).

In linea di principio inoltre impone agli apparati Radio LAN, di non trasmettere con una potenza elettrica effettiva
superiore ai 50 mW (equivalente a 17 dBm); questo perché l'antenna a dipolo piu semplice, che di solito li
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accompagna, ha generalmente un guadagno in trasmissione pari a circa 2.5 dBi, che fa si che la potenza E.I.R.P.
trasmessa salga a circa 80 mW (per la precisione 19.2 dBm).

Per questo motivo su tutto il territorio dell' Unione Europea, ed anche in Italia, &€ assolutamente vietato utilizzare
antenne che abbiano un guadagno in trasmissione elevato (in linea di massima diciamo superiore ai 5 dBi), tale da
portare la potenza trasmessa E.I.LR.P. oltre i 100 mW (equivalente a 20 dBm).

Nel caso in cui invece sia possibile regolare il livello di potenza trasmessa dagli Access Point, viene data la
possibilita di utilizzare antenne ad alto guadagno attenendosi strettamente ad una serie di istruzioni di seguito
riportate che consentono questo utilizzo rimanendo comunque all’interno della potenza massima trasmessa E.I.R.P.
pari e non superiore a 100mW (20dBm).

CALCOLO DELLA POTENZA E.I.R.P. IN EMISSIONE

La formula di calcolo per ottenere I'E.I.R.P. effettivo € la seguente:

E.ILR.P. (dBm) = Ptx (dBm) + Gtx (dBi) dove
Ptx = Potenza trasmessa al connettore dell’antenna di trasmissione
Gtx = Guadagno dell’antenna di trasmissione

11 valore ottenuto dalla somma, NON deve superare quanto espresso dalla normativa ovvero 20dBm. Nel caso in cui
si voglia convertire il risultato ottenuto in mW, utilizzare la semplice tabella di conversione di seguito riportata.

(dBm) |mW (dBm) |mW (dBm) mW
0 1 11 12.5 21 128
1 E25 12 16 22 160
2 1.56 13 20 23 200
3 2 14 245 24 256
4 25 15 32 25 320
3 3.12 16 40 26 400
6 4 17 50 27 512
2 5 18 64 28 640
8 6.25 19 80 29 800
9 8 20 100 30 1 watt
n n

INSTALLAZIONE ED UTILIZZO DI SITEMI RADIO LAN AD USO PRIVATO

Come riportato nel D.P.R. n° 447/01 Art. 6 — Punto B (Libero uso) del 5 Ottobre 2001:

“Sono di libero uso le apparecchiature che impiegano frequenze di tipo collettivo, senza alcuna protezione, per
collegamenti a brevissima distanza con apparati a corto raggio, compresi quelli rispondenti alla raccomandazione
CEPT-ERC/REC 70-03, tra le quali rientrano in particolare:

b) Reti locali di tipo radiolan e hiperlan nell’ambito del fondo, ai sensi dell’articolo 183, comma secondo, del
decreto del Presidente della Repubblica n. 156 del 1973; sono disciplinate ai sensi dell’articolo 5 le reti
hiperlan operanti obbligatoriamente in ambienti chiusi o con vincoli specifici

Per “fondo” pubblico o privato, si intende un ambiente sia interno che esterno ben circoscritto e delimitato.

Per “fondo privato” possiamo, per esempio, fare riferimento a uffici, capannoni industriali, abitazioni, aree all’aperto
private che non attraversano il suolo pubblico o il passaggio di pubblico dominio/demanio.

Per “fondo pubblico” possiamo, per esempio, fare riferimento a tutti quei luoghi appartenenti allo Stato o alle
amministrazioni centrali e locali quali strade, autostrade, strade ferrate, spiagge, porti, fiumi etc.

E’ comunque necessario fare 2 specifiche distinzioni:
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Utilizzo di sistemi Radio LAN ad uso privato con installazioni indoor o outdoor su fondo/suolo privato:

E’ possibile utilizzare liberamente sistemi Radio LAN purché vengano rispettate le normative vigenti soprattutto per
quanto riguarda I’emissione massima in potenza come sopra riportato.

Utilizzo di sistemi Radio LAN ad uso privato con installazioni outdoor con attraversamento di fondo/suolo
pubblico:

Come specificato nel D.P.R. n° 447/01 Art. 5 - Punto 2.2 del 5 Ottobre 2001, & necessario richiedere
un’autorizzazione generale al “Ministero delle Comunicazioni Direzione generale per le concessioni e le
autorizzazioni” per l'installazione di sistemi Radio LAN ad uso privato con installazioni outdoor con attraversamento
di suolo pubblico.

Per richiedere ’autorizzazione generale, fare riferimento all’allegato C presente all’interno del D.P.R. n°® 447/01 in
qualita di canovaccio per la stesura della richiesta.

Per ulteriori informazioni e delucidazioni, fare riferimento al D.P.R. n° 447/01 del 5 Ottobre 2001.

INSTALLAZIONE ED UTILIZZO DI SITEMI RADIO LAN AD USO PUBBLICO

A fronte dell'ultimo decreto relativo all’accesso ad Internet senza fili in regime di autorizzazione generale e uso pubblico
rilasciato dal Ministero delle Comunicazioni in data 28 Maggio 2003, sono stati rivisti i parametri relativi all'installazione ed
all'utilizzo dei sistemi Radio LAN ad uso pubblico.

Per completezza di informazioni, suggeriamo di fare riferimento al decreto in questione disponibile sul sito del Ministero
delle Comunicazioni al link http: / /www.comunicazioni.it/it/index.php?IdNews=39

ACCESSO ALLE FONTI DI INFORMAZIONE

Per tutte le informazioni complementari, a supporto di questa informativa e concernenti all’evoluzione della normativa
wireless sul territorio italiano, vi preghiamo di fare riferimento al sito Internet del Ministero delle Comunicazioni
http:/ /www.comunicazioni.it
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About This User’s Guide

This user’s guide provides instructions on how to install the DSL-G604T ADSL Router and use it to connect a
computer or Ethernet LAN to the Internet.

If you are using a computer with a functioning Ethernet port, the quickest and easiest way to set up the DSL-
G604T is to insert the Installation CD into the CD-ROM drive of your computer and follow the instructions
provided in the Quick Installation Guide.

Before You Start

Please read and make sure you understand all the prerequisites for proper installation of your new Router. Have
all the necessary information and equipment on hand before beginning the installation.

Installation Overview
The procedure to install the Router can be described in general terms in the following steps:

1. Gather information and equipment needed to install the device. Before you begin the actual installation
make sure you have all the necessary information and equipment.

2. Install the hardware, that is, connect the cables (Ethernet and telephone) to the device and connect the
power adapter.

3. Check the IP settings on your computer and change them if necessary so the computer can access the
web-based software built into the Router.

4. Use the web-based management software to configure the device to suit the requirements of your ADSL
account.

Installation Requirements

In order to establish a connection to the Internet it will be necessary to provide information to the Router that
will be stored in its memory. For some users, only their account information (Username and Password) is
required. For others, various parameters that control and define the Internet connection will be required. You can
print out the two pages below and use the tables to list this information. This way you have a hard copy of all the
information needed to setup the Router. If it is necessary to reconfigure the device, all the necessary information
can be easily accessed. Be sure to keep this information safe and private.

Low Pass Filters

Since ADSL and telephone services share the same copper wiring to carry their respective signals, a filtering
mechanism may be necessary to avoid mutual interference. A low pass filter device can be installed for each
telephone that shares the line with the ADSL line. These filters are easy to install passive devices that connect to
the ADSL device and/or telephone using standard telephone cable. Ask your service provider for more
information about the use of low pass filters with your installation.

Operating Systems

The DSL-G604T uses an HTML-based web interface for setup and management. The web configuration
manager may be accessed using any operating system capable of running web browser software, including
Windows 98 SE, Windows ME, Windows 2000, and Windows XP.

Web Browser

Any common web browser can be used to configure the Router using the web configuration management
software. The program is designed to work best with more recently released browsers such as Opera, Microsoft
Internet Explorer® version 5.0, Netscape Navigator® version 4.7, or later versions. The web browser must have
JavaScript enabled. JavaScript is enabled by default on many browsers. Make sure JavaScript has not been
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disabled by other software (such as virus protection or web user security packages) that may be running on your
computer.

Ethernet Port (NIC Adapter)

Any computer that uses the Router must be able to connect to it through the Ethernet port on the Router. This
connection is an Ethernet connection and therefore requires that your computer be equipped with an Ethernet
port as well. Most notebook computers are now sold with an Ethernet port already installed. Likewise, most fully
assembled desktop computers come with an Ethernet NIC adapter as standard equipment. If your computer does
not have an Ethernet port, you must install an Ethernet NIC adapter before you can use the Router. If you must
install an adapter, follow the installation instructions that come with the Ethernet NIC adapter.

802.11b Wireless LAN Configuration

All the 802.11b wireless LAN settings may be configured on a single page using the web-based manager. For
basic wireless communication you need to decide what channel to use and what SSID to assign. These two
settings must be the same for any wireless workstations or other wireless access point that communicate with the
DSL-G604T through the wireless interface.

Security for wireless communication can be accomplished in a number of ways. The DSL-G604T supports WEP
encryption, 802.1X authentication, and WPA (Wi-Fi Protected Access). Wireless access can also be controlled
by selecting MAC addresses that are allowed to associate with the device. Please read the section on Wireless
Configuration.

Additional Software

It may be necessary to install software on your computer that enables the computer to access the Internet.
Additional software must be installed if you are using the device a simple bridge. For a bridged connection, the
information needed to make and maintain the Internet connection is stored on another computer or gateway
device, not in the Router itself.

If your ADSL service is delivered through a PPPoE, PPPoA or CLIP (IPoA) connection, the information needed
to establish and maintain the Internet connection can be stored in the Router. In this case, it is not necessary to
install software on your computer. It may however be necessary to change some settings in the device, including
account information used to identify and verify the connection.

All connections to the Internet require a unique global IP address. For bridged connections, the global IP settings
must reside in a TCP/IP enabled device on the LAN side of the bridge, such as a PC, a server, a gateway device
such as a router or similar firewall hardware. The IP address can be assigned in a number of ways. Your network
service provider will give you instructions about any additional connection software or NIC configuration that
may be required.

About CLIP Connections (RFC 1577)

Classical IP over ATM (CLIP) connections may require global IP settings for the device. Your service provider
will give you IP settings information if needed. Some CLIP connections function like peer-to-peer connections
and therefore do not require IP settings on the WAN interface.
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Information you will

need from your ADSL service provider:

This is the Username used to log on to your ADSL service
provider’s network. It is commonly in the form —

Record info here

Username user@isp.com. Your ADSL service provider uses this to
identify your account.
This is the Password used, in conjunction with the Username
Password above, to log on to your ADSL service provider's network.

This is used to verify the identity of your account.

Connection Protocol

This is the method your ADSL service provider uses to send
and receive data between the Internet and your computer.
Your Modem supports the following connection protocols:
PPPoOE, PPPOA, PPPoA with DHCP, Bridge, and CLIP
(IPoA).

Modulation Type

ADSL uses various standardized modulation techniques to
transmit data over the allotted signal frequencies. Some
users may need to change the type of modulation used for
their service. The default DSL modulation (MMODE) used for
the Router automatically detects all types of ADSL
modulation. However, if you are instructed to specify the
modulation type used for the Router, you have three
alternatives: G.LITE, G.DMT and T1.413

Security Protocol

This is the method your ADSL service provider will use to
verify your Username and Password when you log on to their
network. Your Modem supports the PAP and CHAP
protocols.

This is the Virtual Path Identifier (VPI). It is used in
conjunction with the Virtual Channel Identifier (VCI) below, to

VPI identify the data path between your ADSL service provider’s
network and your computer.
This is the Virtual Channel Identifier (VCI). It is used in

Vel conjunction with the VPI above to identify the data path
between your ADSL service provider's network and your
computer.

P Address For 802.1X and WPA security.

(RADIUS server)

Port For 802.1X and WPA security.

Secret For 802.1X and WPA security.

Information you will

need about your DSL-G604T ADSL Router:

This is the Username needed access the Modem’s
management interface. When you attempt to connect to the

Record info here

Username device through a web browser you will be prompted to enter
this Username. The default Username for the Modem is
admin. This may be changed by the user.

This is the Password you will be prompted to enter when you

Password access the Modem’s management interface. The default

Password is admin. This may be changed by the user.

LAN IP addresses for the
DSL-G604T

This is the IP address you will enter into the Address field of
your web browser to access the Modem’s configuration
graphical user interface (GUI) using a web browser. The
default IP address is 192.168.1.1 and it is referred to as the
“Management IP” address in this User’'s Manual. This may be
changed to suit any IP address scheme the user desires. This
address will be the base IP address used for DHCP service
on the LAN when DHCP is enabled.
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LAN Subnet Mask for the
DSL-302T

This is the subnet mask used by the DSL-G604T, and will be
used throughout your LAN. The default subnet mask is
255.0.0.0. This can be changed later.

Information you will

need about your LAN or computer:

Ethernet NIC

If your computer has an Ethernet NIC, you can connect the
DSL-302T to this Ethernet port using an Ethernet cable.
You can also use the Ethernet port on the DSL-302T to
connect to other Ethernet devices, such as a Wireless
Access Point.

Record info here

DHCP Client status

Your DSL-302T ADSL Modem is configured, by default, to
be a DHCP server. This means that it can assign an IP
address, subnet mask, and a default gateway address to
computers on your LAN. The default range of IP addresses
the DSL-302T will assign are from 192.168.1.2 to
192.168.1.254. Your computer (or computers) needs to be
configured to Obtain an IP address automatically (that is,
they need to be configured as DHCP clients.)

It is recommended that your collect and record this information here, or in some other secure place, in case you
have to re-configure your ADSL connection in the future.

Once you have the above information, you are ready to setup and configure your DSL-G604T ADSL Router.

The Modem may be reset to its factory default settings by performing a Restore settings
@ operation within the management interface (see System Commands). If you cannot
Note gain access to the management interface, you may opt to use the Reset button on the

rear panel of the device (see Error! Reference source not found. below).

Packing List

Open the shipping carton and carefully remove all items. Make sure that you have the items listed here.
One DSL-G604T 802.11b Wireless ADSL Ethernet Router
One CD-ROM containing the User’s Guide

One twisted-pair telephone cable used for ADSL connection

One AC power adapter suitable for your electric service

1
2
3
4. One straight-through Ethernet cable
5
6

One Quick Installation Guide
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1

Introduction

This section provides a brief description of the Router, its associated technologies and a list of Router features.

Router Description and Operation

The DSL-G604T ADSL Router is designed to provide a simple, cost-effective and secure ADSL Internet
connection for wired (Ethernet) and wireless (802.11b) stations on your network. The DSL-G604T combines
high-speed ADSL connection technology, TCP/IP routing and 802.11b wireless connectivity in one compact
unit.

The Router is easy to install and use. The DSL-G604T connects to an Ethernet LAN via a standard Ethernet
10BASE-T interface using RJ-45 connectors. The ADSL connection is made using ordinary twisted-pair
telephone line with standard RJ-11 connectors. This arrangement allows wired and wireless workstations to
share network resources and connect to the Internet using a single WAN interface and IP address.

The Router supports transparent bridging or it can be used for IP packet routing over the Internet. Cost saving
features of the Router such as NAT (Network Address Translator) and DHCP (Dynamic Host Configuration
Protocol) improve efficiency and security. The advanced security enhancements, packet filtering and port
redirection, can help protect your network from potentially devastating intrusions by malicious agents outside
your network.

All the 802.11b wireless settings for the Router are entered on a single page in the web manager. Security for the
wireless interface comes in two forms, WEP Encryption and MAC Address Control.

What is ADSL?

Asymmetric Digital Subscriber Line (ADSL) is an access technology that utilizes ordinary copper telephone
lines to enable broadband high-speed digital data transmission and interactive multimedia applications for
business and residential customers.

ADSL greatly increases the signal carrying capacity of copper telephone lines without interfering with regular
telephone services. For the ADSL user, this means faster downloads and more reliable connectivity. ADSL
devices make it possible to enjoy benefits such as high-speed Internet access without experiencing any loss of
quality or disruption of voice/fax telephone capabilities.

ADSL provides a dedicated service over a single telephone line operating at speeds of up to 8 Mbps downstream
and up to 640 Kbps upstream, depending on local telephone line conditions. A secure point-to-point connection
is established between the user and the central office of the service provider.

D-Link ADSL devices incorporate the recommendations of the ADSL Forum regarding framing, data format,
and upper layer protocols.
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Router Features

The DSL-G604T ADSL Router utilizes the latest ADSL enhancements to provide a reliable Internet portal
suitable for most small to medium sized offices. DSL-G604T advantages include:

PPP (Point-to-Point Protocol) Security — The DSL-G604T ADSL Router supports PAP (Password
Authentication Protocol) and CHAP (Challenge Handshake Authentication Protocol) for PPP connections.

DHCP Support — Dynamic Host Configuration Protocol automatically and dynamically assigns al LAN IP
settings to each host on your network. This eliminates the need to reconfigure every host whenever changes
in network topology occur.

Network Address Translation (NAT) — For small office environments, the DSL-G604T allows multiple
users on the LAN to access the Internet concurrently through a single Internet account. This provides
Internet access to everyone in the office for the price of a single user.

NAT improves network security in effect by hiding the private network behind one global and visible IP
address. NAT address mapping can also be used to link two IP domains via a LAN-to-LAN connection.

TCP/IP (Transfer Control Protocol/Internet Protocol) — The DSL-G604T supports TCP/IP protocol, the
language used for the Internet. It is compatible with access servers manufactured by major vendors.

RIP-1/RIP-2 — The DSL-G604T supports both RIP-1 and RIP-2 exchanges with other routers. Using both
versions lets the Router to communicate with all RIP enabled devices.

Static Routing — This allows you to select a data path to a particular network destination that will remain in
the routing table and never “age out”. If you wish to define a specific route that will always be used for data
traffic from your LAN to a specific destination within your LAN (for example to another router or a server)
or outside your network (to a ISP defined default gateway for instance).

Default Routing — This allows you to choose a default path for incoming data packets for which the
destination address is unknown. This is particularly useful when if the Router functions as the sole
connection to the Internet.

ATM (Asynchronous Transfer Mode) — The DSL-G604T supports Bridged Ethernet over ATM
(RFC1483), IP over ATM (RFC1577) and PPP over ATM (RFC 2364).

Precise ATM Traffic Shaping — Traffic shaping is a method of controlling the flow rate of ATM data cells.
This function helps to establish the Quality of Service for ATM data transfer.

G.hs (Auto-handshake) — This allows the Router to automatically choose either the G.lite or G.dmt ADSL
connection standards.

High Performance — Very high rates of data transfer are possible with the Router. Up to eight Mbps
downstream bit rate using the G.dmt.

Full Network Management — The DSL-G604T incorporates SNMP (Simple Network Management
Protocol) support for web-based management and text-based network management via an RS-232 or Telnet
connection.

Telnet Connection — The Telnet enables a network manager to access the Router’s management software
remotely.

Easy Installation — The DSL-G604T uses a web-based graphical user interface program for convenient
management access and easy set up. Any common web browser software can be used to manage the Router.
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Standards Compatibility and Compliance

The DSL-G604T complies with or is compatible with the following standards as recognized by their respective
agencies.

e |TUG.992.2 (G.lite “Splitterless ADSL”) compliant

e |ITU-T Rec. 1.361 compliant

e RFC 791 Internet Protocol compliant

e RFC 792 UDP compliant

e RFC 826 Address Resolution Protocol compliant (ARP) compliant

¢ RFC 1058 Routing Information Protocol (RIP) compliant

e RFC 1213 MIB II for IP compliant

e RFC 1334 PPP Authentication Protocol compliant

¢ RFC 1389 Routing Information Protocol 2 (RIP2) compliant

e RFC 1483 IP over AAL5/ Bridged Ethernet over AAL5 compliant

e RFC 1557 Classical IP over ATM (IPoA) compliant

e RFC 1661 Point to Point Protocol (PPP) compliant

e RFC 1877 Automatic IP assignment compliant

e RFC 1994 Challenge Handshake Authentication Protocol compliant

e Supports RFC 2131 and RFC 2132 DHCP functions including: automatic assignment of IP address, use of
subnet mask and default gateway and provision of DNS server address for all hosts

e RFC 2364 PPP over ATM compliant (PPPoA) compliant

e RFC 2516 PPP over Ethernet compliant (PPPoE) compliant
e RFC 2684 Bridged/Routed Ethernet over ATM compliant

e IEEE 802.3 compliant

e |EEE 802.3u compliant

e |EEE 802.1d compliant

e |EEE 802.3x compliant

e Embedded web server support

e  Supports Dynamic Learning

e  Supports Static Routing

e  Supports NAPT for up to 4096 connections

e  Supports DHCP for up to 253 hot connections

e  Supports IGMP

e Supports DVMRP

e Supports ATM Forum UNI 3.1/4.0

e Supports ATM VCC (Virtual Channel Circuit) for up to eight sessions
e Supports TELNET and TFTP

e  Supports back pressure for half-duplex




DSL-G604T ADSL Router User’'s Guide

Packing List

Open the shipping carton and carefully remove all items. Make sure that you have the items listed here.
One DSL-G604T 802.11b Wireless ADSL Ethernet Router, with router stand
One screw-on antenna

One CD-ROM containing the User’s Guide

One straight-through Ethernet cable

1.

2.

3

4. One twisted-pair telephone cable used for ADSL connection
5

6. One AC power adapter suitable for your electric service

7

One Quick Installation Guide

Front Panel Display

Place the Router in a location that permits an easy view of the LED indicators on the front panel.

The LED indicators on the front panel include the Power, Status, ADSL Link/Act and LAN (1-4) Link/Act
indicators. The ADSL and Ethernet indicators monitor link status and activity (Link/Act).

Steady green light indicates the unit is
Power powered on. When the device is powered
off this remains dark.
Lights steady green during power on self-
test (POST). Once the connection status
has been settled, the light will blink green. If -
S the indicator lights steady green after the Fower
POST, the system has failed and the device
should be rebooted. Status
Steady green light indicates a valid ADSL ﬁ
connection. This will light after the ADSL AnsL
ADSL: Link/Act negotiation process has been settled. A
blinking green light indicates activity on the
WAN (ADSL) interface.
A solid green light indicates a valid link on
WLAN startup. These lights blink when there is
1 -4 Link/Act activity currently passing through the
Ethernet port. LEN 1
|
LaH 2
u
LaH 3
B
LaH 4
®w Link
- Aot
4 \\.F,.-«f -
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Rear Panel Connections

All cable connections to the Router are made at the rear panel. Connect the power adapter here to power on the
Router. Use the Reset button to restore the settings to the factory default values in the next chapter for
instructions on using the reset button).

ADSL port,
connect ADSL
cable here

Ethernet
ports,
connect
Ethernet
cable here

S

— Factory
I . Reset
button
/
|
Power cord
connects
here
! e k] |1
| — |/
1Y A
L
Note The Router may be rebooted by disconnecting and then reconnecting the power.
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Introduction to 802.11b Wireless

The IEEE 802.11b standard is the most widely used standard for wireless LANs today. A wireless LAN
(WLAN) is a cellular computer network that transmits data using radio signals instead of cables. WLAN
technology is commonly used on home, small office and large corporate networks. WLAN devices have a high
degree of mobility and flexibility that allow networks to be quickly set up or dismantled and allow them to roam
freely throughout the network.

Wireless LAN users can use the same network applications used on an Ethernet LAN. 802.11b adapter cards
used on laptop and desktop computers support the same protocols as Ethernet adapter cards. For most users,
there is no functional difference between a computer attached to a wired Ethernet LAN or a mobile 802.11b
workstation except that hardware is not physically attached to the network. For most networks however, it may
be desirable for mobile network devices to be able to link to the wired Ethernet LAN to use shared resources
such as servers, printers or an Internet connection. The DSL-G604T unites Ethernet and 802.11b wireless private
networks with an Internet connection.

D-Link Wireless LAN devices have earned a reputation for reliability, flexibility and value. D-Link offers a full
range of IEEE 802.11b and IEEE 802.1a WLAN products including:

e 802.11b and 802.11a Wireless Adapter cards for notebook computers
e  802.11b and 802.11a Wireless PCI cards for desktop computers

e 802.11b and 802.11a Wireless Access Points

e  Dual-band (802.11b plus 802.11a) Wireless Access Points

e 802.11b and 802.11a Wireless Home Gateways

e 802.11b and 802.11a Wireless ADSL Routers

Wireless LAN Basics

Some basic understanding of 802.11b wireless technology and terminology is useful when you are setting up the
Router or any wireless access point. If you are not familiar with wireless networks please take a few minutes to
learn the basics.

Radio Transmission

WLAN devices use electromagnetic waves within a broad, unlicensed range of the radio spectrum to transmit
and receive radio signals. When a wireless access point is present, it becomes a base station for the WLAN nodes
in its broadcast range. WLAN nodes transmit digital data using FM (frequency modulation) radio signals.
WLAN devices generate a carrier wave and modulate this signal using various techniques. In this way, digital
data can then be superimposed onto the carrier signal. This radio signal carries data to WLAN devices within
range of the transmitting device. The antennae of WLAN devices listen for and receive the signal. The signal is
demodulated and the transmitted data extracted. The transmission method used by the access point is called
Direct Sequence Spread Spectrum (DSSS) and operates in a range of the radio spectrum between 2.4GHz and
2.5GHz for transmission. DSSS is the preferred method used on many 802.11b devices.

Range

Range should not be a problem in most homes or small offices. If you experience low or no signal strength in
some areas, consider positioning the Router in a location between the WLAN devices that maintains a roughly
equal straight-line distance to all devices that need to access the Router through the wireless interface. Adding
more 802.11b access points to rooms where the signal is weak can improve signal strength. Read the section
about placement of the Router titled Location in the next chapter, Hardware Installation, for more information.

SSID

Wireless networks use an SSID (Service Set Identifier) to allow wireless devices to roam within the range of the
network. Wireless devices that wish to communicate with each other must use the same SSID. Several access
points can be set up using the same SSID so that wireless stations can move from one location to another without
losing connection to the wireless network.
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The DSL-G604T operates in Infrastructure mode. It controls network access on the wireless interface in its
broadcast area. It will allow access to the wireless network to devices using the correct SSID after a negotiation
process takes place. The DSL-G604T broadcasts its SSID so that any wireless station in range can learn the
SSID and ask permission to associate with it. Many wireless adapters are able to survey or scan the wireless
environment for access points. An access point in Infrastructure mode allows wireless devices to survey that
network and select an access point with which to associate.

It is important to understand the difference between the SSID and a BSSID (Basic Service Set Identifier) or
Preferred BSSID. The Preferred BSSID is defined by wireless stations to designate an access point used for
access to the wireless network. The Preferred BSSID is the MAC address of the access point. Therefore any
wireless stations (wireless clients) that use the DSL-G604T through the wireless interface must use its MAC
address for the Preferred BSSID. A wireless station that scans the network for available access points may
present the user with a choice of access points identified by their BSSID.

ADSL Technology

Asymmetric Digital Subscriber Line (ADSL) is a broadband technology that utilizes ordinary copper telephone
lines to enable high-speed digital data transmission and interactive multimedia applications for business and
residential customers.

ADSL greatly increases the signal-carrying capacity of copper telephone lines for faster downloads and more
reliable connectivity without interfering with regular telephone services. ADSL devices make it possible to enjoy
benefits such as high-speed Internet access without experiencing any loss of quality or disruption of voice/fax
telephone capabilities.

ADSL provides a dedicated service over a single telephone line operating at speeds of up to 8 Mbps downstream
and up to 640 Kbps upstream, depending on local telephone line conditions. A secure point-to-point connection
is established between the user and the central office of the service provider.

D-Link ADSL devices incorporate the recommendations of the ADSL Forum regarding framing, data format,
and upper layer protocols.
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Hardware Installation

The DSL-G604T functions on three separate networks: a wired Ethernet LAN, a wireless LAN and a wired
ADSL WAN. Placement of the Router must take into account the fact that it is connected to these three networks
with three types of media. Ethernet cables connect the Router to computers and network devices and the ADSL
line connects it to a wall socket. In addition, the device must be near an AC wall outlet for power. How to
accommodate these wired connections is often not a complicated matter. However, the added dimension of
wireless communication does complicate the decision of Router placement.

Location

Many environmental factors can affect the effective wireless function of the DSL-G604T. If this is your first
time setting up a wireless network device, read and consider the points listed below.

The access point can be placed on a shelf or desktop, ideally you should be able to see the LED indicators on the
front if you need to view them for troubleshooting.

Designed to go up to 100 meters indoors and up to 300 meters outdoors, Wireless LAN lets you access your
network from anywhere you want. However, the number of walls, ceilings, or other objects that the wireless
signals must pass through can limit signal range. Typical ranges vary depending on the types of materials and
background RF noise in your home or business. To range and signal strength, use these basic guidelines:

1. Keep the number of walls and ceilings to a minimum:

The signal emitted from Wireless LAN devices can penetrate through ceilings and walls. However,
each wall or ceiling can reduce the range of Wireless LAN devices from 1 to 30M. Position your
wireless devices so that the number of walls or ceilings obstructing the signal path is minimized.

2. Consider the direct line between access points and workstations: A wall that is 0.5 meters thick, at a
45-degree angle appears to be almost 1 meter thick. At a 2-degree angle, it is over 14 meters thick. Be
careful to position access points and client adapters so the signal can travel straight through (90° angle)
a wall or ceiling for better reception.

3. Building Materials make a difference: Buildings constructed using metal framing or doors can reduce
effective range of the device. If possible, position wireless devices so that their signal can pass through
drywall or open doorways, avoid positioning them so that their signal must pass through metallic
materials. Poured concrete walls are reinforced with steel while cinderblock walls generally have little
or no structural steel.

4. Position the antennas for best reception. Play around with the antenna position to see if signal
strength improves. Some adapters or access points allow the user to judge the strength of the signal.

5. Keep your product away (at least 1-2 meters) from electrical devices:

Position wireless devices away from electrical devices that generate RF noise such as microwave ovens,
monitors, electric motors, etc.
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Power on Router

CAUTION: The Router must be used with the power adapter included with the device.

To power on the Router:

1. Insert the AC Power Adapter cord into the power receptacle located on the rear panel of the Router and plug
the adapter into a suitable nearby power source.

2. You should see the Power LED indicator light up and remain lit. The Status LED should light solid green
and begin to blink after a few seconds.

3. Ifthe Ethernet port is connected to a working device, check the Ethernet Link/Act LED indicators to make
sure the connection is valid. The Router will attempt to establish the ADSL connection, if the ADSL line is
connected and the Router is properly configured this should light up after several seconds. If this is the first
time installing the device, some settings may need to be changed before the Router can establish a
connection.

Factory Reset Button

The Router may be reset to the original factory default settings by depressing the reset button for a few seconds
while the device is powered on. Use a ballpoint or paperclip to gently push down the reset button. Remember
that this will wipe out any settings stored in flash memory including user account information and LAN IP
settings. The factory default IP address of the Router is 192.168.1.1 and the subnet mask is 255.255.255.0, the
default management Username is admin and the default Password is admin.
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Network Connections

Network connections are provided through the ADSL port and the four Ethernet ports on the back of the Router.
See the Rear Panel diagram above and the illustrations below for examples.

Connect ADSL Line

Use the ADSL cable included with the Router to connect it to a telephone wall socket or receptacle. Plug one end
of the cable into the ADSL port (RJ-11 receptacle) on the rear panel of the Router and insert the other end into
the RJ-11 wall socket. If you are using a low pass filter device, follow the instructions included with the device
or given to you by your service provider. The ADSL connection represents the WAN interface, the connection to
the Internet. It is the physical link to the service provider’s network backbone and ultimately to the Internet.

Connect Router to Ethernet

The Router may be connected to a single computer or Ethernet device through the 10BASE-TX Ethernet port on
the rear panel. Any connection to an Ethernet concentrating device such as a switch or hub must operate at a
speed of 10/100 Mbps only. When connecting the Router to any Ethernet device that is capable of operating at
speeds higher than 10Mbps, be sure that the device has auto-negotiation (NWay) enabled for the connecting port.

Use standard twisted-pair cable with RJ-45 connectors. The RJ-45 port on the Router is a crossed port (MDI-X).
Follow standard Ethernet guidelines when deciding what type of cable to use to make this connection. When
connecting the Router directly to a PC or server use a normal straight-through cable. You should use a crossed
cable when connecting the Router to a normal (MDI-X) port on a switch or hub. Use a normal straight-through
cable when connecting it to an uplink (MDI-II) port on a hub or switch.

The rules governing Ethernet cable lengths apply to the LAN to Router connection. Be sure that the cable
connecting the LAN to the Router does not exceed 100 meters.

Hub or Switch to Router Connection

Connect the Router to an uplink port (MDI-II) on an Ethernet hub or switch with a straight-through cable as
shown in the diagram below:

10M Switch/Hub If you wish to reserve the

uplink port on the switch or
hub for another device,
connect to any on the other
MDI-X ports (1x, 2x, etc.)
with a crossed cable.

10/100 BASE-TX Cable
(straight-through wires)

10/100 BASE-T
(straight-through)

10
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Computer to Router Connection

You can connect the
Router directly to a
10/100BASE-TX
Ethernet adapter card
10/100 BASE-TX Cable NIC) installed on a
(straight-through wires) ‘ |(:>C uging the Ethernet
cable provided as
shown in this diagram.

10/100 BASE-TX
(straight-through)

Power On Router

To power on the Router:

1. Insert the AC Power Adapter cord into the power receptacle located on the rear panel of the Router and plug
the adapter into a suitable nearby power source.

2. You should see the Power LED indicator light up and remain lit. The Status LED should light solid green
and begin to blink after a few seconds.

3. Ifyou have the Router connected to your network you can look at the Ethernet Link/Act LED indicators to
make sure they have valid connections. The Router will attempt to establish the ADSL connection, if the
ADSL line is connected and the connection is properly configured this should light up after several seconds.

Factory Reset Button

The Router may be reset to the original factory default settings by depressing the reset button for a few seconds
while the device is powered on. Use a ballpoint or paperclip to push down the reset button. Remember that this
will wipe out any settings stored in flash memory including IP settings. The factory default IP address of the
Router is 192.168.1.1 and the subnet mask is 255.255.255.0.

11
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Basic Router Configuration

The first time you setup the Router it is recommended that you configure the WAN connection using a single
computer making sure that both the computer and the Router are not connected to the LAN. Once the WAN
connection is functioning properly, you may continue to make changes to Router configuration including IP
settings and DHCP setup. This chapter is concerned with using your computer to configure the WAN
connection. The following chapter describes the various menus used to configure and monitor the Router
including how to change IP settings and DHCP server setup.

WAN Configuration Summary

1. Connect to the Router To configure the WAN connection used by the Router it is first necessary to
communicate with the Router through its management interface, which is HTML-based and can be
accessed using a web browser. To access the management software your computer must be able to
“see” the Router. Your computer can see the Router if it is in the same “neighborhood” or subnet as the
Router. This is accomplished by making sure your computer has IP settings that place it in the same
subnet as the Router. The easiest way to make sure your computer has the correct IP settings is to
configure it to use the DHCP server in the Router. The next section describes how to change the IP
configuration for a computer running a Windows operating system to be a DHCP client.

2. Configure the WAN Connection Once your are able to access the configuration software you can
proceed to change the settings required to establish the ADSL connection and connect to the service
provider’s network. There are different methods used to establish the connection to the service
provider’s network and ultimately to the Internet. You should know what Encapsulation and connection
type you are required to use for your ADSL service. It is also possible that you must change the PVC
settings used for the ADSL connection. Your service provider should provide all the information you
need to configure the WAN connection.

Configuring IP Settings on Your Computer

In order to configure your system to receive IP settings from the Router it must first have the TCP/IP protocol
installed. If you have an Ethernet port on your computer, it probably already has TCP/IP protocol installed. If
you are using Windows XP the TCP/IP is enabled by default for standard installations. Below is an illustrated
example of how to configure a Windows XP system to automatically obtain IP settings from the Router.
Following this example is a step-by-step description of the procedures used on the other Windows operating
systems to first check if the TCP/IP protocol has been installed; if it is not, instructions are provided for
installing it. Once the protocol has been installed you can configure the system to receive IP settings from the
Router.

For computers running non-Windows operating systems, follow the instructions for your OS that configure the
system to receive an IP address from the Router, that is, configure the system to be a DHCP client.

If you are using this Router to provide Internet access for more than one computer, you
@ can use these instructions later to change the IP settings for the other computers.
Note However, you cannot use the same IP address since every computer must have its own

IP address that is unique on the local network.

12
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Configure Windows XP for DHCP

Use the following steps to configure a computer running Windows XP to be a DHCP client.

1.

From the Start menu on your desktop, go to Settings, then click on Network Connections.

1| Mew Office Document

©pen Office Document
Powerdrchiver

Set Program Access and Defaults
‘Windows Catalog

windows Update

Programs

Dacuments

Help and Support

Run...

| Windows XP Professional

2.

Log OFf Administrator, .,

Turn OFF Computer...

In the Network Connections window, right-click on LAN (Local Area Connection), then click

Properties.

.
2 Printers and Faxes
a Taskbar and Start Menu

T b
L
draft

1LE_ID

=
i

finger

3 Rtk

W untitled - Paint
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3.

s Network Connections

File Edit “iew Favorites Tools Advanced Help

:J: | J I.m: /_J Search lL. Folders '

EE

-

v|G0

Address ﬂ_, MNetwork Connections

x o | *| LAN or High-Speed Internet
Network Tasks

'Q Create a new
connection

9 Set up a home or small
~ office netwark

ﬂ, Disable this netwark
device

% Repair this connection

isable
Status
Repair

@ Rename this conneckion
&) View status of this
connection

Change settings of this
conneckion

Rename

Other Places

G- Control Pane!

& 1y Metwork Places
) My Documents

t‘ Iy Computer

Details S

Local Area Connection 3
LAMN or High-Speed Internet

Erabled

EBridge Connections

Create Shorkout

X

2

In the General tab of the Local Area Connection Properties menu, highlight Internet Protocol
(TCP/IP) under “This connection uses the following items:” by clicking on it once. Click on the

Properties button.

-+ | ocal Area Connection 3 Properties

General | Authentication | Advanced|

Connect using:

B8 IntelR)] FROA100YE Metwork Connection

Thiz connection uses the following items:

g Client far Microsoft Metworks
.Li,,', File: and Printer Sharing for Microsoft Metworks
QQDS Packet Scheduler

Inztall... Urinztall

Descrption

acrozs diverse interconnected netwiorks.

Tranzmizgion Control Protocol/nternet Protocal. The default
wide area network pratocol that provides communication

[] Show ican in notification area when connected

0K

] [ Cancel
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4. Select “Obtain an IP address automatically” by clicking once in the circle. Click the OK button.

Internet Protocol (TCP/IP) Properties

Gereral | alkernate Configuration

You can get 1P settings aszigrned automatically if pour network, supports
thiz capability. Otherwise, you need to ask your network administrator for
the appropriate |P settings.

(&) 0btain an [F address automshcalle
() Uze the fallowing IP address:

() Obtain DMS server address automatically
(&) Uze the following DNS server addresses:

Preferred DMS zerver: | 172 .13 . 10 . 40 [
Alternate DNS server: 17z .19 10 . 36 |
[ Ok ][ Cancel ]

Your computer is now ready to use the Router’s DHCP server.

Windows 2000
First, check for the IP protocol and, if necessary, install it:
1. Inthe Windows task bar, click the Start button, point to Settings, and then click Control Panel.

2. Double-click the Network and Dial-up Connections icon.

3. In the Network and Dial-up Connections window, right-click the Local Area Connection icon, and
then select Properties.

4. The Local Area Connection Properties dialog box displays with a list of currently installed network
components. If the list includes Internet Protocol (TCP/IP), then the protocol has already been enabled,
skip ahead to Configure Windows 2000 for DHCP.

If Internet Protocol (TCP/IP) does not display as an installed component, click Install.
In the Select Network Component Type dialog box, select Protocol, and then click Add.
Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click OK.

You may be prompted to install files from your Windows 2000 installation CD or other media. Follow
the instructions to install the files.

®© N o o

9. If prompted, click OK to restart your computer with the new settings.

Configure Windows 2000 for DHCP

1. Inthe Control Panel, double-click the Network and Dial-up Connections icon.

2. In Network and Dial-up Connections window, right-click the Local Area Connection icon, and then
select Properties.

3. Inthe Local Area Connection Properties dialog box, select Internet Protocol (TCP/IP), and then
click Properties.

4. Inthe Internet Protocol (TCP/IP) Properties dialog box, click the button labeled Obtain an IP
address automatically.

5. Double-click OK to confirm and save your changes, and then close the Control Panel.

Your computer is now ready to use the Router’s DHCP server.

15
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Windows ME

First, check for the IP protocol and, if necessary, install it:

1
2.
3.

© o N oo

In the Windows task bar, click the Start button, point to Settings, and then click Control Panel.
Double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click the Network icon, and then select
Properties.

The Network Properties dialog box displays with a list of currently installed network components. If
the list includes Internet Protocol (TCP/IP), then the protocol has already been enabled. Skip ahead to
Configure Windows ME for DHCP.

If Internet Protocol (TCP/IP) does not display as an installed component, click Add.

In the Select Network Component Type dialog box, select Protocol, and then click Add.
Select Microsoft in the Manufacturers box.

Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click OK.

You may be prompted to install files from your Windows Me installation CD or other media. Follow
the instructions to install the files.

10. If prompted, click OK to restart your computer with the new settings.

Configure Windows ME for DHCP

1.
2.

3.
4.
5.

In the Control Panel, double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click the Network icon, and then select
Properties.

In the Network Properties dialog box, select TCP/IP, and then click Properties.
In the TCP/IP Settings dialog box, click the Obtain and IP address automatically option.
Double-click OK twice to confirm and save your changes, and then close the Control Panel.

Your computer is now ready to use the Router’s DHCP server.

Windows 95 and Windows 98

First, check for the IP protocol and, if necessary, install it:

1.

In the Windows task bar, click the Start button, point to Settings, and then click Control Panel.
Double-click the Network icon.

The Network dialog box displays with a list of currently installed network components. If the list
includes TCP/IP, and then the protocol has already been enabled, skip to Configure IP Information
Windows 95, 98.

If TCP/IP does not display as an installed component, click Add. The Select Network Component
Type dialog box displays.

Select Protocol, and then click Add. The Select Network Protocol dialog box displays.

Click on Microsoft in the Manufacturers list box, and then click TCP/IP in the Network Protocols list
box.

Click OK to return to the Network dialog box, and then click OK again. You may be prompted to
install files from your Windows 95/98 installation CD. Follow the instructions to install the files.

Click OK to restart the PC and complete the TCP/IP installation.

16
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Configure Windows 95 and Windows 98 for DHCP

1.

@ gk~ wn

7.

Open the Control Panel window, and then click the Network icon.

Select the network component labeled TCP/IP, and then click Properties.

If you have multiple TCP/IP listings, select the listing associated with your network card or adapter.
In the TCP/IP Properties dialog box, click the IP Address tab.

Click the Obtain an IP address automatically option.

Double-click OK to confirm and save your changes. You will be prompted to restart Windows.
Click Yes.

When it has restarted your computer is ready to use the Router’s DHCP server.

Windows NT 4.0 Workstations

First, check for the IP protocol and, if necessary, install it:

1.

2.
3.
4

o

8.

In the Windows NT task bar, click the Start button, point to Settings, and then click Control Panel.
In the Control Panel window, double-click the Network icon.
In the Network dialog box, click the Protocols tab.

The Protocols tab displays a list of currently installed network protocols. If the list includes TCP/IP,
then the protocol has already been enabled. Skip to “Configure IP Information”

If TCP/IP does not display as an installed component, click Add.

In the Select Network Protocol dialog box, select TCP/IP, and then click OK. You may be prompted
to install files from your Windows NT installation CD or other media. Follow the instructions to install
the files.

After all files are installed, a window displays to inform you that a TCP/IP service called DHCP can be
set up to dynamically assign IP information.

Click Yes to continue, and then click OK if prompted to restart your computer.

Configure Windows NT 4.0 for DHCP

1.

2.
3.
4

Open the Control Panel window, and then double-click the Network icon.
In the Network dialog box, click the Protocols tab.
In the Protocols tab, select TCP/IP, and then click Properties.

In the Microsoft TCP/IP Properties dialog box, click the Obtain an IP address automatically
option.

Click OK twice to confirm and save your changes, and then close the Control Panel.
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Access the Configuration Manager

Now that your computer’s IP settings allow it to communicate with the Router, you can access the configuration

software.

4

Note

Be sure that the web browser on your computer is not configured to use a proxy server

in the Internet settings. In Windows Internet Explorer, you can check if a proxy server is

enabled using the following procedure:

1. In Windows, click on the Start button, go to Settings and choose Control Panel.

2. In the Control Panel window, double-click on the Internet Options icon.

3. Click the Connections tab and click on the LAN Settings button.

4. Verify that the “Use proxy server” option is NOT checked. If it is checked, click in the
checked box to deselect the option and click OK.

Alternatively, you can access this Internet Options menu using the Tools pull-down
menu in Internet Explorer.

To use the web-based management software, launch a suitable web browser and direct it to the IP address of the
Router. Type in http:// followed by the default IP address, 192.168.1.1 in the address bar of the browser. The
URL in the address bar should read: http://192.168.1.1.

Login to Home Page

A new window will appear and you will be prompted for a user name and password to access the web-based

manager.

ADSL Router

‘/' Home Setup ' Advanced Tools | Status Help

Login

Please log in to continue

Login Name adrnin
Password

=

Figure 3-1. Home - Login window
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Use the default user name admin and password admin for first time setup. You should change the web-based
manager access user name and password once you have verified that a connection can be established. The user
name and password allows any PC within the same subnet as the Modem to access the web-based manger.

Do not confuse the user name and password used to access the web-based manager
with the ADSL account user name and password needed for PPP connections to
Note access the service provider's network.

Configure the Router

The first page that appears after you successfully login displays information about the Router and its connection
status. Tabs across the top of the screen show other available menus: Setup, Advanced, Tools, Status, and
Help.

ADSL Router

Home Setup | Advanced | Tools Status Help
T Logout Status Information
Systemn Uptime 0 houris) 6 minute(s)
DEL Status Digconnected

DEL Speed 0 kbps Upstream, 0 Khps

Downstream
LAM IP Address 19216811
Ethernet Cannected
use Disconnected
DHCP Server Running
Software Version ¥0.00B01T18.EU.2003.1217

Go to setup wizard

Figure 3-2. Home — Status Information window

When the Router is used to provide Internet access it actually must first access your service provider’s network,
that is, it must communicate with computers and other routers owned by your service provider. These computers
and routers then provide access to the Internet. The Router must be configured to communicate with the systems
that give it access to the larger network. Click either the Setup tab (or the Go to setup wizard hyperlink); the
Setup window will appear.
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Setup Menu

The Setup window offers links to menus to configure settings for the LAN (Local Area Network) and for the
WAN (Wide Area Network) setup. The first menu you see when clicking the Setup tab or the Go to setup
wizard hyperlink is the Setup menu.

Now you are ready to configure the settings needed for the WAN connection. All the information you need to
make the changes needed for a functioning WAN connection should have been provided to you by your ISP or
network service provider.

ADSL Router

m Setup WU Tools Status Help

T
Wireless Setup
LAN Setup The Setup section allows you to add new connections and maodify existing connection
parameters

DHCP Configuration
Wireless Setup

Selectto configure wireless seftings for the AP{Access Poinf)

Wireless Settings Fortion.

i

Management IP

WAN Setup
LAM Setup
DHCP Configuration Selectto setup DHCP ServerfRelay
P ————
el Management IP Selectto configure Management IP Address.
[ AN Setup
Modem Setup Selectto setup your moderm
Tl New Connection Selectto Configure a new connection
Connection 1
Connection 1 WAN_PPPOA
TS

Logout

Figure 3-3. Opening Setup window

If you are not instructed to change the modulation type, click the Wireless button or hyperlink to configure the
wireless settings. Skip ahead to Configure Connection below to configure a PPPoA connection type. Detailed
instructions follow on how to configure other connection types.

If you are instructed to change the method of modulation used for ADSL, click the Modem Setup button or
Modem Setup hyperlink and select the Modulation Type used for the connection. Skip ahead to the next page for
an example of the Modem Setup menu. Then proceed to Configure Connection to configure a PPPoA conection
or Change the Connection Type for other connection types.
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Wireless Settings

Click the Enable AP box to allow the router to operate in the wireless environment.
SSID: The SSID identifies members of Service Set.

Accept the default name or change it to something else. If the default SSID is changed, all other devices on the
wireless network must use the same SSID.

Channel: What channels are available for use by the access point depends on the local regulatory environment.
Remember that all devices communicating with the device must use the same channel (and use the same SSID).
Use the drop down menu to select the channel used for your 802.11b wireless LAN.

The wireless channel number is available from your Internet Service Provider (ISP).
If network Security is not used, click None, then click Apply.

Important Note: For initial configuration of the Router, make sure that None is selected. It is more important
first to make sure that your wireless network is functioning properly.*

ADSL Router

T setup

Advanced Tools Status Help

Wireless Wireless Settings
These are the wireless settings for the AP{Access Point) Portion.
LAN Setup
Enable AP
e
S8I0: GED4T_WIRELESS
. R Channel: 6 v
Management IP :
Security: @ none Owep O 802.1% Owea
WAN Setup
Modem Setup Apply Cancel

New Connection

Cennection 1

Logout

LLHE

Figure 3-4. Wireless configuration window

* For information on applying various types of security to your network, see the next few pages.
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Wireless Security

The DSL-G604T offers three types of network security: WEP, 802.1X, and WPA.

WEP

WEP (Wireless Encryption Protocol) encryption can be enabled for security and privacy. WEP encrypts the
data portion of each frame transmitted from the wireless adapter using one of the predefined keys.

The router offers 64-, 128, or 256-bit encryption with four keys available.
To bring up the WEP configuration window, click the WEP radio button.

ADSL Router

m Setup WG] Tools Status Help

Wireless Wireless Settings

These are the wireless setlings for the AP(Access Paint) Portion
LAN Setup

[“IEnable AP

—
S9I0: GEO4T_WIRELESS
Management IP
Security Onone @wWer O s02.1x OwPa

'WAN Setup

[CJEnable WEP Wireless Security

—
Modem Setu = 2
Authentication Type:| Open ¥
——
en Con Select Encryption Key Cipher
® G4 hits
5
==
® G4 hits  +
—
® G4 hits  +

Enter 10, 26, 58 hexadecimal digits for 64, 128, or 256 bit Encryption Keys respectively. e, A%
AR AL AR AL for 3 key length of 64 bits.

9 9

Apply Cancel

Figure 3-5. WEP configuration window

From the drop-down menu, select an Authentication Type: Open, Shared, or Both.

Select a key by clicking a radio button on the left, select an encryption level from the drop-down menu on the
right, then enter the proper-length key. (Key length is outlined at the bottom of the window:.)

Click Apply.

Important Note: If encryption of any kind, at any level is applied to the Router, all devices on the network must
comply with all security measures.
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802.1X

Some network-security experts now recommend that wireless networks use 802.1X security measures to
overcome some weaknesses in standard WEP applications. A RADIUS server is used to authenticate all potential

users.

Server IP Address: enter the IP address of the Radius server

Port: enter a port number, or accept the default

Secret: enter a password (1-63 character)

Group Key Interval: time (in seconds) after which the Group Key is changed automatically (1-99999).

Important Note: The values needed for the above entries can be obtained from your Internet Service Provider

(ISP).

[ Home RTINS

ADSL Router

Advanced Tools Status

Help

Wireless

LAN Setup

DOHCP Configuration

i

Management IP

WAN Setup

Modem Setup

New Connection

Cennection 1

Logout

LLHE

Wireless Settings

These are the wireless settings for the AP(Access Point) Partion

[#Enable AP

s8I [GE04T WIRELESS

Channel:

I_E

-

Security: Omone OweP @ 802.1x OwPa

Radius Settings

Serner P Address:

Part

Secret

Group Key Interval

1812

50

9 O

Apply Cancel

Figure 3-6. 802.1X configuration window

Important Note: If encryption of any kind, at any level is applied to the Router, all devices on the network must

comply with all security measures.
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WPA (Wi-Fi Protected Access)

Wi-Fi Protected Access was designed to provide improved data encryption, perceived as weak in WEP, and to
provide user authentication, largely nonexistent in WEP.

For most small networks, such as in a small business or home-based enterprise, WPA is the easiest way to obtain
effective network security. Of the three options in WPA, PSK String is the easiest to implement.

ADSL Router

m Setup LUIGHIT Tools | Status Help

Wireless

LAN Setup

DHCP Gonfiguration

Management IP

LI

WAN Setup

Wireless Settings

These are the wireless settings for the AP{Access Paint) Portion

[l Enable 4

S8ID: GEO4T_WIRELESS
Channel: [
Security O none Gwer O 802.1x @ wra

Group Key Interval: |
el Mote: Group Key Interval is shared by all WPA options

Mew Connection Oe0z.1x Server [P Address

Part:
Cennection 1

Secret

LLE

Logout
O PSK Hex Hex

O PSK String String

9 9

Apply Cancel

Figure 3-7. WPA configuration window
Group Key Interval: time (in seconds) after which the Group Key is changed automatically (1-99999).
802.1X

IP address of the RADIUS server, Port number, and Secret (password) can be obtained from your Internet
Service Provider (ISP).

PSK HEX

PSK (Pre-Shared Key) Hex is a hexadecimal value 1-32 characters in length.

PSK String

PSK (Pre-Shared Key) is an alphanumeric value 1-63 characters in length.

Enter the appropriate values, then click Apply.

Important Note: If encryption of any kind, at any level is applied to the Router, all devices on the network must
comply with all security measures.

24




DSL-G604T ADSL Router User’'s Guide

Modem Setup

The Modem Setup menu is used to change the Modulation Type used for the ADSL connection. This setting
should only be changed if your service provider has given explicit instructions to change it.

@ Do not change the (ADSL) Modulation type used unless you have been instructed to do
so. If this setting is not configured properly, the Router will not work.

Note

ADSL Router

M Setup WU Tools Status Help

BT
Wireless Madem Setup

LAN Setup Select the Modulation type

—— O T1413

© GLITE
—
Management IP & MMODE
WWAN Setup a ,.’
Apply Cancel

Medem Setup

New Connection

Connection 1

Logout

il

Figure 3-8. Modem Setup menu (change modulation type)

If you are instructed by your ISP to change the Modulation type is used for your service, select the desired
modulation type and then click Apply. The modulation types available are T1413, G.DMT, GLITE and
MMODE. By default, the Router will automatically detect the modulation used; this setting is listed as MMODE
(Multi-mode).

25




DSL-G604T ADSL Router User’'s Guide

Configure Connection 1 for PPPOA

PPP or Point-to-Point protocol is a standard method of establishing a network connection/session between
networked devices. Different forms of PPP include PPPoA and PPPoE (discussed below) involve an
authentication process that requires a username and password to gain access to the network. PPPoA (PPP over
ATM) as described in RFC 2364, is a method of using PPP on an ATM network. ATM is used for many types of
telecommunications services including ADSL.

To configure the WAN connection for PPPoA, perform the steps listed below. Some of the settings do not need
to be changed the first time the device is set up, but can be changed later if you choose.

ADSL Router

m Setup LGN Tools Status Help

V' Wiralace ;
Wireless PPPoA Connection Setup
LAN Setup Mame:  WAN_PPPoA | Type: | PPPoA »

Options NAT [] Firewall

—_—
i semnas L
Encapsulation: @ LLc O ve WPl |8
—_— )
Management IP Username: |username vl |35
Password, | esss | ]
AN Sy L L | [alal= .UEIR V.
Idle Tirmeout | nin PCR: bps
Keep live: |10 . SCR: | bps
Medem Setup WA Fail |10 times
MRL: [1500 | bytes
New Connection Set Route:
Debug: []
Connection 1
0 O
Apply Delete Cancel

Figure 3- 9. PPPOA Connection 1 Setup menu

To configure the default connection type (PPPoA) for Connection 1, follow the steps listed below. To change the
connection type of Connection 1 to an alternative type follow the instructions according to the desired type as
described below in Change the Connection Type.

1. Click the Connection 1 button under WAN Setup to view the PPPoA Connection Setup menu
pictured in the example above.

2. Type in a Name for the connection or use the default name WAN_PPPoA in the space provided.
3. Under Options, enable NAT and/or Firewall by selecting the corresponding selection box.

4. If you are told to change the VPI or VCI values, type in the values given to you by your service
provider. Many users will be able to use the default settings.

5. Leave the default QoS values if you are unsure or the ISP did not provide this information.
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6. Do not change the PCR or SCR values unless you are required to do so. If you are told to change these,
type in the values given to you by your service provider.

7. Type the Username and Password used to verify the identity of your account. Typically, the Username
is an account number assigned by your ISP and appears in the form accountt#@serviceprovider.com,
while the Password may have been chosen by the account holder. For most users, the remaining settings
will not need to be changed. See your ISP for further information.

8. Click the Apply button when you have entered all the information. The web browser will briefly go
blank. You are now finished changing setting for the primary WAN connection known as Connection 1.
It is now necessary to save the changes you just made and restart the Router.

9. To save the changes made to Connection 1, click the Tools tab and then click on the System
Commands button. Click on the Save All button to store the configuration settings. Click on Back
button to return to the System Commands menu.

10. Check the WAN connection status. Click the Status tab and then the Connection Status button. Look
under WAN to view the State of Connection 1, it should read Connected. |If the WAN connection state
does not appear to Connected after a few minutes, go back to the Connection 1 Setup menu, check the
settings and make sure they are correct.

Change the Connection Type

The default connection protocol used for the Router is Point-to-Point Protocol over ATM (PPPoA). The menu
used to configure a PPPOA connection is the first menu to appear when you click on the Connection 1 button in
the Setup menu. The alternative connection types supported by the Router are the PPPoE (PPP over Ethernet),
CLIP (Classical IP over ATM or IPoA), DHCP (for WAN), Static (IP for WAN), and Bridge connection types.
There are two ways you may configure the WAN connection to use these alternative types. You can create a
New Connection using the alternative connection type or you may configure the Connection 1 settings to use the
connection type of choice. This section describes how to change the Connection 1 settings to use a different
connection type. To change the Connection 1 settings to use a different connection type, follow the instructions
below according to the type of connection you want to use. To create and configure a New Connection, skip
ahead to Create a New Connection.

Configure Connection 1 for PPPoOE

PPP or Point-to-Point protocol is a standard method of establishing a network connection/session between
networked devices. PPPoE configuration requires the same basic information as the previously discussed PPPoA
and both menus are nearly identical. It may be worthwhile for the user to change the default name of Connection
1 to something that states what connection type is being used, for example, WAN_PPPoA, the name used in the
example below. Notice the VPI and VCI values are included in the name. It is not functionally necessary to
change the name of the connection, this is done merely to provide descriptive reference.
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ADSL Router

| Home RTINS

Wireless PPPoE Connection Setup

Advanced Tools | Status Help

LAN Setup Mame:  |WWAN_PPPoA Type: | PPPoE +

Options: MAT Firewall

—_—
PPP Settings PV Settings
Usemame:  |username | VP |8 |
e - -
Management IP Passwotd | eees YCI: |35
WAN Setup ldle Timeout: | it Qo5: '.UEHR b
Keep Alive: 10 in PCR] bps
—_—— WA Faill: 10 | tirnes SCR: bps
Modem Setu :
WU 142 |bytes
— SetRoute
New Connection Enforce MRU: [] Debug: [

Connection 1 @ 0 %)

Apply Delete Cancel
—_—
L

ogout

Figure 3-10. Setup — Configure Connection 1 for PPPoE

To configure Connection 1 for PPPoE, follow the steps listed below. Some of the settings do not need to be
changed the first time the device is set up, but can be changed later if you choose.

1.

10.

11.

Click the Connection 1 button under WAN Setup to view the default PPPoOA Connection Setup
configuration menu.

Select PPPoE from the Type: pull-down menu. The menu will blink momentarily

Type in a Name: for the connection or use the default name in the space provided (WAN_PPPoA used
in the above example).

Under Options, enable NAT and/or Firewall by selecting the corresponding selection box.

If you are told to change the VPI or VCI values, type in the values given to you by your service
provider. Many users will be able to use the default settings.

Leave the default QoS values if you are unsure or the ISP did not provide this information.

Do not change the PCR or SCR values unless you are required to do so. If you are told to change these,
type in the values given to you by your service provider.

Type the Username and Password used to verify the identity of your account. Typically, the Username
is an account number assigned by your ISP and appears in the form accountt@serviceprovider.com,
while the Password may have been chosen by the account holder. For most users, the remaining settings
will not need to be changed. See your ISP for further information.

Click the Apply button when you have entered all the information. The web browser will briefly go
blank. You are now finished changing setting for the primary WAN connection known as Connection 1.
It is now necessary to save the changes you just made and restart the Router.

To save the changes made to Connection 1, click the Tools tab and then click on the System
Commands button. Click on the Save All button to store the configuration settings. Click on Back
button to return to the System Commands menu.

Check the WAN connection status. Click the Status tab and then the Connection Status button. Look
under WAN to view the State of Connection 1, it should read Connected. If the WAN connection state
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does not appear to Connected after a few minutes, go back to the Connection 1 Setup menu, check the
settings and make sure they are correct.
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Configure Connection 1 for Bridge

“Bridge” means a pure bridged connection with no IP address assigned to the Router. This connection method
makes the Router act as a bridge, and just passes packets across the DSL port. When the device is used in this
manner, it is necessary to install additional connection software on any computer or server used to access the

Internet.

ADSL Router

T setup

Advanced Tools Status Help

Bridged Connection Setup

i

LAN Setup Mame: |'\Wak_FPPPoA i Type: _Elridge ~|
Bridge Settings PVWC Settings
Encapsulation: & LLC O VO Pl |8
vor [35
. |
QDS: ; UBR v‘
PCR: bps
WAN Setup = -.
SCR| |bps

e 2 0 9
Apply Delete Cancel
=

Connection 1

[

Logout

Figure 3-11. Setup — Configure Connection 1 for Bridge

To configure the WAN connection for Bridge, perform the steps listed below. Some of the settings do not need
to be changed the first time the device is set up, but can be changed later if you choose.

1.

Click the Connection 1 button under WAN Setup to view the default PPPoA Connection Setup
configuration menu.

Select Bridge from the Type: pull-down menu. This action will change the menu so it offers fewer
settings for configuration.

Type in a Name: in the space provided (WAN_PPPoA is used in the above example).

If you are told to change the VPI or VCI values, type in the values given to you by your service
provider. Many users will be able to use the default settings.

Leave the default QoS values if you are unsure or the ISP did not provide this information.

Do not change the PCR or SCR values unless you are required to do so. If you are told to change these,
type in the values given to you by your service provider.

The Encapsulation values LLC (SNAP) and VC (MUX) are two different methods of encapsulating
the PPP packet. Contact your ISP to make sure which encapsulation is being supported.

Click the Apply button when you have entered all the information. The web browser will briefly go
blank. You are now finished changing setting for the primary WAN connection known as Connection 1.
It is now necessary to save the changes you just made and restart the Router.
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10.

To save the changes made to Connection 1, click the Tools tab and then click on the System
Commands button. Click on the Save All button to store the configuration settings. Click on Back
button to return to the System Commands menu.

Check the WAN connection status. Click the Status tab and then the Connection Status button. Look
under WAN to view the State of Connection 1, it should read Connected. I1f the WAN connection state
does not appear to Connected after a few minutes, go back to the Connection 1 Setup menu, check the
settings and make sure they are correct.

Configure Connection 1 for Static IP for WAN

Static is used whenever a known static IP is assigned. The accompanying information such as the Subnet mask
and the gateway should also be specified in order to be able to connect. Up to three Domain Name Server (DNS)
addresses can also be specified. These are the servers would enable you to have access to other web servers.
Valid IP addresses range from 0.0.0.0 to 255.255.255.255.

ADSL Router

w Setup WLGIGIGD Tools Status Help

BT : :
Wireless Static Connection Setup

LAN Setup Mame:  |WAN_PPPoA Type: | Static  +

Options: MWAT [#] Firewall

I Static Settings PWC Settings
DHGP Configuration —
Encapsulation: &) LLC O ¥C WP |8
— P Address (0000 | vel [35
Mask: | Qo3 |UBR
WAN Setup Default Gateway: | PCR: | bps
DNS 1: SCR| |tps
s e DME 2:
Modem Setup
DNS 3: |
| S Mode: Bridged Routed
New Connection ® 238
Connection 1 Apply Delete Cancel

Logout

[

Figure 3-12. Setup — Configure Connection 1 for Static IP for the WAN

To configure the WAN connection for Static, perform the steps listed below. Some of the settings do not need to
be changed the first time the device is set up, but can be changed later if you choose.

1.

Click the Connection 1 button under WAN Setup to view the default PPPoA Connection Setup
configuration menu.

Select Static from the Type: pull-down menu. This action will change the menu so it offers different
settings for configuration.

Type in a Name: in the space provided (WAN _PPPoA is used in the above example).

If you are told to change the VPI or VCI values, type in the values given to you by your service
provider. Many users will be able to use the default settings.

Leave the default QoS values if you are unsure or the ISP did not provide this information.
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10.

11.

12.

Do not change the PCR or SCR values unless you are required to do so. If you are told to change these,
type in the values given to you by your service provider.

The Encapsulation values LLC (SNAP) and VC (MUX) are two different methods of encapsulating
the PPP packet. Contact your ISP to make sure which encapsulation is being supported.

Based on the information provided by your ISP, enter the IP Address, Subnet Mask, Default Gateway
(if provided), and Domain Name Services (DNS) values (if provided).

Select the desired Mode, Bridged or Routed.

Click the Apply button when you have entered all the information. The web browser will briefly go
blank. You are now finished changing setting for the primary WAN connection known as Connection 1.
It is now necessary to save the changes you just made and restart the Router.

To save the changes made to Connection 1, click the Tools tab and then click on the System
Commands button. Click on the Save All button to store the configuration settings. Click on Back
button to return to the System Commands menu.

Check the WAN connection status. Click the Status tab and then the Connection Status button. Look
under WAN to view the State of Connection 1, it should read Connected. If the WAN connection state
does not appear to Connected after a few minutes, go back to the Connection 1 Setup menu, check the
settings and make sure they are correct.
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Configure Connection 1 for DHCP for WAN

Dynamic Host Configuration Protocol (DHCP) allows the gateway to automatically obtain the IP address from a
DHCP server on the service provider’s network. The service provider assigns a global IP address from a pool of
addresses available to the service provider. Typically the IP address assigned has a long lease time, so it will
likely be the same address each time the Router requests an IP address.

ADSL Router

M Setup WD Tools Status Help

BT i .
Wireless DHCP Connection Setup
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Figure 3-13. Setup — Configure Connection 1 for DHCP service for the WAN

To configure the WAN connection for DHCP, perform the steps listed below. Some of the settings do not need
to be changed the first time the device is set up, but can be changed later if you choose.

1.

Click the Connection 1 button under WAN Setup to view the default PPPoA Connection Setup
configuration menu.

Select DHCP from the Type: pull-down menu. This action will change the menu so it offers different
settings for configuration.

Type in a Name: in the space provided (WAN_PPPoA is used in the above example).

If you are told to change the VPI or VCI values, type in the values given to you by your service
provider. Many users will be able to use the default settings.

Leave the default QoS values if you are unsure or the ISP did not provide this information.

Do not change the PCR or SCR values unless you are required to do so. If you are told to change these,
type in the values given to you by your service provider.

The Encapsulation values LLC (SNAP) and VC (MUX) are two different methods of encapsulating
the PPP packet. Contact your ISP to make sure which encapsulation is being supported.

Click the Apply button when you have entered all the information. The web browser will briefly go
blank. You are now finished changing setting for the primary WAN connection known as Connection 1.
It is now necessary to save the changes you just made and restart the Router.
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10.

To save the changes made to Connection 1, click the Tools tab and then click on the System
Commands button. Click on the Save All button to store the configuration settings. Click on Back
button to return to the System Commands menu.

Check the WAN connection status. Click the Status tab and then the Connection Status button. Look
under WAN to view the State of Connection 1, it should read Connected. I1f the WAN connection state
does not appear to Connected after a few minutes, go back to the Connection 1 Setup menu, check the
settings and make sure they are correct.

Configure Connection 1 for CLIP

CLIP or IPoA connections function in a similar way to DHCP or Static IP connections. Certain CLIP
connections function like P2P networks. The router must obtain IP settings from a server owned by an ISP, or
use a static IP address assigned by the ISP.

ADSL Router

M Setup WD Tools Status Help

T g
Wireless CLIP Connection Setup
LAN Setup Mame:  |'WWwaN_FPPPoA Type: | CLIF w

Options: MAT [#] Firewall

B —
CLIP Settings PVC Sentings
IP Address: 0.000 VP |8
WAN Setup ARP Server: 0.0.00 Qos: |UBR "
Default Gateway: PCR: | bps
e soR:| | bps
— @ 0 O
Apply Delete Cancel

Connection 1

Logout

[

Figure 3-14. Setup — Configure Connection 1 for CLIP (IPoA)

To configure the WAN connection for CLIP, perform the steps listed below. Some of the settings do not need to
be changed when you first set up the device but can be changed later if you choose.

1.

Click the Connection 1 button under WAN Setup to view the default PPPoA Connection Setup
configuration menu.

Select CLIP from the Type: pull-down menu. This action will change the menu so it offers different
settings for configuration.

Type in a Name: in the space provided (WAN_PPPoA is used in the above example).

Under Options, enable NAT and/or Firewall by selecting the appropriate checkbox. This option is not
available for a Bridge connection.

Based upon the information your ISP provided, enter the IP Address (e.g. 168.128.1.1), the Subnet
Mask (e.g. 255.255.255.0), ARP Server (e.g. 168.128.1.2) and the Default Gateway (e.g.
168.128.1.1).
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10.

11.

If you are told to change the VPI or VCI values, type in the values given to you by your service
provider. Many users will be able to use the default settings.

Leave the default QoS values if you are unsure or the ISP did not provide this information.

Do not change the PCR or SCR values unless you are required to do so. If you are told to change these,
type in the values given to you by your service provider.

Click the Apply button when you have entered all the information. The web browser will briefly go
blank. You are now finished changing setting for the primary WAN connection known as Connection 1.
It is now necessary to save the changes you just made and restart the Router.

To save the changes made to Connection 1, click the Tools tab and then click on the System
Commands button. Click on the Save All button to store the configuration settings. Click on Back
button to return to the System Commands menu.

Check the WAN connection status. Click the Status tab and then the Connection Status button. Look
under WAN to view the State of Connection 1, it should read Connected. 1f the WAN connection state
does not appear to Connected after a few minutes, go back to the Connection 1 Setup menu, check the
settings and make sure they are correct.

Create a New Connection

An alternative method of changing the connection type used by the Router is to create a new connection.
Creating a new connection will not change the Connection 1 settings, it will make a new set of coneciton
configuration settings. The new set created will be labeled Connection 2, additional connections created will be
likewise labeled Connection 3, Connection 4 and so on. Use the method described here to create up to 8 different
connection configuration sets. At any time you may reconfigure the settings for any previously created
connection by clicking on the menu button for the connection displayed under the WAN Setup heading.

New Connection Example 1 - Create a New PPPoE Connection

The example below describes how to set up a new connection that uses a PPPoE type WAN conneciton. To
create a new connection:

1.
2.

Click on the New Connection button.

Configure the Router for the Type: of conneciton used and all the remaining settings as discussed in the
preceding section. In this example, the type of connection used for Connection 2 is PPPoE. Notice also
that the VPI and VCI values have been changed.

Click the Apply button to cerate the new connection. Notice that a new menu button is created
(Connection 2), this links to the configuration menu for Connection 2 (see example below). If at any
time you want to change, delete, disconnect or connect this WAN connection, click on the Connection 2
button.
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ADSL Router
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Apply Delete Cancel
Logout
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Figure 3- 15. Set up a New Connection — Connection 2

New Connection Example 2 - Create a New Bridge Connection

You may create new connections to suit different purposes. For example, let’s create a new Bridge connection
used to connect directly to a server acting as a firewall and proxy.

1. Click the New Connection button.

2. Select Bridge from the Type: menu.

3. Configure the remaining settings (including VPI: and VCI:) as necessary.

4. Click the Apply button. Notice that a new menu button, Connection 3, appears under WAN Setup.
5

Remember to save any newly created connections using the Save All procedure in the Tools/System
Commands menu.
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ADSL Router
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Figure 3- 16. Set up a New Connection — Connection 3

To disconnect the Bridge connection, click the Delete button.
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DHCP Configuration for LAN

The Router supports three

DHCP modes for the LAN. By default, DHCP service is provided using an IP pool of

192.168.1.2 — 192.168.1.254 for a total of 253 IP addresses available. The Router can also relay DHCP service
from another server through the WAN port. You may prefer to disable DHCP service and DHCP relay and use a
different preferred method for IP addressing on your LAN.

To disable the embedded DHCP server, select the Server and Relay Off option and click the Apply button.

" Wireless

LAN Setup

DHGF Configuration

Management IP

WAN Setup

Modem Setup
New Connection
Connection 1

Logout

[

LLHE

ADSL Router

@ Lo (Vo Advanced Tools | Status Help

DHCP Configuration
The device can be setup as a DHCP Server to distribute IP addresses to the LAN
network.
Server On
® Start IP: 1921681 2
End IP: 192.168.1.254
Lease Time: | 3600 :Secgndg
() Relay On

(O Server and Relay Off

9 9

Apply Cancel

For DHCP service on the

Figure 3- 17. Configure DHCP service for the LAN

LAN, select the Server On option to enable DHCP service from the Router (enabled

by default) and configure DHCP server parameters as follows:

DHCP Parameter

Description

Start IP

End IP

Lease Time

Type in the base address for the IP pool of unassigned IP addresses. This IP
address must be consistent with the Management IP address of the Router.
Normally the Start IP address is one greater than the Management IP address.

Type in the last address of the contiguous IP address range to be used by the
Router for DHCP function. Up to 253 consecutive IP addresses may be used
for the pool.

This specifies the amount of time (in seconds) a client can lease an IP
address, from the dynamically allocated IP pool.

Click the Apply button to make the changes to the DHCP settings. Remember to Save All in the Tools/System

Commands menu.
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Enable DHCP Relay

Some service providers provide DHCP service for private networks from their own servers. To enable DHCP
service form outside your LAN select the DHCP Relay option and type in the server IP address in the Relay IP
field.

ADSL Router

m Setup WLEITGHTED Tools Status Help

P W dleee )
Wireless DHCP Configuration
LAN Set The device can be setup as a DHCP Server to distribute IP addresses to the LAN
e netwaork.
(&) Server On

StatlP: 19216812 |

End IP:

;
it
i

Management IP O
Lease Time: | 3600 |secnnda

WAN Setup

) Relay On | |

Rt () Server and Relay Of

New Connection

9 O

Cennection 1 Apply  Cancel

LLHE

Logout

Figure 3- 18. Configure DHCP Relay Service

Click the Apply button to change the DHCP Relay settings. Remember to Save All in the Tools/System
Commands menu.
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Management IP

The IP address of the Router can be changed to suit the requirements of your LAN. Remember, if you are using
DHCP from the Router, the IP address must be consistent with the DHCP IP settings.

ADSL Router

m Setup WLEITGHED Tools Status Help

W'
ireless
Management IP

LAN Setup
Ifthis address or setting is changed, you will need to know the new IP address to be able to use

your Web Browser for accessing yourWeb Pages.

[

GF Configuration IP Address [192.168.11

hadie LRI Methask |55 255 2550

WAN Setup
Default Gateway

Modem Setup Hosthame iiﬂyg aieway

New Connection Dormainname iar? 1
(v

Cennection 1 a d

Apply Cancel

Logout

LLHE

Figure 3- 19. Configure Management IP

Change IP settings as desired and click the Apply button to change the DHCP Relay settings. You may also
provide a Host name and Domain name if necessary for your LAN. Remember to Save All in the Tools/System
Commands menu.
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Save Configuration Changes

Any changes made to the Router’s configuration must be saved to non-volitile memory or they will be lost if the
Router is restarted or powered off. When you are finished making changes to the Router settings, follow the
instructions here to save the new settings.

ADSL Router
Home Setup | Advanced Tools

Tools
The Toals section allows you to save the configuration, restart the gateway, update the gateway
firrrvware, setup user and remote log information and run Ping and Modern tests.

System Gommangds

Remote Log System Commands Selectto Save the current configuration, Restart

the gateway and Restors to factory defaults.

[l

User Management

Remaote Log Selectto setup Remote Log Information.
f User Managment Selectto configure User name and password
Update Gateway s Sl 2 2
Update Gateway Selectto upgrade the Gateway Firmware.
Berssareaaaad )
Ping Test
Ping Test Selectto run a Ping Test
P
Modem Test Modem Test Selectto Check whether the Modem with a
specific Connection is properly connected to the
Metwoark.

[

Logout

Figure 3- 20. Router Tools Menus

Click on the Tools tab to access the System Commands menu link - then click the System Commands link to
see the menu pictured below.

ADSL Router
Home Setup Advanced Tools

System Commands

Sycsbem Sommen iy Systermn Commands allow you to carry out basic system actions. Press the button to execute a
cammand.
B - APy Press this button in order to permanently save the
Remote Log current configuration of the Gateway If you do re-start

the systern without saving your configuration, the
Gateway will revert back to the previously saved
'User Management canfiguration

TW Use this hutton to re-start the system . Ifvou have not
> saved your configurations, the Gateway will revert back
to the previously saved configuration upon re-
starting. NOTE: Connectivity to the unit will be lost. vou
Ping Test can reconnect after the unit reboots

Update Gateway

[

Modem Test Use this button to restart the Wireless Access Point. It

i important to Restart Access Point any time you
change your Wireless settings
Logout

[

W se this hutton to restore factory default configuraion.
— MOTE: Connectivity to the unit will he lost. You can

reconnect after the unit reboots

Figure 3- 21. Available System Commands
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To save the new settings, click on the Save All button. It will take a second or two to perform the save. After the
save is completed, a message appears in a new menu (see below).

ADSL Router
Home ' Setup | Advanced [NCS-IMM Status = Help |

Message

System Commands

—
—
—
—
—
—
—

“our changes have now been permanently saved.

Figure 3-22. Changes permanently saved message

To return to the System Commands menu you can click the Back button in the new menu or use the back
function of the web browser.
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Advanced Router Management

Click the Advanced tab to access menus used to configure UPnP, Port Forwarding, Access Control,
Advanced Security (including NAT, Firewall and DMZ setup), LAN Clients, Bridge Filters, Multicast pass-
through, Static Routing and Dynamic Routing (RIP setup).

ADSL Router
Advanced Tools Status Help

UPnP Advanced

The Advanced section allows you to configure new connections for the advanced features
Port Forwarding like RIP, Firewall, NAT, UPnP, IGMP and Bridge Filters. This section also allows you to
setup LAM clients

Dynamic Routing

-
-
—
UPnP Select to configure UPNP for different connections.
‘Advanced Security Port Forwarding Selectto configure Firewall and MNAT pass-through to your
hosted applications.
| ST Access Control Selectto configure Firewall to block your LAM PCs from
Lan Clients accessing the Intemet.
Advanced Security Selectto configure Advanced Firewall & NAT features such as
- )
I Bridge Filters DMZ and Remote Management.
LAN Clients Selectto canfigure LAN Clients.
T 5 3ri i
Bridge Filters Selectto setup Brigde Filters.
Multicast Selectto configure Multicast pass-thraugh for different
YOR—— connections.
Static Routing
Static Routing Selectto configure Static routes
Dynamic Routing Selectto canfigure RIP

Wireless Management Selectto configure Wireless Management

Wireless Performance  Selectto checkthe Wireless Performance.

Logout

o

Figure 4-1. Advanced setup main menu
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UPNnP

UPNP supports zero-configuration networking and automatic discovery for many types of networked devices.
When enabled, it allows other devices that support UPnP to dynamically join a network, obtain an IP address,
convey its capabilities, and learn about the presence and capabilities of other devices. DHCP and DNS service
can also be used if available on the network. UPnP also allows supported devices to leave a network
automatically without adverse effects to the device or other devices on the network.

UPnP can be supported by diverse networking media including Ethernet, 802.11b wireless, Firewire, phoneline
and powerline networking.

ADSL Router

v Home EEI -3 Advanced Tools Status Help

UPnP
To enzhle UPnP, check Enable UPnP and then select a connection

UPnP

[JEnable UPnP
Port Forwarding

Select Available Connections

Access Control
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‘Advanced Security

Lan Clients
Bridge Filters Apply  Cancel
Multicast

Static Routing

Dynamic Routing

S
i
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i
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Logout
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Figure 4-2. Advanced — UPnP window

To enable UPnP for any available connection, click to check the Enable UPnP selection box, select the
connection or connections on which you will enable UPnP listed under Available Connections and click the
Apply button.
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LAN Clients

The LAN Clients menu is used when establishing Port Forwarding, Access Control and Advanced Security rules
for IP addresses on the LAN. This menu can be accessed directly by clicking on the LAN Clients button or
hyperlink in the Advanced setup menu. You can also click on the New IP button located in the Port Forwarding,
Access Control and Advanced Security menus to access this menu. In order to use these advanced features it is
necessary to have IP addresses available for configuration. If there are no IP addresses listed in the LAN Clients
menu, it will not be possible to configure Port Forwarding, Access Control and Advanced Security.

Use the LAN Clients menus to add or delete static IP addresses for the advanced functions mentioned above, or
to Reserve a Dynamically assigned IP address for an advanced function. Dynamically assigned IP addresses will
only be listed if DHCP is enabled on the Router.

ADSL Router
Advanced Tools Status Help

UPnP LAN Clients

IP Address
Port Forwarding

Host Name

Access Control Add

HEER?

Wdvanced Security Yalid IP Range:  192,168.1.2 - 192.168.1.254

Lan Clients Static Addresses
Delete IP Address HostMNames Type

Bridge Filters
Dynamic Addresses

Reseme P Address HostMNames Type
Multicast

P
i
sl
siiiead

(] 192.168.1.11 LUKE Dynamic
Static Routing
"f’ ’
Dynamic Routing Apply Cancel

—_—
Logout

Figure 4-3. LAN Clients Setup

To add a static IP address to the list of available IP addresses, type an IP address that falls within the range a
available IP addresses and click on the Add button. In the example above, available addresses range from
10.0.0.1 to 10.255.255.254. Any addresses added will appear in the list of Static Addresses available for
advanced configuration. These addresses can then be used in the other Port Forwarding, Access Control and
Advanced Security menus.

To delete an IP address from the list of Static Addresses, click the Delete box for the address or addresses you
want to eliminate and click on the Apply button.

Dynamically assigned IP addresses may be reserved so that the lease does not expire for the LAN IP address.
Click the Reserve box for the address or addresses you want to reserve and click the Apply button. These
addresses will become Static IP addresses and will no longer be available for DHCP assignment.
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Port Forwarding

Port Forwarding allows specific functions to bypass NAT protection that would otherwise not allow them to
function. To use Port Forwarding, you must have specific client IP addresses available for configuration. Use the
LAN Clients menu to establish client IP addresses available for port forwarding.

@ In order to use Port Forwarding, Firewall support must be enabled. See Enable/Disable

Note NAT and Firewall in the Advanced Security menu.

ADSL Router
v Advanced ER[=I-]H Status Help
—_

Port Forwardin,
UPnP &

Chaose 3 connection WAN_PPPaA V
Port Forwarding LAN P [192.1681.11 ]

Access Control

Dynamic Routing

—
- Category Available Rules Applied Rules
o | Alien vs Predator ~
T IIY .
lactvanced Bacurity @ Games Asheran's Call
O ¥PM Dark Rein 2
O Audiohia [|Delta Force
P pre——— udiohideo
Lan Ciients Doom
O Apps Dune 2000
os Directx (7.8) Games
P ; ERELS EliteForce
Bridge Filters O User EverQuest
Eohigiocel _
I = Viaw
Static Routing J
Apply Cancel
-

Logout

[

Figure 4-4. Advanced — Port Forwarding window

There are many different pre-configured rules available for specific functions such as Internet gaming, VPN,
streaming and interactive multi-media, standard TCP/IP protocols, reserved ports, p2p, network management
applications, and so on.
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You may also create customized rules to manage TCP/UDP ports. The pre-configured rules include those listed
in the table here:

Category Available Rules

Games: Alien vs. Predator, Asheron’s Call, Dark Rein, Delta Force, Doom, Dune, DirectX
Games, EliteForce, EverQuest, Fighter Ace Il, Half Life, Heretic I, Hexen II, Kali,
Motorhead, MSN Gaming Zone, Myth: The Fallen Lords, Need for Speed Porsche,
Need for Speed 3, Outlaws, Rainbow 6, Starcraft, Tiberian Sun, Ultima, Unreal
Tournament.

VPN IPSec, PPPTP
Audio/Video Net2Phone, Netmeeting, QuickTime

Applications VNC, Win2k Terminal, PC Anywhere, Netbios, RemoteAnything, Radmin, LapLink,
CorbonCopy, Gnutella.

Servers Quake 2, Quake 3, Unreal, Web, FTP, Telnet, DNS, LDAP, NNTP, SMTp, POP 2,
POP3, IMAP, IRC, Lotus, Remote.
User Use this to set up custom TCP/UDP port rules.

To configure a new port-forwarding rule for any of the pre-configured rules, follow these steps:

1. Select the WAN connection you want to use for the new rule from the Choose a connection pull-down
menu.

2. Select a LAN IP from the available client IP addresses listed in the pull-down menu; or, create a New
IP by clicking the button. This brings up the LAN Client menu (see above).

3. Select the Category of the rule you are creating. The Available Rules for the category appear listed.
4. Highlight to select the Available Rule you want to apply.

5. Click on the Add> button to place the rule in the Applied Rules list of port forwarding that are actively
applied to the client

The Available Rules can be applied to a single client IP address. That is, it is not possible to use an applied rule
for multiple IP addresses on the LAN.
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The User category for port forwarding is used to set up customized port forwarding rules.

Home ELIF-3 Advanced Tools Status Help
Port Forwarding

Choosea cunnecliunl conn_1_PPPoA_8_35 j

Port Forwarding LAN P 1011033 |

Access Control Cateqgory Available Rules Applied Rules

example LANGsubnet
BT LAMNIsubnet
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Advanced Security

- Audiofvideo
Lan Clients
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el (@) @ (@ (@

Servars

Bridge Filters
User

Fadd B Tm B Dalate
3 Add Edfit Deabate
Multicast -

L
Static Routing a

Apply Cancel

Dynamic Routing

[EEREENE

Logout

Figure 4- 5. Set up Custom Port Forwarding Rules
To set up custom TCP or UDP port forwarding rules, follow these steps:

1. Select the User category and click the Add button located below the Available Rules list. This will
change the menu to look like the example below.
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ADSL Router
Advanced Tools Status Help

——
UPnP Rule Management
Rule Name I
Part Fi rdin
I Protocol | TCP =
Port Start I Port Endl
Access Control
Port Map I
(v
Advanced Security a d
Apply  Cancel
Lan Clients
Protocol Port Start Port End Port Map Delete

Bridge Filters

Multicast

Statie Routing

Dynamic Routing

[HEREERE

Logout

Figure 4- 6. Port Forwarding User Rules Management
Type a Rule Name in the space provided.
Select the port Protocol from the pull-down menu - you may select 7CP, UDP or both (TCP/UDP).

Configure a range of ports for forwarding. Type the lowest numbered port in the range in the Port Start
space. Type the highest numbered port in the Port End space. For a single port, just enter the same
number in both spaces.

Type a number for the Port Map in the space provided.

Click the Apply button to create the new rule. The new rule will appear listed in the table of custom
port forwarding rules.
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Access Control

Access Control settings are used to block various services and protocols for specific client IP addresses. The
configuration process is similar setting up port forwarding, except access control will deny specific functions to
client IP addresses. There are pre-configured rules for specific functions that may be blocked or you can block
specific UDP or TCP ports. Access control operates for specific IP addresses across all WAN connections. If
you are using more than one WAN connection, a single set of access rules is maintained for each controlled IP

address that operates on all WAN connections.

e

Note

In order to use Port Access Control, Firewall support must be enabled. See
Enable/Disable NAT and Firewall in the Advanced Security menu.

ADSL Router

Dynamic Routing

Logout

[

‘—) Home | Setup LIGUGM Tools | Status | Help
—
Access Control
wanie (192168011 v
Port Forwarding Traffic Type [] Any
Access Controf Category Available Rules Applied Rules
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O ¥PN Dark Rigin 2
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WS udioMideo | oo m
Lan Clients
© Apps  |Dune 2000 I
os Direct< (7.8) Games
=z R LS EliteForce
Bridge Filters O Ussr EverQuest
Fighter Ace Il v
."’
Apply Cancel
-

Figure 4-7. Access Control menu

Remember, if the client IP address you want does not appear listed in the LAN IP pull-down menu, click on the

New IP button to go to the LAN Clients menu.

To block all traffic from the WAN port to a specific IP address, select the LAN IP address to block and click to
check the Traffic Type __ Any selection box, then click the Apply button. This will block all traffic from the

WAN port to the specified client.

Remember to save the configuration changes.
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Access Control pre-configured rules are the same as for port forwarding:

Category Available Rules

Games:

VPN

Alien vs. Predator, Asheron’s Call, Dark Rein, Delta Force, Doom, Dune, DirectX
Games, EliteForce, EverQuest, Fighter Ace Il, Half Life, Heretic I, Hexen II, Kali,
Motorhead, MSN Gaming Zone, Myth: The Fallen Lords, Need for Speed Porsche,
Need for Speed 3, Outlaws, Rainbow 6, Starcraft, Tiberian Sun, Ultima, Unreal
Tournament.

IPSec, PPPTP

Audio/Video Net2Phone, Netmeeting, QuickTime
Applications VNC, Win2k Terminal, PC Anywhere, Netbios, RemoteAnything, Radmin, LapLink,

Servers

User

CorbonCopy, Gnutella.

Quake 2, Quake 3, Unreal, Web, FTP, Telnet, DNS, LDAP, NNTP, SMTp, POP 2,
POP3, IMAP, IRC, Lotus, Remote.

Use this to set up custom TCP/UDP port rules.

To configure a new Access Control rule for any of the pre-configured rules, follow these steps:

1.

Select a LAN IP from the available client IP addresses listed in the pull-down menu; or, create a New
IP by clicking the button. This brings up the LAN Client menu (see above).

Select the Category of the rule you are creating. The Available Rules for the category appear listed.
Highlight to select the Available Rule you want to apply.

Click on the Add> button to place the rule in the Applied Rules list of port forwarding that are actively
applied to the client

The Available Rules can be applied to a single client IP address. That is, it is not possible to use an applied rule
for multiple IP addresses on the LAN.

To set up custom TCP or UDP access control rules, follow these steps:

1.

2
3.
4

Select the User category and click the Add button located below the Available Rules list.
In the new menu that appears, type a Rule Name in the space provided.
Select the port Protocol from the pull-down menu - you may select TCP, UDP or both (TCP/UDP).

Configure a range of ports for forwarding. Type the lowest numbered port in the range in the Port Start
space. Type the highest numbered port in the Port End space. For a single port, just enter the same
number in both spaces.

Type a number for the Port Map in the space provided.

Click the Apply button to create the new rule. The new rule will appear listed in the table of custom
port control rules.
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Advanced Security

Use the Advanced Security features of the Router to globally enable or disable NAT and Firewall protection for
any WAN connection, enable or disable DMZ IP addresses, enable or disable remote Telnet or web management
from specified IP addresses, and enable/disable ICMP ping packets from the WAN.

ADSL Router
Advanced [ (eT=1F] Status Help

Advanced Security Settings

UPnP

Port Forwarding Enable Firewall and NAT Service

Access Control

sl
o
sl

Select your WWAN Connection WAN_PPPoA ¥ |
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[ Enable DMZ
T Lan Clients Selecta LAMIP Address 192168111 + W
5.

Bridge Filters [] Remaote ek

T IP Address | 0.0.0.0 IF Met Mask |256.266.266.255
- [1 Remaote Telnet

IP Address(0.0.0.0 IP Met Mask|255.255.255.255
——

Dynamic Routing

] Allow Incoming ICMP Ping

@ O

Apply Cancel

Figure 4-8. Advanced Security menu

Follow the instructions below to set up the Advanced Security features. To enable ICMP Ping packets from the
WAN, click to check the Allow Incoming ICMP Ping selection box and click the Apply button. The ICMP
(Internet Control Message Protocol) Ping packet is used to test connectivity of IP devices. Keep in mind that
when this is enabled, the Router may be vulnerable to denial of service type attacks.

Enable/Disable NAT and Firewall

NAT and basic Firewall protection can be enabled or disabled for any WAN connection. These may also be
enabled or disabled when configuring the WAN connection for any connection type except Bridge connections.
By default, they are enabled for WAN connections (except Bridge connections) when they are first set up.
Firewall protection includes the previously discussed Port Forwarding and Access Control. Therefore, this must
be enabled to use these features.

To enable NAT and Firewall protection for any WAN connection including Bridge type connections, check the
Enable NAT and Firewall Services selection box and click the Apply button. Be sure to save the changes in
the System Commands menu or the settings will be lost.

To disable NAT and Firewall Services, deselect it and click the Apply button. Be aware that this remove basic
security and expose your LAN to potentially malicious agents form the WAN.

Remember to save the configuration changes.

DMZ IP Address

A DMZ address is used for a device that is not given basic protection of NAT and Firewall services. You may
select an IP address from the pull-down menu or create a New IP by pressing the button. This brings up the LAN
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Clients menu in which you may create a static client IP or reserve a dynamically assigned IP address for DMZ
designation.

Setup Remote Management

Telnet and web management through the WAN port can be enabled for specified IP addresses. To enable remote
management, click to check the selection box for Remote Telnet or Remote Web and type in an IP address and
net mask of a trusted host.

Bridge Filters

Bridge filters are used to block or allow various types of packets through the WAN interface. This may be done
for security or to improve network efficiency. The rules are configured for individual devices based on MAC
address. Filter rules can be set up for source, destination or both. You can set up filter rules and disable the entire
set of rules without loosing the rules that have been configured.

ADSL Router
v Home LEIo3  Advanced Tools Status Help
——— 5 .
Bridge Filters
Enable Bridge Fillers
—
Source MAC Destination MAC Protocol Mode
owmesenell | [oo-oo-oo-oo0000 | [oo-oo-go-oo-oo-
00-00-00-00-00-00 | [00-00-00-00-00-00 [ Any [ Deny
T —
— Add
Edit Source MAC Destination MAC Protocol Mode Delete
Lan Clients
Bridge Filters
Multicast Apply Cancel

Static Routing

i
il
—

Dynamic Routing

Figure 4-9. Bridge Filters menu

To add a bridge filter rule, check Enable Bridge Filters, type in a Source MAC, a Destination MAC or both in
the entry fields, and click the Add button. To edit an existing rule, select the rule by clicking the Edit radio
button. The rule will appear in the entry fields above as it is currently configured. Make the desired changes and
click the Add button. To remove a bridge filter from the table in the bottom half of the window, click to select
the corresponding Delete box, and then click Apply. Remember to save the configuration changes.

The protocols that may be specifically allowed or denied to pass through the WAN interface are the following:
IPv4, IPv6, RARP, PPPoE Discovery and PPPoE Session.

Multicast Pass-through

Multicast pass-through can be enabled or disabled for any WAN connection. When enabled it allows IGMP
packets to pass through the WAN interface. IGMP packets are used to control multicasts and discontinue
multicasts to individual IP addresses when they are no longer needed.
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B Home SEIP[sM Advanced Tools Status Help
Multicast
To enable IGMP Multicast, check Enable IGMP and then select a connection
e, [JEnable IGMP Multicast
Port Forwarding
Select Available Connections
—
Access Control
- 3] WAN_PPPoA
=
ST
Lan Clients
9 O
s s 7
Bridge Filters Apply Cancel

Multicast

Static Routing

Dynamic Routing

LE

Logout

———

Figure 4-10. Multicast pass-through menu

To enable Multicast pass through for any WAN connection, select the connection and click the Enable IGMP
Multicast box to select the option, then click the Apply button. Remember to save the configuration changes.
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Static Routing

Use Static Routing to specify a route used for data traffic within your Ethernet LAN or to route data on the
WAN. This is used to specify that all packets destined for a particular network or subnet use a predetermined
gateway.

ADSL Router
Advanced Tools Status Help

UPnP Static Routing
Chooge a connection .WANfPPPnA L]

Port Forwarding Mew Destination [P

Masgk 255.265.256.0
Access Control 3
Gateway

advanced Security Metric 1

Lan Clients
Caonnection Destination Mask Gateway Metric  Delete

Bridge Filters

LEERREE

Multicast

Static Routing a J

Apply  Cancel

Dynamic Routing

R

Logout

[

Figure 4-11. Static Routing menu

To add a static route, choose a connection from the pull-down menu and then enter a New Destination IP
address, subnet Mask, Gateway IP address and Metric value. Click Apply to enter the new static route in the
table below. The route becomes active immediately upon creation.

To remove a static route from the table in the bottom half of the window, choose to Delete it from the table and
click the Apply button. Remember to save the configuration changes.
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Dynamic Routing

The Router supports RIP v1 and RIP v2 used to share routing tables with other Layer 3 routing devices. It also
supports use of password protection which requires password verification for RIP requests. Use the Dynamic

Routing menu to enable RIP and if desired to configure password protection.

D-Link'
s ADSL Router
Home SEIP[sM Advanced Tools Status Help
UPnP Dynamic Routing
Enable RIF
Port Forwarding - . R
Frotocal | RIPv2 & Direction | Both )
Access Control Enable Passward
Password EIu"
Advanced Security

Lan Clients

Apply Cancel

Bridge Filters

Multicast

Static Routing

LEERREEE

Dynamic Routing

—

Figure 4-12. Dynamic Routing (RIP) menu

To enable RIP v1, check Enable RIP, select RIP vI Protocol, select the Direction (In, Out, or Both), and click
Apply. To enable RIP v2 or RIP vi Compatible, select the appropriate Protocol and Direction and click Apply.
To use password protection for RIP v2 or RIP vl Compatible protocols, check Enable Password, enter a
Password, and click Apply.
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Wireless Management

For added security you can opt to use Access Control based on the MAC address. This feature lets you create a
list of MAC addresses that are allowed or denied association with the Router through the wireless interface.
When it is enabled, the access point is instructed to forward packets only from wireless devices only if the MAC
address of the device is granted association. Packets received through the wireless interface from non-authorized
devices, including other access points, will be dropped.

Click Enable Access List.
Enter a MAC Address in the box, choose Allow or Ban, then click Apply.

ADSL Router
Advanced [ERTIE] Status Help

UPnP Wireless Management

@ Access List O Associated Stations I Multiple 8810
Port Forwarding
Access List

Access Control [“lEnable Access List

@ allow O Ban
dvanced Security
Mac Address: | Add
Lan Clients

Delete  Mac Address

Bridge Filters

Multicast

Statlc Routing 0 J

Apply Cancel

Oynamic Routing

A

Wirsless Wanagement

Logout

[

Multiple Virtual Connections

The Router can use up to eight simultaneous PVC connections. These additional connections occupy the same
bandwidth used for ADSL service. Additional P\VC connections can be added to establish a private connection to
remote offices or maintain a server accessible through the WAN port. Provision for additional PVC profiles must
be done through the telephone company or telecommunications services company. The remote user must have
suitable ADSL equipment for a successful connection.

The New Connection menu is used to configure additional WAN connection that can operate simultaneously
with the other connections. PPPoE type WAN connections can be disconnected or connected as needed. Non-
PPPOE type connections must be deleted from the configuration settings if you want to disable them.

To set up additional virtual connections, follow the procedure described in Create a New Connection. Keep in
mind that each new connection must have a VPI/VCI value set that is unique to the Router. The numbers for
these values will be provided by your service provider.
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PPPoE and PPPoA connections may be connected and disconnected with the Connect and Disconnect menu
buttons located in the connection settings menu.

The remaining connection types (Bridge, Static, DHCP and CLIP) connect upon saving the settings and
restarting the Router. These connections can be disconnected only if the connection set is deleted. To delete any
WAN connection set, click on the Delete button in the menu for the connection.
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Tools and Utility Menus

The menus lited under the Tools tab are used for System Commands to save settings, restart and reset the
Router; to set up Remote Log information; for User Management; to update firmware and load saved
configuraiton files (in the Update Gateway menu); to perform a Ping test; and to test the DSL network
connectivitiy in the Modem Test menu.

ADSL Router
Home Setup | Advanced Tools Status Help

Tools
The Tools section allows you to save the configuration, restart the gateway, update the gateway
firrmware, setup user and remote log information and run Ping and Modem tests

Systern Commands

Remaote Log System Commands Selectto Save the current canfiguration, Restart

the gateway and Restore to factory defaults.

Ll

Usar Managament

Remote Log Selectto setup Remote Log Inforrmation
| Rl ] Selectto configure User name and password.
lipdite Catmeay User Managment [+ p
Update Gateway Selectto upgrade the Gateway Firmware.
| B
Ping Test
Ping Test Selectta run a Ping Test.
f -
Modem Test Modem Test Selectto Checkwhether the Modem with a
specific Connection is properly connected {o the
Metwark.
[ —

Logout

Figure 4-13. Tools and utility menu links

Click the hyperlink or menu button to view the desired menu.
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User Management

It is a good idea to change the management user information used for the Router before or immediately after
establishing a link to the WAN.

ADSL Router
Home Setup | Advanced Tools Status Help

System Lommantis User Management

Lser Management is used to change your Lser Mame or Pagsword.

UserMame Inewusername

Remote Log

Ll

User Management
Pasgword I"“““““’“““““’““*
i) Caonfirm Passward I""‘“‘“’*‘“’"“*
Ping Test ldle Timeout ISD minute(s)

v
Modem Test o d

Apply Cancel

Logout

LEEE

Figure 4-14. User Management menu

To change the user name and password used for management access to the Router:
1. Type the current User Name in the entry field provided.
2. Type in the new Password in the entry field provided.
3. Type in the new password again in the Confirm Password field.
4. If desired, change the Idle Timeout value.
5. Click Apply.
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System Commands

The System Commands are used to save settings to non-volatile memory, to reboot the Router and to restore
factory default settings to the Router.

ADSL Router
Tools

System Commands

it System Commands allow you to carry out hasic system actions. Press the button o execute a

cammand

r‘m" Press this button in order to permanently save the
¥ current configuration of the Gateway.If you do re-start

the systern without saving your configuration, the
Gateway will revert back ta the previously saved
configuration.

Remote Log

User Managemeant

r‘W‘ Use this button to re-startthe system.If you have not
Update Gateway & saved your configurations, the Gateway will revert hack
ta the previously saved configuration upon re-

starting. MOTE: Connectivity to the unit will be lost. You

Ping Test can reconnect after the unit reboots.

is important to Restart Access Paint any time you
change your Wireless seftings.

Modem Test Restart AP Use this button to restart the Wireless Access Point. It

[LERHE

Logout

r‘W Use this button to restore factory default configuraion.
it MOTE: Connectivity ta the unitwill be 10t You can
reconnect after the unit reboots.

Figure 4-15. Tools — System Commands menu

Click on the appropriate menu button to perform the following system tasks:

System Function Description

Save All In order to save the configuration changes you have just made they must be
saved to the Router’s non-volatile RAM by clicking on the Save All button.

Restart Click the Restart button to restart the Router. If you have not saved your

changes, the Router will revert to the previously saved configuration upon
rebooting the Router.

Restart AP Click to restart the Wireless AP (Access Point). The Wireless AP must be
restarted any time wireless configuration is changed.
Restore The DSL-G604T can be reset to the default configuration for all settings using

the Restore option. This will also change the both the LAN and WAN IP
address of the device, so these will need to be reconfigured accordingly.

To perform a factory reset, click the Restore button. Since the IP settings will
return to their default, you will lose access to the Web Manager. To use the
Web Manager interface, the LAN IP address will need to be reconfigured.
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Remote Log

Us the Remote Log menu to set up logging to servers or computers that are located outside the LAN or subnet of
the Router.

ADSL Router
Home Setup | Advanced Tools

Lo
System Commands

Log Level
Homok Loy Log Level Hofice |
User Managemant Add an IP Address I
Selecta logaing destination INone e
Update Gateway
Ping Test a 3

Apply Cancel
Modem Test

LEEE

Logout

Figure 4-16. Remote Log menu

Select the Log Level from the pull-down menu. The levels available are: Alert, Critical, Debug, Error, Injo,
Notice, Panic and Warning. Type in the IP address of a receiver for the log message in the Add an IP Address
field and click on the Add button. Log message receivers that are added appear listed in the Select a logging
destination pull-down menu. These may be used at any time for other types of log messages. To remove a log
message receiver from the list, select it and click on the Remove button. Click the Apply button when you have
configured the log message receivers. Remember to save the settings to non-volatile memory.
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Update Gateway

Use the Update Gateway feature to load the latest firmware for the device. You can obtain the latest version of
the DSL-G604T firmware by logging onto the D-Link web site at www.dlink.com. Save the latest firmware
version to a file on your computer or an accessible TFTP server.

ADSL Router
Tools

Updlate Gateway Firmware

System Commands
There rmay be new firrmeare for your ADSL Modern to improve functionality and performance. To
upgrade the firmware, locate the upgrade file on the local hard drive with the Browse button. Once
Remote Log you have faund the file to be used, click the "Update Gateway" button helow to start the firnware
upgrade. Current Firmware Version : V0.00B01T02.EU.2004.01.06

Ik

S i i
iger Mk ragerreit Select a Firmware image file Browse

e
Upélate G - Update Gateway

= Mate: The systern will be restarted after the gateway firmware is successfully updated. You need to
Ping Test reconnect again to configure your setup.

Modem Test
Configuration - Backup & Restore

11

Back Up
Logout

Erawse.

Select a Configuration file 3

Restore

[ [

Mote: The systern has to be restarted after the configuration is restored.

Status

Figure 4-17. Tools — Update Gateway window

To upgrade firmware, type in the name and path of the file in the Select a Firmware image file space or click on
the Browse button to search for the file. Click the Update Gateway button to begin copying the file. The file
will load and restart automatically.

Use the Configuration — Backup & Restore features to store current settings to a file on your computer or to load
previously saved configuration files on the device.

To save the current settings to a configuration file on your computer, type in the full name and path in the Select
a Configuration file space or click on the Browse button to search for the file. Click the Back Up button to
initiate this action.

To load a saved configuration file from the computer, type in the full name and path in the Select a
Configuration file space or click on the Browse button to search for the file. Click the Restore button to initiate
this action.

Ping Test

The Ping Test menu allows you to ping any IP address from the Router to test connectivity to the address.
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ADSL Router
Home Setup | Advanced Tools Status Help

I .
Systemn Commands Ping Test

Fing Testis used to send "Ping” packets to test if a computer is on the Internet.

Enter IP Address to ping i192.168.1.1 i

Remote Log

il

User Managemaent Packet Size 64 Ioytes
Mumber of Echo requests |3 i

Update Gateway :

——
Ping Test R
"— -
Modem Test FING |

192.168.1.1 {192.168.1.1): G4 data bytes
72 bytes from 192.168.1.1: icmp_seq=0 =255

T Logout time=0.0 ms
72 bytes from 192 168 1 1 icmp_seq=1 =255
time=0.0 ms
72 bytes from 192.168.1.1: icmp_seg=2 t=245
time=0.0 ms
---192.168.1.1 ping statistics - i

Figure 4-18. Tools — Ping Test window

To Ping a device, first enter the IP address of the device that you wish to Ping into the first field, the Packet Size
(in bytes) in the second field, and finally, enter the number of times you wish the Ping function to attempt a
connection to the desired device into the third field. Click Test to start the Ping mechanism. The results of the
Ping will be shown in the result box in the bottom half of the window.
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Modem Test

The Modem Test menu is used for trouble shooting connection problems on the WAN interface. You can test for

connectivity on the service provider’s network for any WAN connection. Test for F5 or F4 connection on the
near segment or end-to-end.

ADSL Router
Home Setup | Advanced Tools Status Help

T
Modem Test
—
Caonnection WPl YCI
[®) conn_1_PPPoA_8_34 ] 38
’
UW Mana i 8] conn_2_hridge_0_33 1] 33
[ conn_3_static_route_3_353 38
—
Update Gatewa lﬁ |
TestType Fs Seg = e
b as
Ping Test Modem Test Result : Mo testis running
Modem Test
e
Logout

Figure 4-19. Tools — Modem Test window

To test your modem, select a Connection, choose a Test Type, and click Test.
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Status Menus

Use the Status windows to display various performance data about the Router

ADSL Router

Home Setup | Advanced Tools Status m

Notwork Statistics Status

The Status section allows you to view the Status f Statistics of different connections and interfaces
Connection Status
Metwork Statistics  Wiew the Statistics of different interfaces - Ethernet/ DEL.

DHCP Clents Connection Status  View the Status of different connections.
DHCP Clients Wiew the list of DHCP clients.
Modem Status Modem Status “iew the Status & Statistics of broadhand {DSL) connection.

Product Information View the Product Information and Software Yersions.

Product nfo. System Log Wiew the Log messages.

System Log

[EEHERE

Logout

Figure 4-20. Status display links

Click the hyperlink or menu button for the desired Status window.
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Network Statistics

ADSL Router
Home Setup | Advanced Tools Status m
Newtwark Statisties. Ethernet Network Status
Chaose an interface to view your netwark status
—
@ Ethemet OpsL Owireless
s
Transmit
T ST Good Tx Frames 9888
Good Ty Broadcast Frames 258
Good Tx Multicast Frames 28
T G Tx Total Bytes 2606938
Collisions 1]
Errar Frames 0
- Carrier Sense Erors 1]
e Receive
Logout Good Rx Frames 10481
Good Rx Broadcast Frames 1481
Good Tx Multicast Frames <]
Ry Total Bytes 12077493
CRC Errars 0
Undersized Frarmes 0
Overruns 1]
Refresh

Figure 4-21. Network Statistics window

Choose the desired interface at the top of the window and then click Refresh to view Ethernet network statistics.
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Connection Status

ADSL Router

Home Setup | Advanced Tools Status m

Network Stalistics

i

Connection Status:

Connection Status

LAN
BTl MAC Address 00:05:5d:9c:29:21
DHCP Clients
IP Address 19216811
R Subnet Mask 255.255.255.0
Modem Status )
DHCP Server Running
R Tl WAN
Preduct info.
Description Type IP State Online LIEEEIIEE! ey
 ErEEer Reason
System Log
Connection 1 pppoa kA Mot Connected o QI
e

T

Figure 4-22. Connection Status window

Click Refresh to view connection status information.

DHCP Clients

This window displays the status of all current DHCP clients.
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ADSL Router

P
[t
DHCP Clients

Modem Status

Product Info.
System Log

Logout

LEEE

Home Setup | Advanced Tools Status m
DHCP Clients
MAC Address IP Address Host Marme Lease Time
00:50:8d:36:89:48 1892168111 LUKE

Modem Status

Figure 4-23. DHCP Clients window

This window displays DSL statistics and various modem status data.

69




DSL-G604T ADSL Router User’'s Guide

Home Setup | Advanced Tools Status m
Notwork Statistics osiaicic sy
0 Connection Status Disconnected
Upstream Rate (Khps) 0
- Downstream Rate (Kbps) 0
IS Wargin 0
e DS Margin 0
DHCP CHents
Modulatian MMODE
LOS Errars 0
Hiden stk DS Lire Attenuation 0
IJS Line Attenuation a
—
Preduct info. Path Mode Interleaved
System Log DSL Statistics
Mear End F4 Loop Back Count 0
I Mear End F5 Loop Back Count 0
Logout

Figure 4-24. Modem Status window

Product Information

This window displays product information including hardware and firmware versions.
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ADSL Router

Home Setup | Advanced Tools Status m
r————
Product Information
R Froduct Information
Model Mumber DEL-GE04T
H Rewision Unknown
Serial Mumber nane
Ethernet MAC 00:05:5d:9c:29:21
DSL MAC [
AP MAC 0o:a0cha48:89:00
Software Versions
Gateway W0.00B01T02.EL.2004.01.06
Froduciint, ATM Driver 4.01.00.00
DSLHAL 1.01.00.00
- DSL Datapumps 1.01.00.00 Annex A
SAR HAL 01.06.06 5
BT FDSP Firmweare 0.49
Wireless Firmware 0.3.16.4
Wireless APDK 558,
Wireless Driver 1.1.2
Boot Loader 0.22.02

Figure 4-25. Product Information window

System Log

The system log displays chronological event log data.

ADSL Router

Home Setup Advanced Tools Status m

System Log

|"valid Configuration Tree
Firewsall MAT service started
Connection name is not set!
Connection name is not set!
Connection name is not set!
Connection name is not set!
Bridge Created: br0

e Connection name is not set!
Product Info. Connection name is not set!
Bridge Interface Added: etho

DSL Carrier is down
System Log Bridge Interface Added: tiwlan0
Connection name is not set!
Connection name is not set!
BT Connection name is not setl
Connection name is not set!
Connection name is not set!
Connection name is not setl

___

Figure 4-26. System Log window

Click Refresh to get the most current system log information.
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Help Menu

Help menu links provide more information for configuring various Router functions.

Home | Setup | Advanced | Tools Status Help |

Help
Firevall Help section for Port Forwarding, Access Contral, and
» Advanced Security.
Bridge Filters Help section for Bridoe Filters
LAN Clients Help section for LAN Clients

PPP Connection  Help section far PPP Caonnection

Figure 4-27. Opening Help window
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Technical Specifications

GENERAL

ITU G.992.1 (G.dmt)
ITU G.992.2 (G.lite)

ITU G.994.1 (G.Hs)

ITU-T Rec. 1.361

RFC 1661 (PPP)

RFC 1994 (CHAP)

RFC 1334 (PAP)

RFC 2364 (PPP over ATM)

ITU-T Rec. 1.610 RFC 1631 (NAT)

IEEE 802.3 RFC 1877 (Automatic IP

IEEE 802.3u assignment)

IEEE 802.1d RFC 2516 (PPP over Ethernet)

Standards: RFC 791 (IP Routing) Supports RFC 2131 and RFC

2132 (DHCP)

RFC 792 (UDP) . .
Compatible with all T1.413

RFC 826 (ARP) issue 2 (full rate DMT over

RFC 1058 (RIP 1) analog POTS), and CO DSLAM

RFC 1389 (RIP 2) equipment

RFC 1213 compliant Supports ATM Forum UNI V3.1
PVC

RFC 1483 (Bridged Ethernet)

RFC 1577 (IP over ATM)

TCP/IP DHCP

UDP BOOTP

Protocols: RIP-1 ARP
RIP-2 AALS
IGMP

Data Transfer
Rate:

G.dmt full rate: Downstream up to 8 Mbps

Upstream up to 640 Kbps

G.lite: Downstream up to 1.5 Mbps

Upstream up to 512 Kbps

Media Interface:

RJ-11 port ADSL telephone line connection
RJ-45 port for 10/ 100BASET Ethernet connection
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Physical and Environmental

DC Inputs:

Power Adapter:

Input: 100V ~ 240V AC 50 ~ 60Hz
Output: 9V AC, 1A

Power
Consumption:

9 Watts (max)

Operating 0°to 40° C (32° - 104° F)

Temperature:

Humidity: 5 to 95% (non-condensing)

Dimensions: 2?9?°2°?7

Weight: 2?22?22?7?27?

EMI: CE Class B, FCC Class B (Part 15)

Safety: CSA 950, UL 1950, IEC 60950, EN 60950
Reliability: Mean Time Between Failure (MTBF) min. 4 years
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IP Address Setup

The DSL-G604T is designed to provide network administrators maximum flexibility for IP addressing on the
Ethernet LAN. The easiest IP setup choice in most cases is to let the Router do it using DHCP, which is enabled
by default. This appendix briefly describes various options including DHCP, used for IP setup on a LAN. If you
are new to IP networking, the next appendix provides some background information on basic IP concepts.

Assigning Network IP Addresses

The IP address settings, which include the IP address, subnet mask and gateway IP address are the first and most
important internal network settings that need to be configured. The Router is assigned a default LAN IP address
and subnet mask. If you do not have a preexisting IP network and are setting one up now, using the factory
default IP address settings can greatly ease the setup process. If you already have a preexisting IP network, you
can adjust the IP settings for the Router to fit within your existing scheme.

Using the Default IP Address

The Router is shipped with a preset default IP address setting of 192.168.1.1 for the LAN port. There are two
ways to use this default IP address, you can manually assign an IP address and subnet mask for each PC on the
LAN or you can instruct the Router to automatically assign them using DHCP. The simplest method is to use
DHCP. The DHCP function is active by default.

Manual IP Address Assignment

Manually configuring IP settings for the LAN means you must manually set an IP address, subnet mask and IP
address of the default gateway (the Router’s IP address) on each networked computer. The example listed below
describes IP configuration for computers running Windows 95 or Windows 98. Regardless of what operating
system is used on each workstation, the three network IP settings must be defined so the network interface used
by each workstation can be identified by the Router, and vice versa. For detailed information about configuring
your workstations IP settings, consult the user’s guide included with the operating system or the network
interface card (NIC).

In Windows 95/98, click on the Start button, go to Settings and choose Control Panel.
In the window that opens, double-click on the Network icon.

Under the Configuration tab, select the TCP/IP component and click Properties.

A W o

Choose the Specify an IP address option and edit the address settings accordingly. Consult the table below
for IP settings on a Class C network.

Using Default IP without DHCP

Host IP Address Subnet Mask Gateway IP
Router 192.168.1.1 255.255.255.0

Computer #1 192.168.0.2 255.255.255.0 192.168.1.1
Computer #2 192.168.0.3 255.255.255.0 192.168.1.1
Computer #3 192.168.0.4 255.255.255.0 192.168.1.1

IP Setup - Example #1

Please note that when using the default IP address as in the above example, the first three numbers in the IP
address must always be the same with only the fourth number changing. The first three numbers define the
network IP address (all machines must belong to the same IP network), while the last number denotes the host IP
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address (each computer must have a unique address to distinguish it on the network). The IP address scheme
used in Example #1 can be used for any LAN that requires up to 253 separate IP addresses (excluding the
Router). Notice that the subnet mask is the same for all machines and the default gateway address is the LAN IP
address of the Router.

It is a good idea to make a note of each device’s IP address for reference during troubleshooting or when adding
new stations or devices.

Using DHCP

The second way to use the default settings is to allow the Router to automatically assign IP settings for
workstation using DHCP. To do this, simply make sure your computers’ IP addresses are set to 0.0.0.0 (under
Windows, choose the option Obtain an IP address automatically in the TCP/IP network component described
above). When the computers are restarted, their IP settings will automatically be assigned by the Router. The
Router is set by default to use DHCP. See the discussion in Chapter 5 for information on how to use configure
the Router for DHCP.

Changing the IP Address of the Router

When planning your LAN IP address setup, you may use any scheme allowed by rules that govern IP
assignment. It may be more convenient or easier to remember an IP scheme that use a different address for the
Router. Or you may be installing the Router on a network that has already established the IP settings. Changing
the IP address is a simple matter and can be done using the web manager (see LAN IP Address in Chapter 5). If
you are incorporating the Router into a LAN with an existing IP structure, be sure to disable the DHCP function.
Also, consider the effects of the NAT function which is enable by default.

An IP addressing scheme commonly used for Ethernet LANs establishes 10.0.0.1 as the base address for the
network. Using Example #2 below, the Router is assigned the base address 10.0.0.1 and the remaining addresses
are assigned manually or using DHCP.

Alternative IP Assignment

Host IP Address Subnet Mask Gateway IP
Router 10.0.0.1 255.255.255.0

Computer #1 10.0.0.2 255.255.255.0 192.168.1.1
Computer #2 10.0.0.3 255.255.255.0 192.168.1.1
Computer #3 10.0.0.4 255.255.255.0 192.168.1.1

IP Setup - Example #2

These two examples are only examples you can use to help you get started. If you are interested in more
advanced information on how to use IP addressing on a LAN there are numerous resources freely available on
the Internet. There are also many books and chapters of books on the subject of IP address assignment, IP
networking and the TCP/IP protocol suite.
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C

IP Concepts

This appendix describes some basic IP concepts, the TCP/IP addressing scheme and shows how to assign IP
Addresses.

When setting up the Router, you must make sure it has a valid IP address. Even if you will not use the WAN port
(ADSL port), you should, at the very least, make sure the Ethernet LAN port is assigned a valid IP address. This
is required for telnet, in-band SNMP management, and related functions such as “trap” handling and TFTP
firmware download.

IP Addresses

The Internet Protocol (IP) was designed for routing data between network sites all over the world, and was later
adapted for routing data between networks within any site (often referred to as “subnetworks” or “subnets”). IP
includes a system by which a unique number can be assigned to each of the millions of networks and each of the
computers on those networks. Such a number is called an IP address.

To make IP addresses easy to understand, the originators of IP adopted a system of representation called “dotted
decimal” or “dotted quad” notation. Below are examples of IP addresses written in this format:

201.202.203.204 189.21.241.56 125.87.0.1

Each of the four values in an IP address is the ordinary decimal (base 10) representation of a value that a
computer can handle using eight “bits” (binary digits — 1s and 0s). The dots are simply convenient visual
separators.

Zeros are often used as placeholders in dotted decimal notation; 189.21.241.56 can therefore also appear as
189.021.241.056.

IP networks are divided into three classes on the basis of size. A full IP address contains a network portion and a
“host” (device) portion. The network and host portions of the address are different lengths for different classes of
networks, as shown in the table below.

0 8 16 24 31
Class A [0] netid | hostid |
ClassB |1 0] netid hostid |
class ¢ [1]1]o] netid hostid |
classp [1]1]1]o] muliicast addre ss |
classE |1 ]1]1]1]o] reserved for future use |
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Networks attached to the Internet are assigned class types that determine the maximum number of possible hosts
per network. The previous figure illustrates how the net and host portions of the IP address differ among the
three classes. Class A is assigned to networks that have more than 65,535 hosts; Class B is for networks that
have 256 to 65534 hosts; Class C is for networks with less than 256 hosts.

IP Network Classes

Class | Maximum Number Network Addresses (Host Maximum Number of
of Networks in Portion in Parenthesis) Hosts per Network
Class
A 126 1(.0.0.0) to 126(.0.0.0) 16,777,214
16,382 128.1(.0.0) to 191.254(.0.0) 65,534
C 2,097,150 192.0.1(.0) to 223.255.254(.0) 254

Note: All network addresses outside of these ranges (Class D and E) are either reserved or set aside for
experimental networks or multicasting.

When an IP address's host portion contains only zero(s), the address identifies a network and not a host. No
physical device may be given such an address.

The network portion must start with a value from 1 to 126 or from 128 to 223. Any other value(s) in the network
portion may be from 0 to 255, except that in class B the network addresses 128.0.0.0 and 191.255.0.0 are
reserved, and in class C the network addresses 192.0.0.0 and 223.255.255.0 are reserved.

The value(s) in the host portion of a physical device's IP address can be in the range of 0 through 255 as long as
this portion is not all-0 or all-255. Values outside the range of 0 to 255 can never appear in an IP address (0 to
255 is the full range of integer values that can be expressed with eight bits).

The network portion must be the same for all the IP devices on a discrete physical network (a single Ethernet
LAN, for example, or a WAN link). The host portion must be different for each IP device — or, to be more
precise, each IP-capable port or interface — connected directly to that network.

The network portion of an IP address will be referred to in this manual as a network number; the host portion
will be referred to as a host number.

To connect to the Internet or to any private IP network that uses an Internet-assigned network number, you must
obtain a registered IP network number from an Internet-authorized network information center. In many
countries you must apply through a government agency, however they can usually be obtained from your
Internet Service Provider (ISP).

If your organization's networks are, and will always remain, a closed system with no connection to the Internet
or to any other IP network, you can choose your own network numbers as long as they conform to the above
rules.

If your networks are isolated from the Internet, e.g. only between your two branch offices, you can assign any IP
Addresses to hosts without problems. However, the Internet Assigned Numbers Authority (IANA) has reserved
the following three blocks of IP Addresses specifically for private (stub) networks:

Class | Beginning Address | Ending Address

A 10.0.0.0 10.255.255.255
B 172.16.0.0 172.31.255.255
C 192.168.0.0 192.168.255.255

It is recommended that you choose private network IP Addresses from the above list. For more information on
address assignment, refer to RFC 1597, Address Allocation for Private Internets and RFC 1466, Guidelines for
Management of IP Address Space.
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Subnet Mask
In the absence of subnetworks, standard TCP/IP addressing may be used by specifying subnet masks as shown

below.
IP Class Subnet Mask
Class A 255.0.0.0
Class B 255.255.0.0
Class C 255.255.255.0

Subnet mask settings other than those listed above add significance to the interpretation of bits in the IP address.
The bits of the subnet mask correspond directly to the bits of the IP address. Any bit an a subnet mask that is to

correspond to a net ID bit in the IP address must be set to 1.
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Microfilters and Splitters

Most ADSL clients will be required to install a simple device that prevents the ADSL line from interfering with
regular telephone services. These devices are commonly referred to as microfilters or sometimes called
(inaccurately) line splitters. They are easy to install and use standard telephone connectors and cable.

Some ADSL service providers will send a telecommunications technician to modify the telephone line, usually
at the point where the telephone line enters the building. If a technician has divided or split your telephone line
into two separate lines - one for regular telephone service and the other for ADSL — then you do not need to use
any type of filter device. Follow the instructions given to you by your ADSL service provider about where and
how you should connect the Modem to the ADSL line.

Microfilters

Unless you are instructed to use a “line splitter” (see below), it will be necessary to install a microfilter (low pass
filter) device for each telephone or telephone device (answering machines, Faxes etc.) that shares the line with
the ADSL service. Microfilters are easy-to-install, in-line devices, which attach to the telephone cable between
the telephone and wall jack. Microfilters that install behind the wall plate are also available. A typical in-line
microfilter installation is shown in the diagram below.

Phone
Jack

/.

Microfilter

Phone

Microfilter Installation

Important: Do not install the microfilter between the Modem and the telephone jack. Microfilters are only
intended for use with regular telephones, Fax machines and other regular telephone devices.
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Line Splitter

If you are instructed to use a “line splitter”, you must install the device between the Modem and the phone jack.
Use standard telephone cable with standard RJ-11 connectors. The splitter has three RJ-11 ports used to connect
to the wall jack, the Modem and if desired, a telephone or telephone device. The connection ports are typically
labeled as follows:

Line - This port connects to the wall jack.
ADSL - This port connects to the Modem.
Phone — This port connects to a telephone or other telephone device.

The diagram below illustrates the proper use of the splitter.

Phone
)‘ Jack

/ ‘/Line Splitter

DSL-500

PC

Line Splitter Installation
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Registration Card

Print, type or use block letters.

Your name: Mr./Ms

Organization: Dept.
Your title at organization:
Telephone: Fax:
Organization's full address:

Country:
Date of purchase (Month/Day/Year):
Product Product Serial No. * Product installed in type of * Product installed in computer serial No.
Model computer (e.g., Compaq 486)

(* Applies to adapters only)

Product was purchased from:

Reseller's name:

Telephone: Fax:
Reseller's full address:

Answers to the following questions help us to support your product:
1. Where and how will the product primarily be used?
OHome OOffice OTravel OCompany Business CO0Home Business COPersonal Use
2. How many employees work at installation site?
01 employee 02-9 0010-49 0050-99 00100-499 0500-999 01000 or more
3. What network protocol(s) does your organization use ?
OXNS/IPX OTCP/IP ODECnet OOthers
4. What network operating system(s) does your organization use ?
OD-Link LANsmart ONovell NetWare ONetWare Lite OSCO Unix/Xenix OPC NFS O3Com 3+Open
OBanyan Vines ODECnet Pathwork OWindows NT OWindows NTAS OWindows '95
OOthers
5. What network management program does your organization use ?
OD-View OHP OpenView/Windows OHP OpenView/Unix OSunNet Manager ONovell NMS
ONetView 6000 OOthers
6. What network medium/media does your organization use ?
OFiber-optics OThick coax Ethernet OThin coax Ethernet O10BASE-T UTP/STP
O0100BASE-TX O100BASE-T4 O0100VGANnyLAN OOthers
7. What applications are used on your network?
ODesktop publishing OSpreadsheet OWord processing OCAD/CAM
ODatabase management OAccounting OOthers
8. What category best describes your company?
OAerospace OEngineering OEducation OFinance OHospital OLegal Olnsurance/Real Estate OManufacturing
ORetail/Chainstore/Wholesale OGovernment OTransportation/Utilities/Communication OVAR
OSystem house/company OOther
9. Would you recommend your D-Link product to a friend?
OYes ONo ODon't know yet
10.Your comments on this product?
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