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INTRODUCTION

Thank you for purchasing the Belkin Cable/DSL Gateway Router (the Router). In
minutes you will be able to share your Internet connection and network your
computers. The following is a list of features that make your new Router an ideal
solution for your home or small office network.

Key Features
Easy Install Wizard

The Easy Install Wizard takes the guesswork out of setting up your Router. This
automatic software determines your network settings for you and sets up the
Router for connection to your Internet Service Provider (ISP). In a matter of
minutes, your Router will be up and running on the Internet.

NOTE: Easy Install Wizard software is compatible with Windows 98, Me, 2000, and
XP. If you are using another operating system, the Router can be set up using the
Alternative Method described in this manual.

Integrated 54g Wireless Access Point

54g is an exciting new wireless technology that provides up to 54Mbps (nearly
five times faster than 802.11b) data rates.

Integrated Parental Control (Web Filter)

Belkin has teamed with Cerberian, a leading content filtering company, to bring
you this unique feature. Your Router is the first home networking solution with
an integrated web content filter that allows you to block unwanted or offensive
web content before it makes it to your network. Unlike other Parental Control
solutions, Parental Control is built into the Router. There is no software to install
on any computer and you will never be charged a per-computer fee for the
service, ever. Your Router comes with a six-month free trial of this feature so you
can take advantage of the capabilities right away. No credit card is needed to
use the trial. You have control: Belkin Parental Control can be modified to meet
your needs. You can set up your own policies and block any website you want.
There is also an optional reporting feature (fee-based) that allows you to get a
report showing you every website that was visited from your network.



INTRODUCTION

Works with Both PCs and Mac® Computers

The Router supports a variety of networking environments including Mac® OS 8.x,
9.x, X v10.x, AppleTalk®, Linux®, Windows® 95, 98, Me, NT®, 2000, and XP, and
others. All that is needed is an Internet browser and a network adapter that
supports TCP/IP (the standard language of the Internet).

Front-Panel Connected LED Display

Lighted LEDs on the front of the Router indicate which functions are in
operation. You'll know at-a-glance whether your Router is connected to the
Internet. This feature eliminates the need for advanced software and status-
monitoring procedures.

Vertical or Horizontal Desktop Application

Your Router can stand vertically on the desktop to save space, or lay down flat
on a shelf or under your modem. The included vertical mounting base lets you
decide how to position the Router.

Web-Based Advanced User Interface

You can set up the Router’s advanced functions easily through your web browser,
without having to install additional software onto the computer. There are no
disks to install or keep track of and, best of all, you can make changes and
perform setup functions from any computer on the network quickly and easily.

NAT IP Address Sharing

Your Router employs Network Address Translation (NAT) to share the single IP
address assigned to you by your Internet Service Provider while saving the cost
of adding additional IP addresses to your Internet service account.

INTRODUCTION

SPI Firewall

Your Router is equipped with a firewall that will protect your network from a
wide array of common hacker attacks including IP Spoofing, Land Attack, Ping of
Death (PoD), Denial of Service (DoS), IP with zero length, Smurf Attack, TCP Null
Scan, SYN flood, UDP flooding, Tear Drop Attack, ICMP defect, RIP defect, and
fragment flooding.

Integrated 10/100 4-Port Switch

The Router has a built-in, 4-port network switch to allow your wired computers
to share printers, data and MP3 files, digital photos, and much more. The switch
features automatic detection so it will adjust to the speed of connected devices.
The switch will transfer data between computers and the Internet simultaneously
without interrupting or consuming resources.

Universal Plug-and-Play (UPnP) Compatibility

UPnP (Universal Plug-and-Play) is a technology that offers seamless operation
of voice messaging, video messaging, games, and other applications that are
UPnP-compliant.

Support for VPN Pass-Through

If you connect to your office network from home using a VPN connection, your
Router will allow your VPN-equipped computer to pass through the Router and to
your office network.

Built-In Dynamic Host Configuration Protocol (DHCP) on-board makes for the
easiest possible connection of a network. The DHCP server will assign IP
addresses to each computer automatically so there is no need for a complicated
networking setup.
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MAC Address Filtering

For added security, you can set up a list of MAC addresses (unique client
identifiers) that are allowed access to your network. Every computer has its own
MAC address. Simply enter these MAC addresses into a list using the web-based
user interface and you can control access to your network.

Applications and Advantages

< Economically connect multiple computers to a single Internet connection

* SOHO (Small Office/Home Office) networking needs

< Provides the easy and quick small network installation SOHO users need.

Package Contents
 Belkin 54g Wireless Cable/DSL Gateway Router

« Vertical Mounting Base (optional use)

Category 5 Networking cable

Power Supply

Belkin Easy Install Wizard Software CD
User Manual

INTRODUCTION

System Requirements

« Broadband Internet connection such as a cable or DSL modem with RJ45
(Ethernet) connection

< At least one computer with an installed network interface adapter
= TCP/IP networking protocol installed on each computer

= CAT5 networking cable (or better)

« Microsoft® Internet Explorer 4.0 or later, or Netscape® 4.0 or later
Easy Install Wizard Software System Requirements

e A PC running Windows 98, Me, 2000, or XP

* Minimum 64MB RAM

= Internet Browser

Note: At the time of printing, a version of the Easy Install Wizard was not
available for Mac OS users. Please check www.networking.belkin.com to see if a
Mac OS version of the Easy Install Wizard is now available.



KNOWING YOUR BELKIN ROUTER

The Router has been designed to be placed on a desktop vertically or
horizontally, or it may be mounted to a wall. The slim design minimizes the
desktop space required when placed vertically. All of the cables exit from the rear
of the Router for better organization and utility. The LED indicators are easily
visible on the front of the Router to provide you with information about network
activity and status.

1. Power/Ready LED

When you apply power to the Router or restart it, a short period of time elapses
while the Router boots up. During this time, the “Power/Ready” LED blinks.
When the Router has completely booted up, the Power/Ready LED becomes a
SOLID light, indicating the Router is ready for use.

OFF Router is OFF

Blinking Green Router is Booting Up
Solid Green Router is Ready

2. Wireless Network LED

OFF Wireless Network is OFF
Green Wireless Network is Ready
Blinking Indicates Wireless Activity

3. LAN Port-Status LEDs

These LEDs are labeled 1-4 and correspond to the numbered ports on the rear of
the Router. When a computer is properly connected to one of the LAN ports on
the rear of the Router, the LED will light. GREEN means a 10Base-T device is
connected, AMBER means a 100Base-Tx device is connected. When information is
being sent over the port, the LED blinks rapidly.

OFF No Device is Linked to the Port
Green 10Base-T Device Connected
Orange 100Base-Tx Device Connected
Blinking (Orange or Green) | Port Activity

KNOWING YOUR BELKIN ROUTER
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4. WAN Status LED

This LED lights in GREEN to indicate that your modem is connected properly to
the Router. It blinks rapidly when information is being sent over the port
between the Router and the modem.

OFF No WAN Link
Solid Green Good WAN Link
Blinking Green WAN Activity

5. Connected LED

This unique LED shows you when the Router is connected to the Internet. When
the light is OFF, the Router is NOT connected to the Internet. When the light is
blinking, the Router is attempting to connect to the Internet. When the light is
solid GREEN, the Router is connected to the Internet. When using the
“Disconnect after x minutes” feature, this LED becomes extremely useful in
monitoring the status of your Router's connection.

OFF Router is not Connected to the Internet
Blinking Green Router is Attempting to Connect to the Internet
Solid Green Router is Connected to the Internet
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9. Reset Button

The “Reset” button is used in rare cases when the Router may function
improperly. Resetting the Router will restore the Router's normal operation while
maintaining the programmed settings. You can also restore the factory default
settings by using the Reset button. Use the restore option in instances where
(6) @ 8) 9) you may have forgotten your custom password.

]
Iy

] \ \ i ﬁr\_\_\_\‘ a. Resetting the Router

5.'/:| L ' : == l e Push and release the Reset button. The lights on the Router will
| - - - - - — || momentarily flash. The Power/Ready light will begin to blink. When the
\ 1| Power/Ready light becomes solid again, the reset is complete.

| S— | S—

b. Restoring the Factory Defaults

Press and hold the Reset button for five seconds then release it. The
6. Power Jack lights on the Router will momentarily flash. The Power/Ready light will
begin to blink. When the Power/Ready light becomes solid again, the

Connect the included 5V DC power supply to this jack. X
restore is complete.

7. LAN Ports

The LAN ports are RJ45, 10/100 auto-negotiation, auto-uplinking ports for
standard UTP category 5 or 6 Ethernet cable. The ports are labeled 1 through 4.
These ports correspond to the numbered LEDs on the front of the Router.

8. Internet/WAN Port

This port is for connection to your cable or DSL modem. Use the cable that was
provided with the modem to connect the modem to this port. Use of a cable
other than the cable supplied with the cable modem may not work properly.



PLACEMENT OF YOUR WIRELESS ROUTER

Proper placement of your Router is important to ensure the best performance of
your wireless network. Typically, indoors your Wireless Router can provide a
circular coverage area of 250 feet or more. However, different types of
construction materials and other obstructions in a building can greatly affect the
wireless signal and decrease the range. Whenever possible, your Router should be
placed as close as possible to the center of the area that you want to cover. In
multi-story homes, place the Router on a floor that is as close to the center of
the home as possible; this may mean placing the Router on an upper floor.

Use care when choosing the location of your Router

= Be aware of appliances or large objects such as a refrigerator or washer/dryer
unit that may be on the opposite side of a wall from where you decide to
place your Router.

= Place the Router on top of a desk and away from metal cabinets and
computer cases.

= Do not place objects or components on top of the Router.
« Make sure that both antennas are pointing UP at all times.

« Metallic-based UV window tint can affect wireless performance. Do not place
the Router next to a tinted window.

We realize that in the real world, it may not be possible to place your Router in
the center of your coverage area. In cases where you may experience difficulty
covering the entire area you want, try placing the Router as high as possible.
Wireless devices work best in a line-of-sight situation where there are no
obstacles between the wireless computer and the Router. The Router may also
be mounted to a wall with the antennas facing UP. There are other options for
expanding your wireless coverage area. Visit www.networking.belkin.com

for solutions.

The wireless signal can be affected by many things including neighboring
wireless networks, microwave ovens in operation, and 2.4GHz cordless phones.
While these things can affect the network performance, your wireless network
typically will work fine under most conditions where these devices exist.
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CONNECTING AND CONFIGURING YOUR CABLE/DSL ROUTER

Verify the contents of your box. You should have the following:

« Belkin Cable/DSL Gateway Router

« Vertical Mounting Base (optional use)

« Category 5 Networking Cable (for connection of the Router to the computer)
= Power Supply

 Belkin Easy Install Wizard Software CD

» User Manual

Modem Requirements

Your cable or DSL modem must be equipped with an RJ45 Ethernet port. Many
modems have both an RJ45 Ethernet port and a USB connection. If you have a
modem with both Ethernet and USB, and are using the USB connection at this
time, you will be instructed to use the RJ45 Ethernet port during the installation
procedure. If your modem has only a USB port, you can request a different type
of modem from your ISP, or you can, in some cases, purchase a modem that has
an RJ45 Ethernet port on it.

Ethernet  USB

11
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CONNECTING AND CONFIGURING YOUR CABLE/DSL ROUTER

Easy Install Wizard

Belkin has provided our Easy Install Wizard software to make installing your
Router a simple and easy task. You can use it to get your Router up and running
in minutes. The Easy Install Wizard requires that your Windows 98, Me, 2000, or
XP computer be connected directly to your cable or DSL modem and that the
Internet connection is active and working at the time of installation. If it is not,
you must use the “Alternative Setup Method” section of this manual to configure
your Router. Additionally, if you are using an operating system other than
Windows 98, Me, 2000, or XP, you must set up the Router using the “Alternative
Setup Method” section of this manual.

IMPORTANT: Run the Easy Install Wizard from the computer that
is directly connected to the cable or DSL modem.

DO NOT CONNECT THE ROUTER AT THIS TIME.

Step 1: Run the Easy Install Wizard Software
1. Shut down any programs that are running on your computer at this time.

2. Make sure you have the following items at the computer that is now directly
connected to the cable or DSL modem. DO NOT CONNECT THE ROUTER AT
THIS TIME.

e The Easy Install Wizard CD-ROM
= The Router

« The Router power supply

« Category 5 networking cable

« This User Manual

3. Turn off any firewall or Internet connection sharing software on your
computer.

4. Insert the Easy Install Wizard software CD into your CD-ROM Drive. The Easy
Installation Wizard screen will automatically appear on your screen within 15
seconds. If it does not, select your CD-ROM drive from “My Computer” and
double-click on the file named “Setup” on the CD-ROM.

12

Step 2: Follow the Easy Install Wizard to Complete the Installation
2.1 Click on “Set Up the Router” to begin.

aaD

4 Port Router
For Cable and 05L modems

2.2 Welcome Screen

The Wizard welcome screen will appear. Make sure you have not connected the
Router at this point. If you have connected your Router, please reconnect your
computer directly to the modem. Click “Next” when you are ready to move on.

#% Easy Install - Welcome

4 Port Router

Welcame

Easy Install Wizard

‘Welcome!

Bielkin's Easy Install Wizard makes selting up your router a simple
task. The saftware will tske you through a series of steps

IMPORTANT: Please do not connect the router to the computer
yet.IF you hawe aleady doe this, please disconrect the router. If
vau had to disconnect @ madem in order to plug the router in,

pleass rscannect that modem

13
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2.3 License Agreement 2.5 Multi-NICs Screen

Please read the license agreement in the window. When you are finished, select This screen will appear ONLY if you have more than one network adapter

“I agree” if you want to continue using the software. Click “I disagree” if you do installed in your computer. If you have more than one network adapter installed
not want to continue. Click “Next” to move on. in your computer, the Wizard will need to know which adapter is connected to

your modem. Select the network card that is connected to your modem from the
list and click “Next”. If you are not sure which adapter to choose, select the
adapter at the top of the list. If you mistakenly choose the wrong adapter now,
you will be able to choose a different one later.

“+ Easy Install - License Agreement

4 Port Router

Welcome

Easy Install Wizard

License Agreement

# E ey Incelall wilwimk ol

BELKIH COMPONENTS
End-User License Agreement

Bekin Components (“Belkin®) thanks you for choosing one
of our products. This End-User License Agreemert
("Agreement") contains the terms and condtions under
wehich limted use of the product is licensed to you.

Easy Install Wizard

Mulli NIC's
Easpinstal hes detecied that you hewe more than one newor:
-adapher. Choose the adapter that iz used bo connect ba B Intemet. IF
1 Examing o e ol 2ure which adapher fa use, choose the fist one in the ket
Wiou can chance: pour choecs Ll i rended

PLEASE READ THIS MOTICE CAREFLLLY

. Agree.
Disagree.

2.4 Examining Settings

The Wizard will now examine your computer’s settings and gather information
needed to complete the Router's connection to the Internet.

7 Easy Install - Examine Computer

4 Port Router

Easy Install Wizard

Examining Settings

1 Examine

The installation wizard can automatically scan your computer far
network settings so you dor't havs to type them in

Ewamiring computer

14 15
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CONNECTING AND CONFIGURING YOUR CABLE/DSL ROUTER

2.6 PPPoE Connection Detected

If you have a connection type that requires a user name and a password, the
Wizard will ask you to type in your user name and password. If your connection
type does not require a user name and password, you will not see this screen.

Your user name and password is provided to you by your Internet Service
Provider. If you have to type in a user name and password to connect to the
Internet, then type that same user name and password in here. Your user name
looks something like “myname@myISP.com” or simply “myname”. The service
name is optional and is very rarely required by your ISP. If you don’t know your
service name, leave this blank. When you have entered your information, click
“Next” to move on.

# Easy Install - Enter PPPoE Username/Password

<D

4 Port Router

Easy Install Wizard

PPPoE Connection Detected

Easy Install has detected that the Intemet account you use requiss &
1 Exawine User Mame and Password. If your Intemet Service Provider gave you a
gl user name and password, enter them in the spaces provided. I you

don't know your service name, press "Cancel”,

Username:  |Usemame@myisp.com

Password:

Confirm Password:

Service Name  |OPTIONAL
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Step 3: Connect the Router to your Modem and Computer
The Wizard will ask you to connect your Router. Follow the steps on the screen,
or do the following:

3.1 Turn off the power to your modem by unplugging the power supply from
the modem.

3.2 Locate the network cable that is connected between your modem and your
computer and unplug it from your computer, leaving the other end
connected to your modem.

3.3 Plug the loose end of the cable you just unplugged into the port on the
back of the Router labeled “Internet/WAN".

3.4 Connect the new network cable from the back of the computer to one of

the ports labeled “1-4”. Note: It does not matter which numbered port
you choose.

3.5 Turn on your cable or DSL modem by reconnecting the power supply to

the modem.

3.6 Before plugging the power cord into the Router, plug the cord into the wall,

then plug the cord into the Router's power jack.

Computer that was
originally connected to
the cable or DSL modem

New network cable

T
(to computer) <@ i

To

Power Adapter
Cable or DSL modem

p

Existing network cable
(came with modem)

17



CONNECTING AND CONFIGURING YOUR CABLE/DSL ROUTER

3.7 Verify that your modem is connected to the Router by checking the lights
on the front of the Router. The green light labeled “WAN” should be ON if your
modem is connected correctly to the Router. If it is not, recheck your
connections.

3.8 Verify that your computer is connected properly to the Router by checking
the lights labeled “LAN 1,2,3,4”. The light which corresponds to the numbered
port that you connected your computer to should be ON if your computer is
connected properly.

Step 4: Continue Following the Wizard's Instructions
4.1 Checking the Connection

Once you have completed the connection of your Router, the Wizard will check
the connection to the Router. If the Router is not detected, use the
“Troubleshooting” button or refer to the “Troubleshooting” section of this guide
to obtain help about how to correct the problem. If the Wizard is able to
communicate with the Router, the Wizard will move on to the next step.

% Easy Install - Connecting To Router,

Easy Install Wizard

4 Port Aouter
Checking The Connection

The Easy InstalWizard can now test the connection between
your computer and your router.

Establishing communication with router

3 Check

18
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4.2 Configuring the Router

The Wizard will now transfer all of the configuration information to the Router.
This will take approximately one minute.

% Easy Install - Configure Router

Rl Easy Install Wizard

Configuring the router

The Easy Instal Wizard can now send all of the appropriate
settings to the router.

Configuing Router... 24% Done

4 Configure

4.3 When the transfer is complete, the Wizard will tell you that it is done and
may reboot (restart) the Router.

* Easy Install - Confipure Router

Easy Install Wizard

4 Port Router
Configuring the router

The Easy Install wizard can now send al of the sppropriate
seltings to the router.

Configuing Router... 843 Dons

4 Configure Fiebooting Router, Please Wait

19
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4.4 When configuration is complete, the Wizard will tell you “Router Setup
Complete” and it will move to the next step.

 Easy Install - Confipure Router,

Easy Install Wizard

4 Port Router
Configuring the router

The Easy Install Wizard can now send al of the sppropriate
seltings to the router.

Configuing Router. COMPLETE

4 Configure Flouter Setup Complete

@E»

4.5 Checking Internet

The Wizard will now check for an Internet connection. This can take a few
minutes. The Wizard may not detect a connection right away. If not, it will retry
a number of times. The “Connected” light on the front panel of the Router will
flash during this time. Please be patient through this process. If at the end of
this process the Wizard cannot connect to the Internet, use the Troubleshooting
button or refer to the Troubleshooting section of this guide to obtain help about
how to correct the problem.

% Easy Install - Connect To Internet

Easy Install Wizard

4 Port Router
Checking Internet

The Easy Install Wizard can now check. the connection to the
intermet

Checking For Intermet Connection...

S Internet
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4.6 Finished

When the Internet connection is complete, the Wizard will tell you that you are
finished. The “Connected” LED on the front of the Router will be solid GREEN,
indicating that the Router is now connected to the Internet.

# Easy Install - Connection Success! [<]

Easy Install Wizard

4 Port Router
Finished!

Congratulations! The Easy Install Wizard has successfully
cornected your Router to the Intemet. You are now 1ady to
browsse the Intemet from this computer and other computers that
you cornect to the Router

Click “Firish™ to cloge the Easy Install \wizard. To browse the

Intemet, simply open your browser and begin surfing.

—
inished

Your Router is now connected to the Internet. Now you can begin surfing the
Internet by opening your browser and going to your favorite web page.

Congratulations! You have finished installing your new Belkin Router. You are
ready to set up the other computers in your home. You can also add computers
to your Router any time you want. Simply follow step 5 below to learn how to
add more computers.

21
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Step 5: Adding Other Computers to your Network Using the
Easy Install Wizard

If you have other computers in your home that are already equipped with a
wired or wireless network adapter, you can use the Easy Install Wizard to set up
those computers to connect to your Router. If you are adding a Belkin wired or
wireless network adapter to your other computers, install the adapter per the
instructions for the adapter. When the installation of the adapter is finished,
your computer will be set up to connect to the Router. You do not need to use
the Easy Install Wizard to set up the computer.

For Computers Already Equipped with a Wired or
Wireless Network Adapter

5.1 For wired computers, connect an Ethernet cable between the computer you
want to add to the network and the Router. For wireless-equipped
computers, make sure your wireless adapter is installed and working. Set
your wireless adapter to connect to a wireless network SSID named “WLAN”
or “ANY”. In many cases you will find that you do not have to make any
changes. Refer to the documentation of your wireless network adapter for
information on making this change. Go to the next step.

5.2 Insert the CD into your CD-ROM drive. The Easy Installation Wizard screen
will automatically pop-up on your screen within 15 seconds. If it does not,
select your CD-ROM drive and double-click on the file named “Setup” on the
CD-ROM.

22
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5.3 Click “Add computers™.

anD

4 Port Router
for Cable and DSLmodems

¢ )]
lk
)

5.4 The Wizard will make the changes needed to add your computer to the
network. When finished, it will prompt to reboot your computer. Click “Yes™.

Easy Install needs to reboot your machine. After a reboot, you will be ready to go online. Would you like to reboat now?

5.5 When your computer reboots, your computer will be connected to the
network. To begin surfing the Internet, open your browser and go to your
favorite web page.

You are finished adding the computer to the network. To add more computers,
repeat this process on each computer you wish to add.

23



ALTERNATE SETUP METHOD

The Advanced User Interface is a web-based tool that you can use to set up the
Router if you don't want to use the Easy Install Wizard. You can also use it to
manage advanced functions of the Router. From the Advanced User Interface, you
can perform the following tasks:

= View the Router’s current settings and status.

« Configure the Router to connect to your ISP with the settings that they
provided you.

Change the current network settings such as the Internal IP address, the IP
address pool, DHCP settings and more.

« Set the Router's firewall to work with specific applications (port forwarding).
= Set up security features such as client restrictions and MAC address filtering.

Enable the DMZ feature for a single computer on your network.

Change the Router’s internal password.
Enable/Disable UPnP (Universal Plug-and-Play).
Reset the Router.

Back up your configuration settings.
Reset the Router's default settings.
Update the Router's firmware.

Alternative Method Step 1:
Connecting your Gateway Router

1.1 Turn off the power to your modem by unplugging the power supply from
the modem.

1.2 Locate the network cable that is connected between your modem and your
computer and unplug it from your computer, leaving the other end
connected to your modem.

1.3 Plug the loose end of the cable you just unplugged into the port on the
back of the Router labeled “Internet/WAN".

24
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1.4 Connect a new network cable (not included) from the back of the computer
to one of the ports labeled “1-4". Note: It does not matter which numbered
port you choose.

1.5 Turn your cable or DSL modem on by reconnecting the power supply to
the modem.
Computer that was

originally connected to
the cable or DSL modem

New network cable E———
@™

(to computer) [

To

Power Adapter
Cable or DSL modem

\ Existing network cable

(came with modem)

1.6 Before plugging the power cord into the Router, plug the cord into the wall,
then plug the cord into the Router’s power jack.

1.7 Verify that your modem is connected to the Router by checking the lights
on the front of the Router. The green light labeled “WAN” should be ON if
your modem is connected correctly to the Router. If it is not, recheck your
connections.

1.8 Verify that your computer is connected properly to the Router by checking
the lights labeled “LAN 1,2,3,4”. The light which corresponds to the
numbered port connected to your computer should be ON, if your computer
is connected properly. If it is not, recheck your connections.

25



ALTERNATE SETUP METHOD

Alternative Method Step 2:
Set your Computer’s Network Settings to Work with a DHCP Server

See the section in this manual called “Manually Configuring Network Settings”
for directions.

Alternative Method Step 3:
Configuring the Router Using the Web-Based Advanced User Interface

Using your Internet browser, you can access the Router's Web-Based Advanced
User Interface. In your browser, type “192.168.2.1” (do not type in anything else
such as “http://” or “www”). Then press the “Enter” key.

o : o
| Address | 19216821

Logging into the Router

You will see the Router’s home page in your browser window. The home page is
visible to any user who wants to see it. To make any changes to the Router’s
settings, you have to log in. Clicking the “Login” button or clicking on any one
of the links on the home page will take you to the login screen. The Router ships
with no password entered. In the login screen, leave the password blank and
click the “Submit” button to log in.

Setup Login

Login

Before you can change any settings, you need to log in with a
password. If you have not yet set a custom password, then leave
this fizld blank and click "Submit."

Fassword

Default = leave blank

/
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Logging out of the Router

One computer at a time can log in to the Router for the purposes of making
changes to the settings of the Router. Once a user has logged in to make
changes, there are two ways that the computer can be logged out. Clicking the
“Logout” button will log the computer out. The second method is automatic. The
login will time out after a specified period of time. The default login time out is
10 minutes. This can be changed from 1 to 99 minutes. For more information, see
the section in this manual titled “Changing the Login Timeout Setting”.

Understanding the Web-Based Advanced User Interface

The home page is the first page you will see when you access the Advanced User
Interface (Ul). The home page shows you a quick view of the Router's status and
settings. All advanced setup pages can be reached from this page.

(10) ) )

o Setup

Internet Status: connection OK

Setup Home > =
Internet / WAN Status \(4)
Connamion type
Fitmware Varsion 0,00,06 LAN/WLAN MAC  00:90:96:2c:6d:8b
(9) Boot Version 1.02.04 1P address 192.188.2.1
Hardware model ¥z Subnet mask 255,255.255.0 (6)
— Serial No. DHCP Server Enabled
W AN MAC addressnn; 90:96:2ci6d:8¢ NAT Enable
Connection Type PPPoE Firewall Settings Enable
Subnet mask 255.255,255.255 $51D belkinllg
¥an [P £6,120,157,124 Encryption Disable
Default gateway 66.120.159.254 |
DNS Address 206.,13.29,12 (7)
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1. Quick-Navigation Links

You can go directly to any of the Router's advanced Ul pages by clicking directly
on these links. The links are divided into logical categories and grouped by tabs
to make finding a particular setting easier to find. Clicking on the purple header
of each tab will show you a short description of the tab’s function.

2. Home Button

The home button is available in every page of the Ul. Pressing this button will
take you back to the home page.

3. Internet Status Indicator

This indicator is visible in all pages of the Router, indicating the connection
status of the Router. When the indicator says “connection OK” in GREEN, the
Router is connected to the Internet. When the Router is not connected to the
Internet, the indicator will read “no connection” in RED. The indicator is
automatically updated when you make changes to the settings of the Router.

4. Login/Logout Button

This button enables you to log in and out of the Router with the press of one
button. When you are logged into the Router, this button will change to read
“Logout”. Logging into the Router will take you to a separate login page where
you will need to enter a password. When you are logged in to the Router, you
can make changes to the settings. When you are finished making changes, you
can log out of the Router by clicking the “Logout” button. For more information
about logging into the Router, see the section called “Logging into the Router”.

5. Help Button

The “Help” button gives you access to the Router’s help pages. Help is also
available on many pages by clicking “more info” next to certain sections of
each page.
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6. LAN Settings

Shows you the settings of the Local Area Network (LAN) side of the Router.
Changes can be made to the settings by clicking on any one of the links (IP
Address, Subnet Mask, DHCP Server) or by clicking the “LAN” Quick Navigation
link on the left side of the screen.

7. Features

Shows the status of the Router's NAT, firewall, and wireless features. Changes can
be made to the settings by clicking on any one of the links or by clicking the
“Quick Navigation” links on the left side of the screen.

8. Internet Settings

Shows the settings of the Internet/WAN side of the Router that connects to the
Internet. Changes to any of these settings can be made by clicking on the links
or by clicking on the “Internet/WAN” Quick Navigation link on the left side of
the screen.

9. Version Info

Shows the firmware version, boot-code version, hardware version, and serial
number of the Router.

10. Page Name

The page you are on can be identified by this name. This manual will sometimes
refer to pages by name. For instance “LAN > LAN Settings” refers to the “LAN
Settings” page.
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Alternative Method Step 4:
Configuring your Router for Connection to your ISP

The “Internet/WAN” tab is where you will set up your Router to connect to your
Internet Service Provider. The Router is capable of connecting to virtually any
Internet Service Provider's system provided you have correctly configured the
Router's settings for your ISP’s connection type. Your ISP connection settings are
provided to you by your ISP. To configure the Router with the settings that your
ISP gave you, click “Connection Type” (A) on the left side of the screen. Select
the connection type you use. If your ISP gave you DNS settings, clicking “DNS”
(B) allows you to enter DNS address entries for ISPs that require specific
settings. Clicking “MAC address” (C) will let you clone your computer's MAC
address or type in a specific WAN MAC address, if required by your ISP. When you
have finished making settings, the “Internet Status” indicator will read
“connection OK” if your Router is set up properly.

Setup

Internet Status: connection OK

LAN WAN
LA Seings
DHCP diene fist

A
®

©

Internet/wWan

The Internst/AWAN Tah is whers you will sst up your Router to connect to your Ineternet
Service Provider, The Router is capable of connecting to virtually any Internet Service
Provider's system provided that you have correctly configured the Router's settings for your
ISP's cannection type, To configure the Router to connect to your 1P, dlick an "Cannection
type" on the Internet/WaN Tab on the left of the soreen.

Wireless
Channel and G510
Encryption

Usz 3% access paint only Connection types supported:

- Dynamic: including ISPs that require & host name and I1SFs that bind the connection
to a specific MAC address

Firewall
Feplication gateways
\irtual servers
Client IR Fiers

- Static IP address: the Router supports & connection to an ISP which assigns a static
IF address,

MAC sddress anrrol

s - PPPoE: the Ruuter supports 4 dynamic connection type which requires a PPPoE login

W ping blocking for authentication

Seeurny fog

- PPTP: For European users ONLY, The Router SUpROFts connections to European 1SP's
which connect via PPTP,

Utilities
Parental contre|

Reset router

Rastore factary defules
SavalBadup curret satings
Restore previous semings
Fimare update

System settings

- Telstra BigPond: Australian users ONLY, The router supparts connection to Telstra
BigPond,
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Setting your Connection Type

From the connection type page, you can select the type of connection you use.
Select the type of connection you use by clicking the radio button (1) next to
your connection type and then clicking “Next” (2).

Setup

Internet Status: connection 0K

LAN WAN > Connection type
LAN Settings
DHCP disrr s

Caonnection type
(l) Select your connection type:

%) Dynamic

A Dynamic type of connection is the most cornmon, If you use a cable
modem, then most likely you will have a dynamic connection. If you have a
cable modem or you are not sure of your connedtion type, use this.

) Static

Wireless
Channel and S0
Encryption

Use as access point only
A Static IP address connaction type is less cammon than others, Use this
s=l=ction anly if your ISP gave you an IF address that never chang=s.

) PPPoE

Firewall
Poplication gatways
\irmual servers
Cliert TPfifers
WAG addvess el

If you use 2 DSL modem andfor your ISP gave you s User Name and
Password, then your connection type is PPPE, Use this connection type.
e

WA ping blocking -_-Ngxb (2)
Saanrty log

Utilities
Parantsl control
Reset router
Restors facary dafaults
SavelBackup currert: setings
Restore previous settings
Fimware update

System settings
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Setting your ISP Connection Type to Dynamic IP

A dynamic connection type is the most common connection type found with
cable modems. Setting the connection type to “dynamic” in many cases is
enough to complete the connection to your ISP. Some dynamic connection types
may require a host name. You can enter your host name in the space provided if
you were assigned one. Your host name is assigned by your ISP. Some dynamic
connections may require that you clone the MAC address of the PC that was
originally connected to the modem.

Setup

Internet Status: connection 0K

LAN WAM > Connection type >
LA Settings
DHCP dire fist

Dynamic IP

To enter your Dynamic IP settings, type in your information below and click "Apply changes".
More Info
Host Name >
Wireless
Lhange WAN HAC Address
peidie s oo thange WAN MAC Address
ot Host Harmne = A name that sorme Internet Service Providers require for connaction

to their system, (3)
e chones vl ronce- el

Uss s access point only

Firewall
Application gateways
\irtual sepvers
Cliert IPfiters
WIAC address mntrol

Dz
WA ping blocking
Searity log

Utilities
Parental control
Resat router
Restore factory defaults
SasefBackup Qurrent setings

1. Host Name

This space is provided to enter a host name that needs to be visible to your ISP.
Enter your host name here and click “Apply Changes” (3). If your ISP did not
assign you a host name, or you are not sure, leave this blank.

2. Change WAN MAC Address

If your ISP requires a specific MAC address to connect to the service, you can
enter a specific MAC address or clone the current computer's MAC address
through this link.
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Setting your ISP Connection Type to Static IP

A static IP address connection type is less common than other connection types.
If your ISP uses static IP addressing, you will need your IP address, subnet mask,
and ISP gateway address. This information is available from your ISP or on the
paperwork that your ISP left with you. Type in your information, then click
“Apply Changes” (5). After you apply the changes, the Internet Status indicator
will read “connection OK” if your Router is set up properly.

Setup

Internet Status: connection OK

LAN
L&Y Settings
CHEP dient fist

WAN > Connection type >

Static IP

To snter your Static IP settings, type in your information below and click "Apply changes”.
More Info

IP Address >
Subnet Mask >
ISP Gateway Address >

My ISP Provides more than one Static IP address? > D

O]
Llick here to enter your DNS Settings
Clear changes J Apply changes

Application gateways
=

Client IP filters
MAC address control

oMz
(WA ping blocking
Security log

Utilities
Parental contro|
Resat router
Restors factory defaules
SavefBackin curvent semins

1. IP Address

Provided by your ISP. Enter your IP address here.

2. Subnet Mask

Provided by your ISP. Enter your subnet mask here.

3. ISP Gateway Address

Provided by your ISP. Enter the ISP gateway address here.
4. My ISP Provides More Than One Static IP Address

If your ISP assigns you more than one static IP address, your Router is capable
of handling up to five static WAN IP addresses. Select “My ISP provides more
than one static IP address” and enter your additional addresses.
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Setting Custom Domain Name Server (DNS) Settings

A “Domain Name Server” is a server located on the Internet that translates
Universal Resource Links (URLs) like “www.belkin.com” to IP addresses. Many
ISPs do not require you to enter this information into the Router. The “Automatic
from ISP” box (1) should be checked if your ISP did not give you a specific DNS
address. If you are using a static IP connection type, then you may need to
enter a specific DNS address and secondary DNS address for your connection to
work properly. If your connection type is dynamic or PPPOE, it is likely that you
do not have to enter a DNS address. Leave the “Automatic from ISP” box
checked. To enter the DNS address settings, uncheck the “Automatic from ISP”
box and enter your DNS entries in the spaces provided. Click “Apply Changes” (2)
to save the settings.
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Internet Status: connection OK

LAN
LA Settings
DHCP dient list

WAN > Connection type >

DNS

If your ISP provided you with a specific DNS address to use, anter the address in this window
and click "Apply Changes".

Automatic from ISP

Wireless

e T
Encryption
Use 52 access paint only

DNS Address >

@

Secondary DNS Address >

Firewall
fpplication gateways
Nrrual s=rvers
Cliertt 1P fifters
MAC sddress oonrrol

DNS = Domain Mame Server, & server located on the Internet that
translates URL's (Universal Resaurce Links) like wew belkin.com to 1P

addresses. More Info (2)
Apply changes

DHZ
WA ping blocking
Seaurity fog

Utilities

Parental contral

esat routar
Restore facmry defaults
SasedBackup airrent samings
Restora previnus sertings
Fitmware update

System settings
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Configuring your WAN Media Access Controller (MAC) Address

All network components including cards, adapters, and routers, have a unique
“serial number” called a MAC address. Your ISP may record the MAC address of
your computer's adapter and only let that particular computer connect to the
Internet service. When you install the Router, its own MAC address will be “seen”
by the ISP and may cause the connection not to work. Belkin has provided the
ability to clone (copy) the MAC address of the computer into the Router. This
MAC address, in turn, will be seen by the ISP's system as the original MAC
address and will allow the connection to work. If you are not sure whether your
ISP needs to see the original MAC address, simply clone the MAC address of the
computer that was originally connected to the modem. Cloning the address will
not cause any problems with your network.

Setup

Internet Status: connection OK

LAN
L&t Sethings
DHCP dien fist

WAN > MAC address

MAC address

Some ISPs reguire that vou clone (copy) the MAC address of your computer's network card

into the Router, If you are not sure then simply clone the MAC address of the computer that

was ariginally connected to the madem before installing the Router. Claning your MAC

address will not cause any problems with vour network. More Info (3)

Wireless
Channel snd SSID
Encryprion
Use 2= access paint only

Wan Mac Address > 00 |90 |96 ||2c ||6d ||Bc

Clone Computer's MAC Address > Clone (1)

Firewall
Application gateways
Girtintaarhare = (2)
o A s WAl

DhZ

WAN ping blocking

Seairity fog

Utilities
Farental contro|

Resat router

Restors factory defaults
SavelBadup current saings
Restore previous settings
Firmware update

System semings
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Cloning your MAC Address
To clone your MAC address, make sure that you are using the computer that was
ORIGINALLY CONNECTED to your modem before the Router was installed. Click the

“Clone” button (1). Click “Apply Changes” (2). Your MAC address is now cloned to
the Router.

Entering a Specific MAC Address

In certain circumstances you may need a specific WAN MAC address. You can
manually enter one in the “MAC Address” page. Type in a MAC address in the
spaces provided and click “Apply Changes” to save the changes. The Router's
WAN MAC address will now be changed to the MAC address you specified.
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Using your Internet browser, you can access the Router's Web-Based Advanced
User Interface. In your browser, type “192.168.2.1” (do not type in anything else
such as “http://” or “www") then press the “Enter” key.

You will see the Router's home page in your browser window.

o S .
Address 19216821

Viewing the LAN Settings

Clicking on the header of the LAN tab (A) will take you to the LAN tab’s header
page. A quick description of the functions can be found here. To view the
settings or make changes to any of the LAN settings, click on “LAN Settings” (B)
or to view the list of connected computers, click on “DHCP client list” (C).
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Internet Status: connection OK

DHCP dient fist

LAN
Internet / WAN
Connection type “Your Router is equipped with a DHCP server that will autornatically assign IP addresses to each
DhE. computer on your netwark, The factory default settings for the DHCP server will work in most any
MEC address application, If you need to make changes to the settings, you can do so.

Wireless

Channel and SSID
Encryption

Use as access point only

The changes that you can make are:

- Change the Internal IP address of the Router. The default = 192.168.2.1

- Change the Subnet Mask. The default = 255.255.255.0

- Enable /Disable the DHCP Server Function. Default = ON (Enabled)

- specify the Starting and Ending IP Pool Address. Default = Starting: 2 / Ending: 100
- Specify the IP address Lease Time. Default = Forever

- Specify a local Domain Name. Default = NONE

Firewall
Ppplication gateways
\irtual sarvers
dliert: [Pfikters
MAC address conerol
oMz To make changes, click "LAN Settings” on the LAM tab to the left
WA ping blacking

Searity log

The Router will also provide you with a list of all client computers connected to the network. To

Utilities view the list, click "DHCP client list” on the LAN tab to the left,

Parental contral

Reset router

Restore factory defaults
SaesBackup current settings
Restore previous sertings
Firmueare update

System setings
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Changing LAN Settings

All settings for the internal LAN setup of the Router can be viewed and
changed here.

Setup

Internet Status: connection 0K

LAN > LAN settings

LAN Settings

@

“ou can make changes to the Local Area Netwark (LAM) here, For changes to take
effect, you must press the "Apply Changes” button at the bottom of the screen

1P Address > 192 |.|168 |,.|2 i
(2) More Info
Subnet Mask > 255, |266 255 0
More Info

®3)

(O]

1P Pool Starting B
Address >
1P Pool Ending

i i i [100

Address

Lease Time > Forever %

®

The length of time the DHCP server will reserve the IP address for sach computer.

Local Domain Name>
(Optional) Hlin,

A feature that lets you assign a name to your network, More Info

©)
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1. IP Address

The “IP address” is the internal IP address of the Router. The default IP address
is “192.168.2.1". To access the advanced setup interface, type this IP address
into the address bar of your browser. This address can be changed if needed. To
change the IP address, type in the new IP address and click “Apply Changes”. The
IP address you choose should be a non-routable IP. Examples of a non-routable
IP are:

192.168.x.x (where x is anything between 0 and 255)
10.x.x.x (where x is anything between 0 and 255)

2. Subnet Mask

There is no need to change the subnet mask. This is a unique, advanced feature
of your Belkin Router. It is possible to change the subnet mask if necessary,
however, do NOT make changes to the subnet mask unless you have a specific
reason to do so. The default setting is “255.255.255.0".

3. DHCP Server

The DHCP server function makes setting up a network very easy by assigning IP
addresses to each computer on the network automatically. The default setting is
“On”. The DHCP server can be turned OFF if necessary, however, in order to do so
you must manually set a static IP address for each computer on your network. To
turn off the DHCP server, select “Off” and click “Apply Changes™.

4. IP Pool

The range of IP addresses set aside for dynamic assignment to the computers on
your network. The default is 2-100 (99 computers). If you want to change this
number, you can do so by entering a new starting and ending IP address and
clicking on “Apply Changes™. The DHCP server can assign 100 IP addresses
automatically. This means that you cannot specify an IP address pool larger than
100 computers. For example, starting at 50 means you have to end at 150 or
lower so as not to exceed the 100-client limit. The starting IP address must be
lower in number than the ending IP address.
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5. Lease Time

The length of time the DHCP server will reserve the IP address for each computer.
We recommend that you leave the lease time set to “Forever”. The default setting
is “Forever”, meaning that any time a computer is assigned an IP address by the
DHCP server, the IP address will not change for that particular computer. Setting
lease times for shorter intervals such as one day or one hour frees IP addresses
after the specified period of time. This also means that a particular computer's IP
address may change over time. If you have set any of the other advanced
features of the Router such as DMZ or client IP filters, these are dependent on
the IP address. For this reason, you will not want the IP address to change.

6. Local Domain Name

The default setting is “Belkin”. You can set a local domain name (network name)
for your network. There is no need to change this setting unless you have a
specific advanced need to do so. You can name the network anything you want
such as “MY NETWORK™
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Viewing the DHCP Client List Page

You can view a list of the computers (known as clients), which are connected to
your network. You are able to view the IP address (1) of the computer, the host
name (2) (if the computer has been assigned one), and the MAC address (3) of
the computer's network interface card (NIC). Pressing the “Refresh” (4) button
will update the list. If there have been any changes, the list will be updated.

Setup

Internet Status: connection OK

DHCP Client List

(l) This page shows you the IP address, Host Name and MAC address of each computer that is ( )
connected to your network, If the computer does not have a host name specified, then

Hast Mame figld will be blank. Pressing "Refresh” will update the list,
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Configuring the Wireless Network Settings

The Wireless tab lets you make changes to the wireless network settings. From
this tab you can make changes to the wireless network name (SSID), operating
channel, encryption security settings, and configure the Router to be used as an
access point.
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LAN Wireless
Lan| Settings
CHCP diert list

Wireless
Internat / WAN

Connertion type

In this tab you can adjust settings to the Wireless section of the Router,

+ Channel and SSID
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Changing the Wireless Network Name (SSID)

To identify your wireless network, a name called the SSID (Service Set Identifier)
is used. The default SSID of the Router is “WLAN”. You can change this to
anything you want to or you can leave it unchanged. If there are other wireless
networks operating in your area, you will want to make sure that your SSID is
unique (does not match that of another wireless network in the area). To change
the SSID, type in the SSID that you want to use and click “Apply Changes”. The
change is immediate. If you make a change to the SSID, your wireless-equipped
computers may also need to be reconfigured to connect to your new network
name. Refer to the documentation of your wireless network adapter for
information on making this change.

Channel and 551D

To make changes to the wireless settings of the router, make the changes
here. Click "Apply Changes" to save the settings. More Info

Wireless Channel = 11~

Wireless Mode = B4G-Auto b
SSID > LA

Broadcast S5ID More Info

Apply changes

43



USING THE WEB-BASED ADVANCED USER INTERFACE

Using the Wireless Mode Switch

Your Router can operate in two different wireless modes, “54g-Auto” and “54g-
Only”. In 54g-Auto mode, the Router will be compatible with 802.11b and 54g
wireless clients simultaneously. This mode is the factory default and ensures full
compatibility with all Wi-Fi-compatible devices. Set the Router to 54g-Auto
mode if you have a mix of 802.11b and 54g clients in your network. 54g-Only
mode will be compatible with 54g clients only. This mode can be useful only if
you do not have any 802.11b clients that need access to the network. To switch
modes, select the desired mode from the drop-down box next to “Wireless Mode”
then click “Apply Changes”.

Channel and 551D

To make changes to the wireless settings of the router, make the changes
here. Click "apply Changes" to save the settings. More Info
Wireless Channel = 11 v

Wireless Mode > 54G-Auto v
B

SSID =

Broadcast SSID [l More Info
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Changing the Wireless Channel

There are a number of operating channels you can choose from. In the United
States, there are 11 channels. In the United Kingdom and most of Europe, there
are 13 channels. In a small number of other countries, there are other channel
requirements. Your Router is configured to operate on the proper channels for
the country you reside in. The default channel is 11. The channel can be
changed if needed. If there are other wireless networks operating in your area,
your network should be set to operate on a channel that is different than the
other wireless networks. For best performance, use a channel that is at least five
channels away from the other wireless network. For instance, if another network
is operating on channel 11, then set your network to channel 6 or below. To
change the channel, select the channel from the drop-down list. Click “Apply
Changes”. The change is immediate.

Channel and S510

To make changes to the wireless settings of the router, make the changes
here. Click "apply Changes" to save the settings. More Info

Wireless Channel > 1~

1
Wireless Mode > 12 uto v
SSID > 3 B4y
4
Broadcast 551D [ lore Info
B
7
g
9
1

0

i

13
14
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Using the Broadcast SSID Feature
Note: This advanced feature should be employed by advanced users only.

For security, you can choose not to broadcast your network’s SSID. Doing so will
keep your network name hidden from computers that are scanning for the
presence of wireless networks. To turn off the broadcast of the SSID, remove the
check mark from the box next to “Broadcast SSID”, and then click “Apply
Changes”. The change is immediate. Each computer now needs to be set to
connect to your specific SSID; an SSID of “ANY” will no longer be accepted. Refer
to the documentation of your wireless network adapter for information on
making this change.

Changing the Wireless Encryption Settings

Clicking on the “Encryption” link in the “Wireless” tab will take you to the
Encryption settings screen. To make setting up your network for the first time
easy, the Router ships with encryption turned off. If you wish to turn on
encryption, you can do so from this page. Turning on encryption will require you
to set each of your wireless-equipped computers with the same encryption
settings that you make in the Router. Refer to the documentation of your
wireless network adapter for information on making this change.

There are two types of encryption to choose from: 64-bit and 128-bit encryption.
Using encryption will make your network more secure, but will slow down the
network performance. Although network performance will be reduced, it is likely
the change will not be detectable to users of the network.
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Setting Encryption Automatically Using a Passphrase

Note to Mac users: The Passphrase option will not operate with Apple® AirPort®.
To configure encryption for your Mac computer, set the encryption using the
manual method described in the next section.

1. Select “64-bit automatically” or “128-bit automatically” from the
drop-down menu.

Encryption

WEP Mode

%, Using encryption can help keep your
ired Equivalent Privacy, The Router
b. Mora Info

You can set yof
network secury
uses WEP encr

2. Type in a passphrase. A passphrase is like a password. It can be a mixture of
numbers and letters. After you type in your passphrase, click “Generate”. When
you click “Generate”, the key fields below will become populated. Note: 64-bit
encryption will generate four keys and 128-bit encryption will generate only
one key. Select the key you want to use by clicking the radio button next to
it. Click “Apply Changes”.

Encryption
WEP Mode B4-bit automatically  +

PassPhrase #0908

| ganavale[

Key 1

O key 2
O keya

O Key 4

3. Encryption in the Router is now set. Each of your computers on your
wireless network will now need to be configured with the same passphrase.
Refer to the documentation of your wireless network adapter for information
on making this change.

47



USING THE WEB-BASED ADVANCED USER INTERFACE

Setting Encryption Manually Using a Hexadecimal Key

A hexadecimal key is a mixture of numbers and letters from A-F and 0-9. 64-bit
keys are five two-digit numbers. 128-bit keys are 13 two-digit numbers.

For instance:
AF OF 4B C3 D4 = 64-bit key
C3 03 OF AF OF 4B B2 C3 D4 4B C3 D4 E7 = 128-bit key

In the boxes below, make up your key by writing in two characters between A—F
and 0-9. You will use this key to program the encryption settings on your Router
and your wireless computers.

Example: ’F ’? ,4'_3- ’E ID_"'-
o !
C ] o A

Note to Mac users: Original Apple AirPort products support 64-bit encryption only.
Apple AirPort 2 products can support 64-bit or 128-bit encryption. Please check
your product to see which version you are using. If you cannot configure your
network with 128-bit encryption, try 64-bit encryption.
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Encryption

WEP Mode Ba-hit manually v

® #1 L T T T R T
oz e L jes | ee | ee | es
Cpz we | jes | ee | les | [es

O ws ws | ws | |ss s e

1. Select “64-bit manually” or “128-bit manually” from the drop-down menu.

2. If using 64-bit encryption, there will be four key fields. If using 128-bit
encryption, there will be one key field. In the key field(s), type in the
hexadecimal key(s) that you wish to use. When finished typing in your keys,
select which key you want to use by clicking the radio button next to it. Click
“Apply Changes”.

3. Encryption in the Router is now set. Each of your computers on your wireless
network will now need to be configured with the same hexadecimal key. Refer
to the documentation of your wireless network adapter for information on
making this change.
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Using the Access Point Mode

Note: This advanced feature should be employed by advanced users only. The
Router can be configured to work as a wireless network access point. Using this
mode will defeat the NAT IP sharing feature and DHCP server. In AP mode, the
Router will need to be configured with an IP address that is in the same subnet
as the rest of the network that you will bridge to. The default IP address is
192.168.2.254 and subnet mask is 255.255.255.0. These can be customized for
your need.

1. Enable the AP mode my selecting “Enable” in the “Use as Access Point only”
page. When you select this option, you will be able to change the IP settings.

2. Set your IP settings to match your network. Click “Apply Changes”.
3. Connect a cable from the WAN port on the Router to your existing network.

The Router is now acting as an Access Point. To access the Router advanced
user interface again, type the IP address you specified into your browser's
navigation bar. You can set the encryption settings, MAC address filtering, SSID
and channel normally.

Internet Status: connection 0K

Firewall

Your Router is equipped with a firewall that will protect your netwerk from & wide array of
common hacker attacks including Ping of Death (PoD) and Denial of Service (DoS) attacks.
YYau can turn the firewall function off if needed. Turning off the firewall protection will not
leave your network completely vulnerable to hacker attacks, but it is recommended that you
turn th h possible.

n the firewall on whenever I

Firewall Enable / Disable > ) pisable ) Enable

Utilities

Parental
=
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Configuring the Firewall

Your Router is equipped with a firewall that will protect your network from a
wide array of common hacker attacks including:

< IP Spoofing

Land Attack

Ping of Death (PoD)
Denial of Service (DoS)

IP with zero length
Smurf Attack

* TCP Null Scan

* SYN flood

UDP flooding

Tear Drop Attack
ICMP defect

RIP defect

< Fragment flooding

The firewall also masks common ports that are frequently used to attack
networks. These ports appear to be “Stealth” meaning that for all intents and
purposes, they do not exist to a would-be hacker. You can turn the firewall
function off if needed, however, it is recommended that you leave the firewall
enabled. Disabling the firewall protection will not leave your network
completely vulnerable to hacker attacks, but it is recommended that you leave
the firewall enabled.
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Configuring the Port Forwarding Settings

Application gateways let you select ports to be open for certain applications to
work properly with the Network Address Translation (NAT) feature of the Router.
A list of popular applications has been included to choose from. You can select
an application from the drop-down list and the proper settings will be
programmed into the Router. If the application you want to set up for is not
here, check the “Virtual Servers” page by clicking “Virtual Servers” on the left
side of the screen. If you cannot find your application in either the “Application
Gateways” screen or the “Virtual Servers” screen, you will need to check with the
application vendor to determine which ports need to be configured. You can
manually input this port information into the Router.

Setup

Internet Status: connection 0K

LAN Firewall > Application
LAN Setrings gateways
DHEP dient list

Application gateways
Internet / WAN A d Y

Gonnedion type
oHE

MG address

Wireless

Channel and $810
Encryprion
Use a5 access point only

Utilities
Baranal control

Resat router

Restors facmary defaults
SavalBadup current s tings
Restors pravious setings
Fimuare update

System settings

Some applications such as games, video conferencing, remote access applications and others
require that specific ports in the Router's firewall be opened for access by the applications, ou
can configure the port settings from this scresn. Note: Opening ports in your firewall can pose a
security risk, You can enable and disable settings very quickly. It is recommended that you
disable the settings when you are not using a specific application, More Info

Apply changes
Popular Applicatoins > Select One - Add
earentry| 1 ¥ Clear

Trigger  Trigger

StartPort End pert  THoger Type Public Port Public Type Enable
t TCP & TCP v O
z TCP & TCP & O
a TCP v Tce @ O
4 TP ™ TP el T
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Choosing an Application

Select your application from the drop-down list. Click “Add”. The settings will be
transferred to the next available space in the screen. Click “Apply Changes” to
save the setting for that application. To remove an application, select the
number of the row that you want to remove then click “Clear”.

Application gateways

Some applications such as games, video conferencing, remote access applications and others
require that specific ports in the Router's firewall be opened for access by the applications. You
can configure the port settings from this screen. MNote: Opening ports in yvour firewall can pose a
security risk. You can enable and disable settings wery quickly. It is recarnmended that you
disable the settings when you are not using a specific application. More Info

Apply changes

Popular Applicatoins > | Select One v Add

Select One
Aim Talk
Asheron's Call

: = Calista IP Phone
Trigger  Trigger

Start Port  End port 1H990elta Force (Client and Serveri Public Type Enable
Mapster

T TCP & O
Met2Phaone

QuickTime 4 Client
TG Fainbow Six/ Fogue Spear TP o

Lo

o]

To remove an application, select the number of the row that you want to remove
then click “Clear”.
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Configuring Internal Forwarding Settings

The Virtual Servers function will allow you to route external (Internet) calls for
services such as a web server (port 80), FTP server (Port 21), or other
applications through your Router to your internal network. Since your internal
computers are protected by a firewall, computers outside your network (over the
Internet) cannot get to them because they cannot be “seen”. A list of common
applications has been provided in case you need to configure the Virtual Server
function for a specific application. If your application is not listed, you will need
to contact the application vendor to find out which port settings you need.

Setup

Internet Status: connection OK

LAN Firewall > Virtual servers
LAy setrin

Virtual servers
Internet / WAN

Connactian typs
ohE

This function will allow you to route external (Internet) calls for services such as a web server (port
B0}, FTP server (Port 21), or other applications through your Router to your internal network, More
fo

M address S

int ol

clear enf uy 1 ¥ Clear
Enable Description  Inbound port  Type  Private IP address Private port
i O - TCP ~| 1921682,
Utilities
2 O - TCP ~| 1921682,
E O - TCP ~| 192.168.2,
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Choosing an Application

Select your application from the drop-down list. Click “Add”. The settings will be
transferred to the next available space in the screen. Click “Apply Changes” to
save the setting for that application. To remove an application, select the
number of the row that you want to remove then click “Clear”.

Manually Entering Settings into the Virtual Server

To manually enter settings, enter the IP address in the space provided for the
internal (server) machine, the port(s) required to pass (use a comma between
multiple ports), select the port type (TCP or UDP), and click “Apply Changes”.
You can only pass one port per internal IP address. Opening ports in your
firewall can pose a security risk. You can enable and disable settings very
quickly. It is recommended that you disable the settings when you are not using
a specific application.
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Setting Client IP Filters

The Router can be configured to restrict access to the Internet, e-mail, or other
network services at specific days and times. Restriction can be set for a single
computer, a range of computers, or multiple computers.

Setup

Internet Status: connection 0K

LAN Firewall > Client IP filters

DHEP dien fist

Client IP filters

The Router can be configured to restrict access to the Internet, e-mail or other network services
at specific days and times. More Info

1» Port Type Block Time Day Time Enable

192.168.2, - - O uop
O plock

O ) Always
192.168.2 - = O upe
Oelack

=

% always
192.168.2, - - Quer O

C
=
T

=

©
Z

, ways
152.168.2, - - Quer 2 - |

f
=
T

=
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To restrict Internet access to a single computer for example, enter the IP address
of the computer you wish to restrict access to in the IP fields (1). Next, enter
“88” in both the port fields (2). Select “Both”(3). Select “Block” (4). You can
also select “Always” to block access all of the time. Select the day to start on
top (5), the time to start on top (6), the day to end on the bottom (7), and
the time to stop (8) on the bottom. Select “Enable” (9). Click “Apply Changes”.
The computer at the IP address you specified will now be blocked from Internet
access at the times you specified. Note: Be sure you have selected the correct
time zone under “Utilities> System Settings> Time Zone”.

@ @ ®) (6)

P \ \ort Type Block Time Day\ Tlme\ Enable
| ®he |

Q SUN v | 12:00 A M.
192, 168, z.l 22 22 ' '88 L] 1 @i b Always

THck SUN/v 12:DDA_M/_V T
e @ ™ (8 ©)
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Setting MAC Address Filtering

The MAC address filter is a powerful security feature that allows you to specify
which computers are allowed on the network. Any computer attempting to
access the network that is not specified in the filter list will be denied access.
When you enable this feature, you must enter the MAC address of each client
(computer) on your network to allow network access to each. The “Block”
feature lets you turn on and off access to the network easily for any computer
without having to add and remove the computer's MAC address from the list.

Setup

Internet Status: connection 0K

LAN Firewall > MAC address filtering
LA Settings
DHCP disnt fist

MAC address filtering

Internet / WAN
Canneatian type
oS

@

This feature lets you set up a list of allowsd clients. When vou enable this feature, you must
enter the MAC address of each client on your network to allow network access to each,
Mare Info
Enable MAC Address Filtering > (2)
MAC Address Filtering List >
Block Host

o
®
licrcronges Yooty chonge

To enable this feature, select “Enable MAC Address Filtering” (1). Next, enter the
MAC address of each computer on your network by clicking in the space provided
(2) and entering the MAC address of the computer you want to add to the list.
Click “Add” (3), then “Apply Changes” to save the settings. To delete a MAC
address from the list, simply click “Delete” next to the MAC address you wish to
delete. Click “Apply Changes” to save the settings.

Note: You will not be able to delete the MAC address of the computer you are
using to access the Router's administrative functions (the computer you are
using now).
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Enabling the Demilitarized Zone (DMZ)

The DMZ feature allows you to specify one computer on your network to be
placed outside of the firewall. This may be necessary if the firewall is causing
problems with an application such as a game or video conferencing application.
Use this feature on a temporary basis. The computer in the DMZ is NOT protected
from hacker attacks.

Setup

internet Status: connection 0K

AN Firewall > DMZ
Lep| Settings
DHCP diert list

DMz
Internet / WAN

Connedtian typa

The DMZ featurs allows you to specify one computer on your network to be placed outside of
the NAT firewall, This may be necessary if the NAT feature is causing problems with an
application such as a game or video conferencing application. Use this feature on a temporary
basis. The computerin the DMZ is not protected from hacker attacks. To put a computer in the
DMZ, enter the last digits of its IP address in the field below and select "Enable". Click
"Submit” for the change to take effect. More Info

o
A address

Wirgless
Channel and SHID.
Encrypion
Use a5 access paint only

IP Address of Yirtual DMZ Host >

Static IP Private IP Enable

1. 66,120,156,224 192.168.2 O

s ranges Qhony conges

Utilities

To put a computer in the DMZ, enter the last digits of its IP address in the IP
field and select “Enable”. Click “Apply Changes” for the change to take effect. If
you are using multiple static WAN IP addresses, it is possible to select which
WAN IP address the DMZ host will be directed to. Type in the WAN IP address you
wish the DMZ host to direct to, enter the last two digits of the IP address of the
DMZ host computer, select “Enable” and click “Apply Changes”.
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Blocking an ICMP Ping

Computer hackers use what is known as “pinging” to find potential victims on
the Internet. By pinging a specific IP address and receiving a response from the
IP address, a hacker can determine that something of interest might be there.
The Router can be set up so it will not respond to an ICMP ping from the
outside. This heightens the level of security of your Router.

Setup

Internet Status: connection 0K

LAN
LA Settings
CHEP dient fist:

Firewall > Block ICMP ping

Block ICMP ping
Internet / WAN
Sl ADYANCED FEATURE! You can configurs the Rauter not to respand to an ICMP Fing (ping to
the WAN port). This offers a heightened level of security, More Info

Block ICMP Ping > O - (1)

Clear changes M Apply changes

Wireless
channel snd SSID
Encryprion

Use a5 access pain only

Utilities
Parental cantrol

Resst router

Rastore factory defaults
Save/Badup aurrert: seings
Restors pravious ssttings
Flirnware update

Bystem sewings

To turn off the ping response, select “Block ICMP Ping” (1) and click “Apply
Changes”. The Router will not respond to an ICMP ping.
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Utilities Tab

LAN
LA Settings
DHCP diert list

Internet / WAN

Connedion type

DhE
MAC adldress

Firewall
Fpplicstion gateways
Wil servers
Client: [P fiters
MAC address fltering

DMz
war ping blocking
Saaurity fog

Utilities

Setup

Internet Status: oo cor

Utilities

Utilities

This screen lsts you manags differsnt parameters of the Router and perform certain
administrative functions.

+ Restart Router
Sometimes it may be necessary to Reset or Reboot the router if it begins working
impraperly. Resetting or Rebaoting the Router will not delete any of your configuration
settings,

= Restore Default Settings
Using this option will restore all of the settings in the Router to the factory {defaulty
settings, It i recommended that you backup your setfings before you restore all of the
defaults.

+ Save Current Confiquration
Tau can sawe your current canfiguration by using this feature. Saving your configuration
will allaw you ta restore it later if your settings are lost or changed, It is recommendad
that you backup your current configuration before performing a firmware update

= Restore Previous Configuration
This option will allaw you to restore a previously saved configuration.

« Firmware Update
From time to time, Belkin may releass new versions of the Router's firmware, Firmwars
updates contsin festure impravements and fixes ta problems that may have existed.

+ System Settings
The System Settings page is where you can enter a new administrator password, set the
time zone, enable remote managerment and turn on and off the NAT function of the
Router.

This screen lets you manage different parameters of the Router and perform
certain administrative functions.
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Restarting the Router

Sometimes it may be necessary to restart or reboot the Router if it begins
working improperly. Restarting or rebooting the Router will NOT delete any of
your configuration settings.

Restart router

Sometimes it may be necessary to Restart or Reboot the router if it begins working improperly.
Restartting or Rebooting the Router will not delete any of your configuration settings. Click the
"Restart Router” buthon below to Restart the Router,

Restart Router

Restarting the Router to Restore Normal Operation
1. Click the “Restart Router” button.

2. The following message will appear. Click “OK”.

#icrosoft Internet Explorer

9

h./ Are you sure you wank ko restart the Router? Resetting the Router will not affect your configuration,

| Ok [: | Cancel

3. The following message will appear. Restarting the Router can take up to
60 seconds. It is important not to turn off the power to the Router during
the restart.

Microsoft Internet Explorer

| Allow up ko 60 seconds Far the Router ko restart, Do nok power down the Router before reset completes.
L)

T&
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4. A 60-second countdown will appear on the screen. When the countdown
reaches zero, the Router will be restarted. The Router home page should
appear automatically. If not, type in the Router's address (default =
192.168.2.1) into the navigation bar of your browser.

Reset Successfully

The reset is complete when the power light stops blinking.

Raouter is rebooting seconds remaining.

Restoring Factory Default Settings

Using this option will restore all of the settings in the Router to the factory
(default) settings. It is recommended that you back up your settings before you
restore all of the defaults.

Restore factory defaults

Using this option will restore all of the settings in the Router to the factory {default) settings. It
is recornmended that vou backup your settings before you restore all of the defaults. To restare
the factory default settings, click the "Restore Defaults" button below,

Festore Defaults

1. Click the “Restore Defaults” button.
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2. The following message will appear. Click “OK”.

Microsoft Internet Explorer E

WARMNING:
,_-/ &ll Your Settings Wil be Lost!
Are You Sure You want ko do this?

| K, % l Cancel I

3. The following message will appear. Restoring the defaults includes restarting
the Router. It can take up to 60 seconds. It is important not to turn the
power to the Router off during the restart.

Microsoft Internet Explorer

L During the restart, it needs some time.
. Flease don't turn off the router during the time.

Cx 1 k

4. A 60-second countdown will appear on the screen. When the countdown
reaches zero, the Router’s defaults will be restored. The Router home page
should appear automatically. If it does not, type in the Router's address
(default = 192.168.2.1) into the navigation bar of your browser.
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Saving a Current Configuration

You can save your current configuration by using this feature. Saving your
configuration will allow you to restore it later if your settings are lost or
changed. It is recommended that you back up your current configuration before
performing a firmware update.

Save/Backup current settings

Tou can save your current configuration by using this feature. Saving yvour configuration will
allow you ta restore it later if your settings are lost or changed. It is recornmended that vou
backup your current configuration before performing a firmware update.

Save

1. Click “Save”. A window called “File Download” will open. Click “Save™.

File Download -

b ] You are downloading the file:
.

config.bin from 192.168.2.1

Wiould you like to open the file or save it to your computer?

[_Dpen l| Save wsl Cancel JI ore Info

Always ask before opening this type af file

65



USING THE WEB-BASED ADVANCED USER INTERFACE USING THE WEB-BASED ADVANCED USER INTERFACE

2. A window will open that allows you to select the location where you want to Restoring a Previous Configuration
save the configuration file. Select a location. You can name the file anything This option will allow you to restore a previously saved configuration.
you want, or use the default name “Config”. Be sure to name the file so you T
can locate it yourself later. When you have selected the location and name of Restore previous Settings

the file, click “Save”.

This option will allow vou to restore a previously saved configuration.

Browse..

Save As @@

Savein: | [} Desktop w . FR

-\_ __JMy Documents
L H-" .{,mv il 1. Click “Browse”. A window will open that allows you to select the location of

ecent 2y etwor] laces . . . . . . . “ T
B mreie the configuration file. All configuration files end with a “bin”. Locate the

le configuration file you want to restore and double-click on it.
Dkt =
e Choose file @@
Look in: \{3 Diesktop ﬂ (¢ e [T
My Documents -1 LMy Documents
|_:) _eMy Compuker
. MyRecent &y Metwork Places
'_‘,Ig Docunjents 5naglt 6

My tompuler Fr -} SnagIt Studio 6

= Desktop E‘

‘,'] File name: b Type: BIN File
My Néi\'.:mk Save as type: -bin Document w Cancel gi::::: ngf&d: 10711f2002 3:34 PM
My Documents
3. When the save is complete, you will see the window below. Click “Close”. "
.“I_
Download complete My EDJmputer
Fh .
k‘.‘.‘.‘a BopnloadiEarlets M}'Pfl‘lait;\‘;fk File name: |cnnfig j Open |
Saved: Files of type: |AII Files %) ﬂ Cancel

config.bin fram 192,168.2.1

[TITTTIT] [TTT]

Downloaded:
Diownload kot
Transfer rate:

16.0kBin 1 sec
Ci\Dacuments and Setting. .. \config. bin
16,0 KBfSec

[] Claze this dialog bax when download complates

I Open I I Open Folder ‘ |_RYCIOSE |

The configuration is now saved.

66

67



USING THE WEB-BASED ADVANCED USER INTERFACE

2. You will be asked if you want to continue. Click “OK”.

Microsoft Internet Explorern

9

__./ Do you wank o continue and restore sekkings?

| Ok, %_H Cancel ]

3. A reminder window will appear. It will take up to 60 seconds for the
configuration restoration to complete. Click “OK”.

Microsoft Internet Explorer

' After settings are restored, the bas%ﬁation may nok respond
to commands for as long as one minuke,

This is normal, Do not power down the base station during this time.

Lo |

4. A 60-second countdown will appear on the screen. When the countdown
reaches zero, the Router's configuration will be restored. The Router home
page should appear automatically. If not, type in the Router's address
(default = 192.168.2.1) into the navigation bar of your browser.

Restored Settings Successfully

The restored settings is complete when the power light stops blinking.

Router is rebooting seconds remaining.,
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Updating Firmware

From time to time, Belkin may release new versions of the Router's firmware.
Firmware updates contain feature improvements and fixes to problems that may
have existed. When Belkin releases new firmware, you can download the
firmware from the Belkin update website and update your Router’s firmware to
the latest version.

Firmware Update

From time to time, Belkin may release new versions of the Router's firmware, Firmware
updates contain improverments and fixes to problems that may have existed, Click the link
below to see if there is a new firmware update available for this Router,

MOTE: Please backup your current settings before updating to a new version of firmware,
Click Here to go to the Save/Backup current settings page.

Check For New Firmware Check Firmware

¥Yersion

Update Firmware > | Browse. .
Update

Checking for a New Version of Firmware

The “Check Firmware” (1) button allows you to instantly check for a new version
of firmware. When you click the button, a new browser window will appear
informing you that either no new firmware is available or that there is a new
version available. If a new version is available, you will have the option to
download it.
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Downloading a New Version of Firmware

If you click the “Check Firmware” button and a new version of firmware is
available, you will see a screen such as the following.

1. To download the new version of firmware, click “Download”.

2} New Firmware &vailable - Microsoft Internet Exploren

A new firmware is available for vour router,

Model Marne :FSDE231-4P

Belkin Wirelesz Router Verzion :0.00,013

Felease Data 12002/10/09

Image location :httpiffnetworking. belkin com/update/files/FSD6231_4P_0.00,013. dIf

Updated Information

w0,00,013 ¢ 10/19/2002

= Fized Autornatic Firrmware Motification version checking.
== Fixed PPPcE idle timeout disconnects in zeconds,

= Fixed lagin timeout failed,

DownI?ad
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2. A window will open that allows you to select the location where you want to
save the firmware file. Select a location. You can name the file anything you
want, or use the default name. Be sure to locate the file in a place where you
can locate it yourself later. When you have selected the location, click “Save”

Save As @@
Savein | [} Desktop - s [7-
L% LMy Docurnents
“) j My Computer
My Recent ‘3My Metwork Places
Drocuments
7 %
Desktop

My Docurments

1
58
My Computer
€@ e .
=
My Metwark Save as ype hit D ocurment v Cancel

3. When the save is complete, you will see the following window. Click “Close”.

Download complete

Fh

=1 Download Cornplete

Saved:

config.bin from 192.168.2.1

10 ]
Dovwnloaded: 16,0KBin 1 sec

Download bo: C:iDocuments and Setting. .. config.bin

Transfer rate: 16.0 KB/3ec

[ Clage this dislog box when dowsload completes

[ Open ] IDpen FolderJ |_R§C|0Se |

The download of the firmware is complete. To update the firmware, follow the
next steps in “Updating the Router's Firmware”.
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Updating the Router’s Firmware

1. In the “Firmware Update” page, click “Browse” (2). A window will open that
allows you to select the location of the firmware update file. All firmware files
end with a “dIf".

Choose file @@

Look in: | ) My Documents j Y o -
: ﬁpMy Music
I_g) [ My Pictures
My Recent
Documents
e Type: DLF Fils
Date Modified: 10/9/2002 4:34 AM
Desklop Size: 808 KB

2. Browse to the firmware file you downloaded. Select the file by double-clicking
on the file name.

3. The “Update Firmware” box will now display the location and name of the
firmware file you just selected. Click “Update”.

Firmware Update

From time to time, Belkin may release new versions of the Router's firmware, Firmware
updates contain improvements and fixes to problerms that may have existed. Click the link
below to see if there is a new firmware update available for this Router,

MNOTE: Please backup your current settings before updating to a new version of firmware,
Click Here to go to the Save/Backup current settings page.

Check For New Firmware l

¥ersion

Check Firmware ]

C\Documents and Saftings'y
| Update

4. You will be asked if you are sure you want to continue. Click “OK”.

Update Firmware >

Microsoft Internet Explorer

P

./ Are wou sure vou want to continue with upgrading?

| K %—H Caniel J
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5. You will see one more message. This message tells you that the Router may
not respond for as long as one minute as the firmware is loaded into the
Router and the Router is rebooted. Click “OK”.

Microsoft Internet Explorer

1] AL the end of the upgrade, the Router may not respond to commands For as long as one minute, This is normal, Do not burn of f or reboot the Router
L0

during this time.
| ok L

6. A 60-second countdown will appear on the screen. When the countdown
reaches zero, the Router firmware update will be complete. The Router home
page should appear automatically. If not, type in the Router's address
(default = 192.168.2.1) into the navigation bar of your browser.

Update Firmware Successfully.

The upgrade is complete when the power light staps blinking.

Router is rebooting seconds remaining.

The firmware update is complete.

73
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Changing System Settings

The “System Settings” page is where you can enter a new administrator
password, set the time zone, enable remote management, and turn on and off
the NAT function of the Router.

Setting or Changing the Administrator Password

The Router ships with NO password entered. If you wish to add a password for
greater security, you can set a password here. Write down your password and
keep it in a safe place, as you will need it if you need to log into the Router in
the future. It is also recommended that you set a password if you plan to use
the remote management feature of your Router.

Administrator Password:

The Router ships with MO password entered, If you wish to add a password for
rmore security, you can set a password here. More Info

- Type in current
Password >

- Type in new Password >
- Confirm new Password >

- Login Timeout > 10 (1-99 minutes)

Changing the Login Timeout Setting

The login timeout option allows you to set the period of time that you can be
logged into the Router's advanced setup interface. The timer starts when there
has been no activity. For example, you have made some changes in the advanced
setup interface, then left your computer alone without clicking “Logout™.
Assuming the timeout is set to 10 minutes, then 10 minutes after you leave, the
login session will expire. You will have to login to the Router again to make any
more changes. The login timeout option is for security purposes and the default
is set to 10 minutes. Note: Only one computer can be logged into the Router's
advanced setup interface at one time.
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Setting the Time and Time Zone

The Router keeps time by connecting to a Simple Network Time Protocol (SNTP)
server. This allows the Router to synchronize the system clock to the global
Internet. The synchronized clock in the Router is used to record the security log
and control client filtering. Select the time zone that you reside in. If you reside
in an area that observes Daylight Saving, then place a check mark in the box
next to “Enable Daylight Saving”. The system clock may not update immediately.
Allow at least 15 minutes for the Router to contact the time servers on the
Internet and get a response. You cannot set the clock yourself.

Time and Time Zone: September 23, 2002 2:00:24 PM

Please set your time Zone. If vou are in an area that observes daylight saving
check this box, More Info

- Time Zone > (GMT-08) Pacific Time (US & Canada); Tijuana

- Daylight Savings > D Enable Daylight Sawing
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Enabling Remote Management

Before you enable this advanced feature of your Belkin Router, MAKE SURE YOU
HAVE SET THE ADMINISTRATOR PASSWORD. Remote management allows you to
make changes to your Router’s settings from anywhere on the Internet. There are
two methods of remotely managing the Router. The first is to allow access to the
Router from anywhere on the Internet by selecting “Any IP address can remotely
manage the Router”. By typing in your WAN IP address from any computer on the
Internet, you will be presented with a login screen where you need to type in
the password of your Router. The second method is to allow a specific IP address
only to remotely manage the Router. This is more secure, but less convenient. To
use this method, enter the IP address you know you will be accessing the Router
from in the space provided and select “Only this IP address can remotely manage
the Router”. Before you enable this function, it is STRONGLY RECOMMENDED that
you set your administrator password. Leaving the password empty will potentially
open your Router to intrusion.

Remote Management:

ADYANCED FEATURE! Remote management allows wou to make changes to your
Router's settings from anywhere on the Internet. Before wou enable this function,
MAKE SURE YOU HAYE SET THE ADMIMNISTRATOR PASSYORD. More Info

D Any IP address can remotely manage the router.

- Only this IP address can
remotely manage the 1] 0 0 .\a
router™
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Enabling/Disabling NAT (Network Address Translation)
Note: This advanced feature should be employed by advanced users only.

Before enabling this function, MAKE SURE YOU HAVE SET THE ADMINISTRATOR
PASSWORD. Network Address Translation (NAT) is the method by which the
Router shares the single IP address assigned by your ISP with the other
computers on your network. This function should only be used if your ISP
assigns you multiple IP addresses or you need NAT disabled for an advanced
system configuration. If you have a single IP address and you turn NAT off, the
computers on your network will not be able to access the Internet. Other
problems may also occur. Turning off NAT will disable your firewall functions.

NAT Enabling:

ADYAMNCED FEATURE! Allows you to turn the Metworl Address Translation feature
of the Router off. In almost every case you would NOT want to turn this feature
off. More Info

- NAT Enable / Disable = '@.\-' Enable 'C.\-' Disable
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Enabling/Disabling UPnP

UPnP (Universal Plug-and-Play) is yet another advanced feature offered by your
Belkin Router. It is a technology that offers seamless operation of voice
messaging, video messaging, games, and other applications that are UPnP-
compliant. Some applications require the Router's firewall to be configured in a
specific way to operate properly. This usually requires opening TCP and UDP
ports, and in some instances, setting trigger ports. An application that is UPnP-
compliant has the ability to communicate with the Router, basically “telling” the
Router which way it needs the firewall configured. The Router ships with the
UPnP feature disabled. If you are using any applications that are UPnP-
compliant, and wish to take advantage of the UPnP features, you can enable the
UPnP feature. Simply select “Enable” in the “UPnP Enabling” section of the
“Utilities” page. Click “Apply Changes” to save the change.

UPNP Enabling:

ADYANCED FEATURE! allows you to turn the UPMNF feature of the Router off. In
almost every case you would NOT want to turn this feature off. More Info

- UPNP Enable / Disable > (%) Enable () Disable
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Enabling/Disabling Auto Firmware Update

This innovation provides the Router with the built-in capability to automatically
check for a new version of firmware and alert you that the new firmware is
available. When you log into the Router's advanced interface, the Router will
perform a check to see if new firmware is available. If so, you will be notified.
You can choose to download the new version or ignore it. The Router ships with
this feature enabled. If you want to disable it, select “Disable” and click

“Apply Changes”.

Automatic Firmware Notification:

More Info
- Automatic Firmware
MNotification Enable / () Enable *' Disable
Disable =
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MANUALLY CONFIGURING NETWORK SETTINGS

Set up the computer that is connected to the cable or DSL modem FIRST using
these steps. You can also use these steps to add computers to your Router after
the Router has been set up to connect to the Internet.

Manually Configuring Network Settings in Mac OS up to 9.x

1. Pull down the Apple menu. Select “Control Panels” and select “TCP/IP".

2. You will see the TCP/IP control panel. Select “Ethernet Built-In” or “Ethernet”
in the “Connect via:” drop-down menu (1).

@D — —  —  —T1wmMpP——————— H
mf‘{ Ethernet i]
(2) — Setup
Configure T | Manually i_l

3. Next to “Configure” (2), if “Manually” is selected, your Router will need to be
set up for a static IP connection type. Write the address information in the
table below. You will need to enter this information into the Router.

IP address: |

Subnet Mask: |

Router Address: |

Name Server Address: |
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4. If not already set, at “Configure:”, choose “Using DHCP Server”. This will tell
the computer to obtain an IP address from the Router.

I=————nrmMP==————— B

Connect via: [ Ethernet i]

Configure: [ Uzing DHCF Server i]

5. Close the window. If you made any changes, the following window will appear.
Click “Save™

Save changes to the current configuration?

Saving the changes may interrupt any TCP/IP
services currently established.

[ Cancel ] ” Save ]|

Restart the computer. When the computer restarts, your network settings are now
configured for use with the Router.
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Manually Configuring Network Settings in Mac OS X 4. Select the “TCP/IP” tab (3). Next to “Configure” (4), you should see
_ sure that “Connect using PPPoE” is NOT selected. If it is, you will need to
i g configure your Router for a PPPoE connection type using your user name
n and password.
b 5. If “Manually” is selected, your Router will need to be set up for a static IP
- 2 connection type. Write the address information in the table below. You will
2. Select “Network” (1) from the “System Preferences” menu. need to enter this information into the Router.
8o System Preferences =
Personal IP address:
i @ L-.l fm\ |@ @ Subnet Mask: |
Desktop Dock General International Login Screen Saver Universal
Access Router Address: |
Hardware |
= y Name Server Address:
e = ¢ B Q A
(1) \ ColorSync Di;pla.vs Energ;sa\fer Keyboard Mou_s:z Sound
Intern Network
= 2 == 6. If not already selected, select “Using DHCP” next to “Configure” (4), then
& @ @ L& click “Apply Now”.
Internet MNetwork QuickTime Sharing

Your network settings are now configured for use with the Router.
3. Select “Built-in Ethernet” (2) next to “Show in the Network menu.

8o Network =

(2) Location: = Automatic ?‘
— e B

\

Show:™ Built-in Ethernet e |
3) — — S——
TCP/IP PPPoE™| AppleTalk | Proxies

Configure:_ Using DHCP e

Domain Name Servers (Optional)

(4) 1 IP Address:
(Provided by DHCP Server)

Subnet Mask: 255.255.255.0

Router: 10.10.2.1 Search Domains (Optional)

DHCP Client ID:
{Optional)

Example: apple.com, earthlink.net

Ethernet Address: 00:03:93:0b:c6:d4

82 83



MANUALLY CONFIGURING NETWORK SETTINGS IN WINDOWS 2000, NT, OR XP

1. Click “Start”, “Settings”, then “Control Panel”.

2. Double-click on the “Network and dial-up connections” icon (Windows 2000)
or the “Network” icon (Windows XP).

3. Right-click on the “Local Area Connection” associated with your network
adapter and select “Properties” from the drop-down menu.

4. In the “Local Area Connection Properties” window, click “Internet Protocol
(TCP/1P)” and click the “Properties” button. The following screen will appear:

Internet Protocol (TCP/IP) Properties b

General

this capabilty. Othervi
the appopriate IP settings

You can get P settings assigned autamaticaly f paur netwark supparts
? ise. pou need to ask your network administrator for

= () Obtain an P address automatically

|~ %) Use the folowing IP addiess:

/ P address: 64125, 2 15
(2) Subnet mask: 256. 0 o ]
Default gatoway 64 15 2 1
@ —__|
T (& Uss the following DNS server a ddiesses
Prefened DNS server, B4, 25 2 .02
Altemate DMS server B4 25 22 103

[ advanced

s

5. If “Use the following IP address” (2) is selected, your Router will need to be
set up for a static IP connection type. Write the address information the table
below. You will need to enter this information into the Router.

IF address: |

Subnet Mask: |

Default gateway: |

Preferred DNS server: |

Alternate DNS server: |

6. If not already selected, select “Obtain an IP address automatically” (1) and
“Obtain DNS server address automatically” (3). Click “OK”.

Your network settings are now configured for use with the Router.
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1. Right-click on “My Network Neighborhood” and select “Properties” from the
drop-down menu.

2. Select “TCP/IP -> settings” for your installed network adapter. You will see the
following window.

Bindings l Advanced ] MetBIOS ]
(1) __——— DNS Configuiation L Gateway | WINS Configuration 1P el (3)

A |P address can be automalically assigned o this computer
) IF your network does not automatically assign P addiesses, ask
your network administrator for an address, and then type itin
the space below.
& {btain an IP address automanicail
" Specify an IP address:

[T rri
Crrri

v Dietect connection to network media

Cancel

3. If “Specify and IP address” is selected, your Router will need to be set up for
a static IP connection type. Write the address information in the table below.
You will need to enter this information into the Router.

4. Write the IP address and subnet mask from the “IP Address” tab (3).
5. Click the “Gateway” tab (2). Write the gateway address down in the chart.
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MANUALLY CONFIGURING NETWORK SETTINGS IN WINDOWS 98 OR ME RECOMMENDED WEB BROWSER SETTINGS

6. Click the “DNS Configuration” tab (1). Write the DNS address(es) in the chart. In most cases, you will not need to make any changes to your web browser's
settings. If you are having trouble accessing the Internet or the advanced web-
IP address: | based user interface, then change your browser's settings to the recommended

Subnet Mask: | SEttingS in this section.

Internet Explorer 4.0 or Higher
1. Start your web browser. Select “Tools” then “Internet Options™.

Default gateway: |

Preferred DNS server: |

4} Welcome to Belkin - Networking Components and Cables - Microsoft Internet ___ [Hi[=] E3
Fie Edt View Favortes | Tooks Help n

7. If not already selected, select “Obtain IP address automatically” on the IP & . @ f"‘” ‘;”C”_*em i~ SN B B
address tab. Click “OK”. Back Stop j_nc IONiZe... arch  Favorites  History Mail
indaws Update

Links **| | Address €] http://cat

Alternate DNS server:

. View.process?section_ld=4LJ o Go
Restart the computer. When the computer restarts, your network settings are now

configured for use with the Router.

Show Belated Links

-

G PEOPLE WITI

&. search:] GO @ (

2. In the “Internet Options” screen, there are three selections: “Never dial a
connection”, “Dial whenever a network connection is not present”, and
“Always dial my default connection”. If you can make a selection, select
“Never dial a connection”. If you cannot make a selection, go to the
next step.

Internet Dptions. .. \
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RECOMMENDED WEB BROWSER SETTINGS

3. Under the “Internet Options” screen, click on “Connections” and select
“LAN Settings...”

RECOMMENDED WEB BROWSER SETTINGS

Netscape Navigator 4.0 or Higher
1. Start Netscape. Click on “Edit” then “Preferences”.

2. In the “Preferences” window, click on “Advanced” then select “Proxies”. In the
“Proxies” window, select “Direct connection to the Internet”.

Internet Options EH

General ] Security ] Content  Connections lF‘ru:ugrams ] Advanced ]

O.‘ Use the Inkernet Connection \Wizard ko Categary | Braves |

—J conneck vour computer to the Internet, = Appearance

EDTtS - Configure Proxies to Access the Internet |
. : olors
|::'|-EI|"-|I:| settings Thonas A network pro=y provides additional security between pour computer and the |
Internet. Frovies can alzo increaze performance between multiple networks, by
Aadd... " Content Packs using caches to reduce traffic. |
= M avigat : :
b an::goa;e[[ (®) Direct connection to the Internet
[ Mail and Mewsaroups (O Manual prosy configuration [

ool 77 o)
= Advanced Gopher Prowy: | | e l:l
4. Make sure there are no check marks next to any of the displayed options: L2k HTTPProw: | | Part: [0 ]|
“Automatically detect settings”, “Use automatic configuration script”, and Scftware Istala. | | 39Pow | P O]
“Use a proxy server”. Click “OK™ Then click “OK” again in the “Internet ?;T;enwml SR ot : M :1

Dffline and Disk Space Roodiior

Options” page.

Example: .yourcompany. com, Jourcampany. co.nz
(O Automatic prosy configuration LIRL:

Local Area Hetwork [LAN] Settings HE

Autamatic configuration

Autamatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

v automatically detect settings: [ Ok ][ Cancel ] [ Help

™ Use automatic configuration script

Proxy server

™ Use a proxy server

| ez

=
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TROUBLESHOOTING

You can find technical support information at www.networking.belkin.com or
www.belkin.com through the tech support area. If you want to contact technical
support by phone, please call 800-223-5546.

Problem Possible Cause/Solution

1. The software must be run from the computer
that is connected to the modem. The
Internet connection must be active and
working at the time of installation. Connect
your computer back to the modem and make
sure the Internet connection is working.
Once you have verified that the Internet
connection is working, run the Easy Install
Wizard again.

2. If your ISP requires a user name and
password, make sure that you have typed in
your user name and password correctly. Some
user names require that the ISP's domain be
at the end of the name. Example
“myname@myisp.com”. The “@myisp.com”
part of the user name may need to be typed
as well as your user name.

3. Make sure that the modem is ON. Check the
wall adapter and the power connection at
the modem. Some modems have a power
switch. Make sure the power switch is in the
ON position.

The Easy Install Wizard is
not able to connect my
Router to the Internet.
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The Easy Install Wizard is
not able to find my Router.

The WAN link LED is not on
or | cannot connect to the
cable or DSL modem.

1.

1.

Make sure that the Router is ON. The
Power/Ready light will be on GREEN and
SOLID. Check the power supply connection at
the wall and the Router.

. Make sure that the LAN link light that

corresponds to the port you connected to
the computer is ON. Check the network cable
going from the computer to the Router.

. If the Easy Install Wizard told you that it

detected multiple network adapters, run the
Easy Install Wizard again and try a different
adapter.

Check the connection between the Router
and the cable or DSL modem. Make sure the
network cable from the cable or DSL modem
is connected to the port on the Router
labeled “Internet/WAN”".

. Make sure the cable or DSL modem is

powered and switched on.

. Make sure the Router has power. The

Power/Ready LED should be illuminated.

. Make sure the cable between the modem and

the Router is the cable that was provided
with the modem.
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1.

My connection type is
“static IP address”. | cannot
connect to the Internet.

My connection type is
“dynamic IP address”. |
cannot connect to the
Internet.

Since your connection type is “static IP
address”, your ISP must assign you the IP
address, subnet mask, and gateway address.
Make sure that the Router's connection type
is configured as “Static IP Address” and
verify your settings.

. Your ISP may bind your connection to the

MAC address of your computer’s NIC. Clone
your MAC address.

. Make sure your computers are correctly

configured and all network cables are
properly connected.

. Make sure the cable or DSL line is properly

attached on your cable or DSL modem. Refer
to the manual of your modem to verify that
it works normally.

. Make sure the network cable between the

modem and the barricade is well connected.
Power off the modem; wait a few seconds
and then power it on again.

. Your ISP may bind your connection to the

MAC address of your computer’s NIC. Clone
your MAC address.
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My connection type is
“PPPoE™. | cannot connect
to the Internet.

1.

Since your connection type is PPPOE, your
ISP will assign you a user name and
password and sometimes a service name.
Make sure the Router connection type is
configured as “PPPoE” and these settings are
entered properly.

. Make sure your computers are correctly

configured and all network cables are
properly connected.

. Make sure the coaxial cable or DSL line is

properly attached on your cable or DSL
modem. Refer to the manual of your modem
to verify it works normally.

. Make sure the network cable between the

modem and the Router is well connected.
Power off the modem for a few seconds and
power on it again.

. Your ISP may bind your connection to the

MAC address of your computer’s NIC. Clone
your MAC address.
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INFORMATION

FCC Statement

DECLARATION OF CONFORMITY WITH FCC RULES FOR
ELECTROMAGNETIC COMPATIBILITY

We, Belkin Corporation, of 501 West Walnut Street, Compton, CA 90220, declare under our sole
responsibility that the product,

F5D7230-4

to which this declaration relates,

complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this
device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

Caution: Exposure to Radio Frequency Radiation.

The radiated output power of this device is far below the FCC radio frequency exposure limits.
Nevertheless, the device shall be used in such manner that the potential for human contact
normal operation is minimized.

When connecting an external antenna to the device, the antenna shall be placed in such a
manner to minimize the potential for human contact during normal operation. In order to avoid
the possibility of exceeding the FCC radio frequency exposure limits, human proximity to the
antenna shall not be less than 20cm (8 inches) during normal operation.

Federal Communications Commission Notice

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation.

This equipment generates, uses, and can radiate radio frequency energy. If not installed and used
in accordance with the instructions, it may cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged
to try and correct the interference by one or more of the following measures:

« Reorient or relocate the receiving antenna.
« Increase the distance between the equipment and the receiver.

« Connect the equipment to an outlet on a circuit different from that to which the receiver
is connected.

« Consult the dealer or an experienced radio/TV technician for help.
Modifications

The FCC requires the user to be notified that any changes or modifications to this device that
are not expressly approved by Belkin Components may void the users authority to operate
the equipment.
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Canada- Industry Canada (IC)

The wireless radio of this device complies with RSS 139 & RSS 210 Industry Canada. This Class B
digital complies with Canadian ICES-003.

Cet appareil numérique de la classe B conforme & la norme NMB-003 du Canada.

Europe-European Union Notice

Radio products with the CE 0682 or CE alert marking comply
with the R&TTE Directive (1995/5/EC) issued by the Commission of the (E 0682®

European Community.

Compliance with this directive implies conformity to the following European Norms (in brackets
are the equivalent international standards).

« EN 60950 (IEC60950) — Product Safety

« EN 300 328 Technical requirement for radio equipment

« ETS 300 826 General EMC requirements for radio equipment.
To determine the type of transmitter, check the identification label on your Belkin product.

(B

Products with the CE marking comply with the EMC Directive (89/336/EEC) and the Low Voltage
Directive (72/23/EEC) issued by the Commission of the European Community. Compliance with
these directives implies

conformity to the following European Norms (in brackets are the

equivalent international standards). c E
« EN 55022 (CISPR 22) — Electromagnetic Interference

< EN 55024 (IEC61000-4-2,3,4,5,6,8,11)- Electromagnetic Immunity

« EN 61000-3-2 (IEC610000-3-2) - Power Line Harmonics

< EN 61000-3-3 (IEC610000) — Power Line Flicker

« EN 60950 (IEC60950) — Product Safety

Products that contain the radio transmitter are labeled with CE 0682 or CE alert marking and may
also carry the CE logo.
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INFORMATION

Belkin Corporation Limited Lifetime Product Warranty

Belkin Corporation warrants this product against defects in materials and workmanship for its
lifetime. If a defect is discovered, Belkin will, at its option, repair or replace the product at no
charge provided it is returned during the warranty period, with transportation charges prepaid, to
the authorized Belkin dealer from whom you purchased the product. Proof of purchase may be
required.

This warranty does not apply if the product has been damaged by accident, abuse, misuse, or
misapplication; if the product has been modified without the written permission of Belkin; or if
any Belkin serial number has been removed or defaced.

THE WARRANTY AND REMEDIES SET FORTH ABOVE ARE EXCLUSIVE IN LIEU OF ALL OTHERS,
WHETHER ORAL OR WRITTEN, EXPRESSED OR IMPLIED. BELKIN SPECIFICALLY DISCLAIMS ANY AND
ALL IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE.

No Belkin dealer, agent, or employee is authorized to make any modification, extension, or
addition to this warranty.

BELKIN 1S NOT RESPONSIBLE FOR SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES RESULTING
FROM ANY BREACH OF WARRANTY, OR UNDER ANY OTHER LEGAL THEORY, INCLUDING BUT NOT
LIMITED TO, LOST PROFITS, DOWNTIME, GOODWILL, DAMAGE TO OR REPROGRAMMING, OR
REPRODUCING ANY PROGRAM OR DATA STORED IN, OR USED WITH, BELKIN PRODUCTS.

Some states do not allow the exclusion or limitation of incidental or consequential damages or
exclusions of implied warranties, so the above limitations of exclusions may not apply to you.
This warranty gives you specific legal rights, and you may also have other rights that vary from
state to state.
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