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Targeting requirement for residential, SOHO (Sr@dflce and Home Office) and business
users, the Vigor2800 series is an ADSL2/2+ enainietjrated access device. With
downstream speed up to 12Mbps (ADSL2) or 24MbpsAP+), the Vigor2800V/VG
provides exceptional bandwidth for Internet access.

To secure your network, the Vigor2800 series prewidn advanced firewall with advanced
features, such as NAT with multi VPN pass-througfateful Packet Inspection (SPI) to offer
network reliability by detecting and prohibiting lc#ous penetrating packets,
user-configurable web filtering for parental cohegainst network abuse etc.

Vigor2800 series is embedded with an 802.11g canpivireless module which provides
wireless LAN access with data rate as much as 108MpuperG. As for data privacy of
wireless network, the Vigor2800 series can enctldesmsmissions data with standard WEP
and industrial strength WPA2 (IEEE 802.11i) encigipt Additional features include Wireless
Client List and MAC Address Control for maintainiogntrol over user’s authorization in
your network, and Hidden SSID for being invisibdeautside intruders scanning.

The displays of LED indicators and connectors lfi@r riouters are different slightly.
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1.1.1 For Vigor2800

LAN
————
ACT QoS P2P Firewall VPN DSL Printer P1 P2 B8 P4

[4
P4 P3 P2 P1

Factory
Printer PWR DSL Reset

LED Explanation

LED Status Explanation
ACT Blinking The router is powered on and running properly.
(Activity) on The router is powered on.
QoS On The QoS function is active.
Off The QoS function is inactive.
P2P On The P2P function is active.
Blinking Starts to prohibit P2P data.
VPN On The VPN tunnel is launched.
DSL On The ADSL, ADSL2/2+ line is connected.
Printer On The USB interface printer is ready.
LAN (P1, P2, | Orange A normal 10Mbps connection is through its
P3, P4) corresponding port.
Green A normal 100Mbps connection is through its
corresponding port.
Blinking Ethernet packets are transmitting.

Connector Explanation

Interface Description

Printer Connecter for a USB printer.

PWR Connecter for a power adapter with 12-15VDC.

ON/OFF Power Switch.

LAN P4 - P1 Connecters for local networked devices.

DSL Connecter for accessing Internet with the ADERSL 2/2+ line

Factory Reset Restore the default settings.

Usage: Turn on the router (ACT LED is blinking)eBs the hole and
keep for more than 5 seconds. When you see thel&IX begins to
blink rapidly than usual, release the button. Ttenrouter will restart
with the factory default configuration.
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1.1.2 For Vigor2800G

LAN
ACT QoS P2P FirewallWLAN DSL Printer P1

] 0 0 O

c—— 10 e e 0 e e e e e e e e e e e e

fi —
[m? wwwwds .
: Printer P4 P3 P2 P1 ‘d

Factory
PWR DSL Reset

LED Explanation

LED Status Explanation
ACT (Activity) Blinking The router is powered on and running prope
On The router is powered on.
QoS On The QoS function is active.
Off The QoS function is inactive.
P2pP On The P2P function is active.
Blinking Starts to prohibit P2P data.
Firewall On The DoS function is enabled.
Blinking When encountered DoS attacks.
WLAN On Wireless access point is ready.
Blinking Wireless traffic goes through.
Off Wireless access point is turned off.
DSL On The ADSL, ADSL2/2+ line is connected.
Printer On The USB interface printer is ready.
LAN (P1, P2, Orange A normal 10Mbps connection is through its corresfiog
P3, P4) port.
Green A normal 100Mbps connection is through itsesponding
port.
Blinking Ethernet packets are transmitting.

Connector Explanation

Interface Description

Printer Connecter for a USB printer.

PWR Connecter for a power adapter with 12-15VDC.

ON/OFF Power Switch.

LAN P4 — P1 Connecters for local networked devices.

DSL Connecter for accessing Internet with the ADRSL2/2+ line

Factory Reset Restore the default settings.
Usage: Turn on the router (ACT LED is blinking)eBs the hole and keep for
more than 5 seconds. When you see the ACT LED begihlink rapidly than
usual, release the button. Then the router withrésvith the factory default
configuration.
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1.1.3 For Vigor2800V

Phone LAN
— —
ACT QoS FXS1 FXS2 VPN DSL Printer P1 P2 P3 P4
™

)8 8 8 8 8 s

ST

DSL

P4 P3 P2 P1

2T

actory
eset
T

LED Explanation

LED Status Explanation
ACT Blinking The router is powered on and running properly.
(Activity) on The router is powered on.
QoS On The QoS function is active.
Off The QoS function is inactive.
FXS1/FXS2 On The phone is off hook (the handset of phonaigmg).
Blinking A phone call is incoming.
VPN On The VPN tunnel is launched.
DSL On The ADSL, ADSL2/2+ line is connected.
Printer On The USB interface printer is ready.
LAN (P1, P2, | Orange A normal 10Mbps connection is through its corregpog
P3, P4) port.
Green A normal 100Mbps connection is through its
corresponding port.
Blinking Ethernet packets are transmitting.

Connector Explanation

Interface

Description

Printer Connecter for a USB printer.

PWR Connecter for a power adapter with 12-15VDC.

ON/OFF Power Switch.

FXS2 & FXS1| Connecters for telephone set and analog phoneMuith
communication.

LAN P4 — P1 Connecters for local networked devices.

DSL Connecter for accessing Internet with the ADERSL 2/2+ line

Factory Reset

Restore the default settings.
Usage: Turn on the router (ACT LED is blinking)eBs the hole and
keep for more than 5 seconds. When you see thel&IXbegins to
blink rapidly than usual, release the button. Ttenrouter will restart
with the factory default configuration.
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1.1.4 For Vigor2800VG

Phone

LAN

— ——————
{ ACT QoS FXS1 FXS2 WLAN DSL Printer P1 P2 P3 P4

M

P4 P3 P2 P1

Facto
DSL Reset

LED Explanation

LED Status Explanation
ACT Blinking The router is powered on and running properly.
(Activity) on The router is powered on.
QoS On The QoS function is active.
Off The QoS function is inactive.
FXS1/FXS2 On The phone is off hook (the handset of phonaigmg).
Blinking A phone call is incoming.
WLAN On Wireless access point is ready.
Blinking Wireless traffic goes through.
Off Wireless access point is turned off.
DSL On The ADSL, ADSL2/2+ line is connected.
Printer On The USB interface printer is ready.
LAN (P1, P2, | Orange A normal 10Mbps connection is through its corregpog
P3, P4) port.
Green A normal 100Mbps connection is through its
corresponding port.
Blinking Ethernet packets are transmitting.

Connector Explanation

Interface Description

Printer Connecter for a USB printer.

PWR Connecter for a power adapter with12-15VDC.

ON/OFF Power Switch.

FXS2 & FXS1| Connecters for telephone set and analog phoneVioith
communication.

LAN P4 —P1 | Connecters for local networked devices.

DSL Connecter for accessing Internet with the ADSL,ARB+ line

Factory Reset

Restore the default settings.

Usage: Turn on the router (ACT LED is blinking)eBs the hole and
keep for more than 5 seconds. When you see thel&IX begins to
blink rapidly than usual, release the button. Ttenrouter will restart
with the factory default configuration.
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Before starting to configure the router, you havednnect your devices correctly.

1.
2.

5.
6.

Connect the DSL interface to the external ADSLtegliwith an ADSL line cable.

Connect one port of 4-port switch to your computith a RJ-45 cable. This device
allows you to connect 4 PCs directly.

Connect one end of the power cord to the power gidttis device. Connect the other
end to the wall outlet of electricity.

Connect the telephone sets with phone lines (fimgugolP function). For the user of the
model without VoIP ports, skip this step.

Power on the router.

Check theACT LED to assure network connections.

(For the detailed information of LED status, pleesfer to section 1.1.)

@

Analog Phone Analog Phone

P4 P P2 P1

@
.

i@

»‘<

2 1

ADSL
Splitter Internet

or
(Microfilter) .
Land line jack

Caution: Each of the FXS ports can be connected to amgmdione only. Do not
connect the FXS ports to the telephone wall ja¢ks Tonnection might damage youf
router.
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For use the router properly, it is necessary far tpochange the password of web
configuration for security and adjust primary basattings.

This chapter explains how to setup a passwordrf@dministrator and how to adjust basic
settings for accessing Internet successfully. Barawhat only the administrator can change
the router configuration.

To change the password for this device, you haaetess into the web browse with default
password first.

1. Make sure your computer connects to the routeectyr.

4 Notice: You may either simply set up your compuiteget IP dynamically
€ from the router or set up the IP address of theputert to be the same
subnet ashe default IP address of Vigor router 192.168.1.1For the
detailed information, please refer to the latetisac Trouble Shooting of
this guide.

2. Open a web browser on your PC and titip://192.168.1.1 A pop-up window will
open to ask for username and password. Pleasel¢yaelt values (both username and
password are Null) on the window for the first timeeessing and clioRK for next
screen.

Connect to 192.168.1.1

>

; !‘1 I| \l\

Lagin ko the Router Web Configurator

Lser name: [ 5} v
Password:

[Iremember my password

[ [ 4 l [ Cancel

3. Now, theMain Screenwill pop up.

Vigor2800 Series User’s Guide 7



-
Vigor2800.Seri€ Dray Tek
ADSLZIZ"I'IROE.I@: . www.draytek.com
|
System Status B
Quick Start Wizard
Online Status
b Model Name : Vigor2800 series
Internet Access Firmware Version :2.6.3_RC2_D57
LAN Build Date/ Time : Fri Dec 2 9:59:47.45 2005
NAT
Firewall
Applications LAN WAN
VPN and Remote Access MaAC Address : 00-50-7F-00-00-00 MAC Address : 00-50-7F-00-00-01
Certificate Management 1st IP Address 1 192,168.1.1 Connection e 3
VoIP 1st Subnet Mask @ 255.255.255.0 IP Address e
5 DHCP Server i Yes Default Gatewa e
Yirolass L AN DNS Y 194.109.6.66
System Maintenance
Diagnosics voIp wireless LAN
Port 01 2 M&C Address 1 00-0f-ea-fB-23-46
SIP registrar : Frequency Domain : FCC
Account 1D 1 FWD FWD Firrmware Yersion @ w2.01.10.10.5.3
Register :
Codec :
In Calls | o =
Out Calls | o
]

4. Go toSystemMaintenance page and choos&dministrator Password.

System Maintenance >> Administrator Password Setup

Administrator Password

Cld Passwaord | |

Mew Password | |

Retype Mew Password | |

5. Enter the login password (the default is blankjhanfield of Old Password Type a new
one in the field oNew Passwordand retype it on the field &etype New Password
Then clickOK to continue.

6. Now, the password has been changed. Next timeghesgew password to access the
Web Configurator for this router.

Connect to 192.168.1 .1

Login to the Router Web Configurator

Lser name: [ v ‘

Password: [ “ene |

[ Jremember my password

[ OK ][ Cancel ]
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If your router can be under an environment witthrsgeed NAT, the configuration provide
here can help you to deploy and use the routekiyui€he first screen oQuick Start
Wizard is entering login password. After typing the passiy please clickext.

Quick Start Wizard

1. Enter login password

Flease enter an alpha-numeric string as your Password (Max 23 characters),

MNew Passward

Confirm Passwaord

2.2.1 Adjusting Protocol/Encapsulation

In theQuick Start Wizard, you can configure the router to access the letemith different
protocol/modes such &PPoE PPPoA, Bridged IP, or Routed IR The router supports the
DSL WAN interface for Internet access.

Quick Start Wizard

2. Connect to Internet

WCI 36
I Protocaol / Encapsulation 1483 Routed IP WC-Mux (IPod) v l

PPFoE LLC/SMAP

PPPoE %G MUK

PPPoA LLC/SHNAR

PPPos W C ML

1483 Bridged IP LLC

1483 Routed IP LLC

1453 Bridged P VC-Musx

14583 Routed P YG-Musx (IPoA)
1483 Bridged IP (IPoE)

Fixed IP

IP Address

Subnet Mask

Default Gateway

Primary DNS

Second DNS

(5] (o]

Now, you have to select an appropriate WAN conoedlype for connecting to the Internet
through this router according to the settings ytoatr ISP provided.

VPI Stands fowirtual Path Identifier . It is an 8-bit header inside each
ATM cell that indicates where the cell should beteal. The ATM,
is a method of sending data in small packets efdfigizes. It is
used for transferring data to client computers.

VCI Stands foNVirtual Channel Identifier. It is a 16-bit field inside
ATM cell's header that indicates the cell's nexstil@ation as it

Vigor2800 Series User’s Guide 9



10

travels through the network. A virtual channel isgical
connection between two end devices on the network.

Protocol/Encapsulation Select an IP mode for this WAN interface. There several
available modes for Internet access sucRRIBoE PPPOA,
Bridged IP andRouted IP.

Fixed IP Click Yesto specify a fixed IP for the router. OtherwisécicNo
(Dynamic IP) to allow the router choosing a dynamic IP. If you
chooseNo, the following IP Address, Subnet Mask and Default
Gateway will not be changed.

IP Address Assign an IP address for the protocol that yoaciel

Subnet Mask Assign a subnet mask value for the protocdRoiited IP and
Bridged IP.

Default Gateway Assign an IP address to the gateway for the pobmfdRouted IP
andBridged IP.

Primary DNS Assign an IP address to the primary DNS.

Second DNS Assign an IP address to the secondary DNS.

2.2.2 PPPOE/PPPOA

PPPoOE stands fdétoint-to-Point Protocol over Ethernet It relies on two widely accepted
standards: PPP and Ethernet. It connects userggthian Ethernet to the Internet with a
common broadband medium, such as a single DSLwineless device or cable modeAl
the users over the Ethernet can share a commorectiom And the PPPoA stands for
Point-to-Point Protocol over ATM. PPPoA uses th&RIRl-up protocol with ATM as the
transport.

PPPoE or PPPoA is used for most of DSL modem uéérdecal users can share one PPPoE
or PPPoA connection for accessing the Internetr$ewice provider will provide you
information about user name, password, and auttagi@n mode.

If your ISP provides you thePPoEor PPPoA connection, please seldePPoEor PPPoA
for this router. The following page will be shown:
Quick Start Wizard

3. Set PPPoE / PPPoA

ISP Mame

User Name 84005755 hinet. net
Password sssssess
Confirm Password [TITTITTT]

Idle Timeout Seconds
[<Elack ][Next>]
ISP Name Assign a specific name for ISP requirement.
User Name Assign a specific valid user name provided by Sie.|
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Password Assign a valid password provided by the ISP.

Confirm Password Retype the password.

Always On Check this box to allow the router connecting tieeinet forever.

Idle Timeout Type in the value (unit is second) as the idle éoteof the connection.
When the time is expired, the internet connectidhbe dropped
immediately.

Click Next for viewing summary of such connection.

Quick Start Wizard

4. Please confirm your settings:

WPI H=]

WCI . 35

Protocal / Encapsulation . PPPQE / LLC
Fixed IP D Mo

Primary DNS

Secondary DMS

Always On L Yes

Click Finish. The online status of this protocol will be showrbatow.

Online Status

System Status System Uptime: 0:2:33
LAN Status Primary DNS: 163.95.192.1 Secondary DMNS: 163.95.1.1
IP Address TX Packets RX Packets
192.168.1.1 453 408
WAMN Status GW IP Addr: 61.216.116.254 Drop PPPoE
Mode IP Address TX Packets TX Rate RX Packets RX Rate Up Time
FRPoE 61.216.234,174 a2 a3 40 14 0:01:30
ADSL Information (ADSL Firmware Version: ¥.1.28.187 )
ATM Statistics TX Blocks RX¥ Blocks Corrected Blocks Uncorrected Blocks
Lz9 100 u] 2
ADSL Status Mode State Up Speed Down Speed SNR Margin @ Loop Att.
G.OMT SHOWTIME ‘04000 FRE2000 10.0 28.0

2.2.3 Bridged IP

Click 1483 Bridged IPas the protocol. Type in all the information thatiy ISP provides for
this protocol.

Vigor2800 Series User’s Guide 11
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Quick Start Wizard

2. Connect to Internet

WPI

WCI

:

I Protocol / Encapsulation

5
d)

1483 Bridged IP LLC

Fizxed IP

IP Address
Subnet Mask
Default Gateway
Primary DNS

Second DMS

Oves ® Na(Dynamic 1P}

[ <Back | [ Next> |

Cancel

After finishing the settings in this page, clidlext to see the following page.

Quick Start Wizard

4. Please confirm your settings:

WPRI

WCI

Protocol / Encapsulation
Fixed IP

Primary DNS

Secondary DNS

=]
: 35
: 1483 Bridge LLC
v Mo

Click Finish. The online status of this protocol will be showrbatow.

Online Status

System Status

System Uptime: 0:1:21

LAMN Status Primary DNS: 194, 109.6.66 Secondary DNS: 194.95.0.1
IP Address TX Packets RX Packets
192.168.1.1 277 238

WAN Status GW IP Addr: 192.168.225.120
Mode IP Address TX Packets  TX Rate RX Packets RX Rate UpTime

Static IP 192.168.225.10
ADSL Information

ATM Statistics TX Blocks
£1s

ADSL Status Mode State
ADSL2+ SHOWTIME 1088800

3 g 12 a7 0:oo:21

{ADSL Firmware Yersion: D.57.2.14 )

R¥ Blocks Corrected Blocks Uncorrected Blocks
116 16 u]
Up Speed Down Speed SAR Margin Loop Att.

22341300 6.5 0.5
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2.2.4 Routed IP

Click 1483 Routed IPas the protocol. Type in all the information thatiy ISP provides for

this protocol.

Quick Start Wizard

2. Connect to Internet

WCI 35
I Protocol / Encapsulation 1433 Houted [P LLC bt l

Fized IP

IP address
Subnet Mask
Default Gateway
Primary DNS

Second DNS

After finishing the settings in this page, clidlext to see the following page.

Quick Start Wizard

4. Please confirm your settings:

WPI

WCI

Protocol / Encapsulation
Fized IP

IP Address

Subnet Mask

Default Gateway
Primary DNS

Secondary DNS

®ves O Mo(Dynamic IF)
192.168.225.10
265625652550
192.168.225.120

[<Back ] [Next>]

H=]

135

: 1483 Route LLC
H =

v 192,168,225.10
: 255, 255.2E5.0

1 192,168.225,120

Click Finish. The online status of this protocol will be showrbatow.

Vigor2800 Series User’s Guide
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Online Status

System Status System Uptime: 0:1:21

LAMN Status Primary DNS: 194, 109.6.66 Secondary DNS: 194.95.0.1
IP Address T¥ Packets RX Packets
192.168.1.1 277 238
WAN Status GW IP Addr: 192.168.225.120
Mode IP Address TX Packets  TX Rate RX Packets RX Rate UpTime
Static IP 192.168.225.10 3 8 12 a7 0:00:21
ADSL Information {ADSL Firmware Yersion: D.57.2.14 )
ATM Statistics TX Blocks RX Blocks Corrected Blocks Uncorrected Blocks
E18 116 16 ]
ADSL Status Mode State Up Speed Down Speed SAR Margin Loop Att.

ADSL2+  SHOWTIME 1028200 22341300 6.5 0.5

The online status shows the system status, WANSstADSL Information and other status

related to this router within one page. If you seRPPoEor PPPoAas the protocol, you will
find out a button oDial PPPoE or Dial PPPoEin the Online Status web page.

Online status for PPPoA/PPPoE

Online Status

System Status System Uptime: 0:2:33

LAN Status Primary DNS: 163.95.192.1 Secondary DMNS: 163.95.1.1
IP Address TX Packets RX Packets
192.168.1.1 453 408

WAMN Status GW IP Addr: 61.216.116.254 Drop PPPoE
Mode IP Address TX Packets TX Rate RX Packets RX Rate Up Time
FRPoE 61.216.234,174 a2 a3 40 14 0:01:30

ADSL Information (ADSL Firmware Version: ¥.1.28.187 )
ATM Statistics TX Blocks RX¥ Blocks Corrected Blocks Uncorrected Blocks

Lz9 100 u] 2

ADSL Status Mode State Up Speed Down Speed SNR Margin @ Loop Att.

G.OMT SHOWTIME FO4000 FELzZ000 10.0 28.0

Online status for Bridge
Online Status

System Status System Uptime: 0:1:21

LAMN Status Primary DNS: 194, 109.6.66 Secondary DNS: 194.95.0.1
IP Address T¥ Packets RX Packets
192.168.1.1 277 238
WAN Status GW IP Addr: 192.168.225.120
Mode IP Address TX Packets  TX Rate RX Packets RX Rate UpTime
Static IP 192.168.225.10 3 8 12 a7 0:00:21
ADSL Information {ADSL Firmware Yersion: D.57.2.14 )
ATM Statistics TX Blocks RX Blocks Corrected Blocks Uncorrected Blocks
E18 116 16 ]
ADSL Status Mode State Up Speed Down Speed SAR Margin Loop Att.

ADSL2+  SHOWTIME 1028200 22341300 6.5 0.5
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Online status for Routed IP

Online Status

System Status
LAMN Status
IP Address

WAN Status
Mode
Static IP

IP Address

ADSL Information

Primary DNS: 194, 109.6.66
T¥ Packets
192.168.1.1 277

192.168.225.10

System Uptime: 0:1:21
Secondary DNS: 194.95.0.1
RX Packets
238
GW IP Addr: 192.168.225.120
TX Packets  TX Rate RX Packets RX Rate UpTime
3 g 12 a7 0:oo:21

{ADSL Firmware Yersion: D.57.2.14 )

ATM Statistics TX Blocks R¥ Blocks Corrected Blocks Uncorrected Blocks
L1g 116 16 u]
ADSL Status Mode State Up Speed Down Speed SAR Margin Loop Att.
ADSL2+ SHOWTIME 1088800 22341300 6.5 0.5

Primary DNS
Secondary DNS

IP Address (in LAN)
TX Packets

RX Packets

GW IP Addr:

IP Address (in WAN)
TX Rate

RX Rate

Up Time

TX Blocks

RX Blocks

Corrected Blocks
Uncorrected Blocks

Mode

State

Up Speed
Down Speed
SNR Margin

Loop Att.

"# $

Displays the assigned IP address of the primar{ DN
Displays the assigned IP address of the secomds;
Displays the IP address of the LAN interface.

Displays the total transmitted packets at the LiAfgrface.
Displays the total number of received packetdi@iLtAN interface.
Displays the assigned IP address of the defatdinggy.
Displays the IP address of the WAN interface.

Displays the speed of transmitted packets at tA&l\iviterface.
Displays the speed of received packets at the Wweface.
Displays the total system uptime of the interface.

Displays the total number of transmitted ATM Blocks
Displays the total number of received ATM Blocks.

Displays the total | number of received ATM Blodarupted but
corrected.

Displays the total number of received ATM Blocksropted but
uncorrected.

Displays the modulation mode used: G.DMT, G.LiteT9.413.
Displays the DSL line status.

Displays the transmission speed of uploading dzts/ (second).
Displays the transmission speed of downloading (l#ts/ second).

Displays the value of Signal Noise Ratio Margin YdBhe higher
value has better signal quality.

Displays the value of subscribed Loop Attenuation.

Each time you cliclOK on the web page for saving the configuration, gan find messages
showing the system interaction with you.
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Status: Ready

Status: Settings Sawved

Readyindicates the system is ready for you to inputirsgs.
Settings Savedneans your settings are saved once you Eligish or OK button.
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After finished basic configuration of the routeouycan access Internet with ease. For the
people who want to adjust more setting for suitirgher request, please refer to this chapter
for getting detailed information about the advancexfiguration of this router. As for other
examples of application, please refer to chapter 4.

%
3.1.1 Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in andBelol Network including routers, print
server, and host PCs, needs an IP address toiydiéniocation on the network. To avoid
address conflicts, IP addresses are publicly ragidtwith the Network Information Centre
(NIC). Having a unique IP address is mandatoryttiose devices participated in the public
network but not in the private TCP/IP local arebwoeks (LANS), such as host PCs under the
management of a router since they do not need éztessed by the public. Hence, the NIC
has reserved certain addresses that will neveedistered publicly. These are known as
private IP addresses, and are listed in the following eang

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and furthetept its LAN, it interconnects groups of
host PCs. Each of them has a private IP addreggadsoy the built-in DHCP server of the
Vigor router. The router itself will also use thefault private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigauter will communicate with other
network devices throughpublic IP address. When the data flow passing through, the
Network Address Translation (NAT) function of thauter will dedicate to translate
public/private addresses, and the packets willdwered to the correct host PC in the local
area network. Thus, all the host PCs can sharenmom Internet connection.

Get Your Public IP Address from ISP

To acquire a public IP address from your ISP fagovirouter as a customer premises
equipment, there are three common protocols: RoiRbIint Protocol over Ethernd?PPoE),
PPPoA and MPoA Multi-PVC is provided for more advanced setup of the above.

In ADSL deployment, the PPP (Point to Point)-salghentication and authorization is
required for bridging customer premises equipmé€mK). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts vecaess device to a remote access
concentrator or aggregation concentrator. This @mgintation provides users with significant
ease of use. Meanwhile it provides access coiiilbhg, and type of service according to
user requirement.

When a router begins to connect to your ISP, alsafidiscovery process will occur to ask for
a connection. Then a session will be created. Yisar ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DN%esgand
other related information will usually be assigigdyour ISP.
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Below shows the menu items for Internet Access.

Internet Access
» PPPoE | PPPoA

F MPoA (RFC1483/2684)
F Multi-PVCs
LAN

3.1.2 PPPoE/PPPOA

PPPOA, included in RFC1483, can be operated irreithgical Link Control-Subnetwork
(LLC) Access Protocol or VC-Mux mode. As a CPE deyigor router encapsulates the
PPP session based for transport across the AD$Laoo your ISP’s Digital Subscriber Line
Access Multiplexer (SDLAM).

To choose PPPOE or PPPOA as the accessing prafioib@ internet, please select
PPPoE/PPPoAfrom thelnternet Accessmenu. The following web page will be shown.

Internet Access >> PPPoE [ PPPoA

PPPOE / PPPoA Client Mode

PPPoE/PPPoA Client

®Enable O Disable

ISP Access Setup

DSL Modem Settings Username 84005755 hinet. net
Multi-PYC channel | Channel 1 V|
PPP Authentication PAP or CHAP »
[ &lways On
E lating T LLC/SHAP » )
neapsuiating Type Idle Timeout l:l second(s)
Protocol PPPoE v -
) : IP Address From ISP WAN IP Alias
Maodulation | hultimode v|

PPPoE Pass-through
CIFor wired LaN

ISDN Dial Backup Setup

Dial Backup Mode None

I

Fixed IP O ves ®No (Dynamic IP)
Fixed IP Address

|

* 1 Required for some ISPs

@ Default MaC Address
O specify a MaC address
MaC Address @

Index(1-15) in Schedule Setup:

I .

PPPoE/PPPoA Client Click Enable for activating this function. If you clicRisable, this

DSL Modem Settings

function will be closed and all the settings thati yadjusted in this
page will be invalid.

Set up the DSL parameters required by your ISBs@&fare vital for
building DSL connection to your ISP.

Multi-PVC channel — The selections displayed here are determined
by the page oternet Access—Multi PVCs. Select M-PVCs
Channel means no selection will be chosen.

VPI - Type in the value provided by ISP.

VCI - Type in the value provided by ISP.

Encapsulating Type- Drop down the list to choose the type
provided by ISP.

Protocol - Drop down the list to choose the one provided3#.
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PPPoE Pass-through

ISP Access Setup

IP Address From ISP

Vigor2800 Series User’s Guide

If you have already useguick Start Wizard to set the protocol,
then it is not necessary for you to change anyngstin this group.

The router offers PPPoE dial-up connection. Besigeu also can
establish the PPPoE connection directly from latiahts to your

ISP via the Vigor router.

For Wired LAN — If you check this box, PCs on the same network
can use another set of PPPoE session (differenttiat Host PC) to
access into Internet.

Enter your allocated username, password and didhgon
parameters according to the information providegday ISP. If
you want to connect to Internet all the time, yan checkAlways
On.

ISP Name— Type in the ISP Name provided by ISP in thitdfie
Username— Type in the username provided by ISP in thiklfie
Password— Type in the password provided by ISP in thigdfiel
PPP Authentication— SelecPAP only or PAP or CHAP for PPP.
Always On— Check this box if you want the router keeping
connecting to Internet forever.

Idle Timeout — Set the timeout for breaking down the Interrfitra
passing through the time without any action.

Usually ISP dynamically assigns IP address togaxh time you
connect to it and request. In some case, your t8#des service to
always assign you the same IP address wheneveegaest. In this
case, you can fill in this IP address in the Fikedield. Please
contact your ISP before you want to use this fuomcti

Fixed IP — Click Yesto use this function and type in a fixed IP
address in the box.

WAN IP Alias - If you have multiple public IP addresses and iou
like to utilize them on the WAN interface, please WAN IP Alias.
You can set up to 8 public IP addresses othertti@ocurrent one
you are using.

3 WAN IP Aliaz - Microzoft Intermet Explorexr

WAN IP Alias { Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
i, W -—- W
2. O
3 O
4. O
5 O]

6. ]
e ]
8. ]
[ ok | [ Clearal | [ Close

By checking the checkbaloin NAT IP Pool, data from NAT hosts
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will be round-robin forwarded on a session basis.

If you do not checloin NAT IP Pool, you can still use these public

IP addresses for other purpose, such as DMZ hp&n ®orts.

Public IP Address:
220,135.240,207

Public IP Address:
220,135.240.210

192.168.1.22 192,168.1.11 192.168.1.12 192.168.1.13

Default MAC Address Type in MAC address for the router. You can Degault MAC
Addressor specify another MAC address for your necessity.
MAC Address — Type in the MAC address for the romanually.

Index (1-15) in You can type in four sets of time schedule for y@guest. All the
Schedule Setup schedules can be set previouslpplication — Scheduleweb
page and you can use the number that you have geitiweb
page.
After finishing all the settings here, please cli@K to activate them.
3.1.3 MPoA

MPOA is a specification that enables ATM servigedé¢ integrated with existing LANSs,
which use either Ethernet, token-ring or TCP/IPiqgmols. The goal of MPOA is to allow
different LANs to send packets to each other vi®A&M backbone.
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To chooseMPoA as the accessing protocol of the internet, pleaketMPOA from the
Internet Accessmenu. The following web page will be shown.

MPoA(RFC1483/2684) Click Enable for activating this function. If you clicRisable, this

DSL Modem Settings

RIP Protocol

Bridge Mode

WAN IP Network
Settings

Vigor2800 Series User’s Guide

function will be closed and all the settings thaiti ydjusted in this
page will be invalid.

Set up the DSL parameters required by your ISBs@&fare vital for
building DSL connection to your ISP.

Multi-PVC channel - The selections displayed here are determined
by the page onternet Access—Multi PVCs. Select M-PVCs
Channel means no selection will be chosen.

Encapsulating Type- Drop down the list to choose the type
provided by ISP.

VPI - Type in the value provided by ISP.

VCI - Type in the value provided by ISP.

Routing Information Protocol is abbreviated as RIRFC1058

specifying how routers exchange routing tablesrmtdion. Click
Enable RIP for activating this function.

If you chooseBridged IP as the protocol, you can check this box to
invoke the function. The router will work as a lggdmodem.

This group allows you to obtain an IP address aatmally and
allows you type in IP address manually.

Obtain an IP address automatically— Click this button to obtain

the IP address automatically.

Router Name— Type in the router name provided by ISP.

Domain Name— Type in the domain name that you have assigned.
WAN IP Alias - If you have multiple public IP addresses and iou
like to utilize them on the WAN interface, please WAN IP Alias.
You can set up to 8 public IP addresses othertti@ocurrent one

you are using.
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Specify an IP address- Click this radio button to specify some data.
IP Address— Type in the private IP address.

Subnet Mask— Type in the subnet mask.

Gateway IP Address— Type in gateway IP address.

Default MAC Address Type in MAC address for the router. You can Degault MAC
Addressor specify another MAC address for your necessity.
MAC Address — Type in the MAC address for the router manually.

DNS Server IP Type in the primary IP address for the router.eéessary, type in
Address secondary IP address for necessity in the future.

After finishing all the settings here, please cli@K to activate them.

3.1.4 Multi-PVCs

This router allows you to create multi-PVCs forfelient data transferring for using. Simply
go tolnternet Accessand selecMulti-PVC Setup page.
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Enable
VPI
VCI

QoS Type

Protocol

Encapsulation

%&

Local Area Network (LAN) is a group of subnets rieged and ruled by router. The design of

Type in the primary IP address for the router.eéessary, type
Type in the value provided by your ISP.

Type in the value provided by your ISP.

Select a proper QoS type for the channel.

Select a proper protocol for this channel.

Choose a proper type for this channel. The typddeidifferent
according to the protocol setting that you choose.

network structure is related to what type of putfi@addresses coming from your ISP.

3.2.1 Basics of LAN

The most generic function of Vigor router is NAT cteates a private subnet of your own. As
mentioned previously, the router will talk to otlperblic hosts on the Internet by using public

IP address and talking to local hosts by usingritgate IP address. What NAT does is to

translate the packets from public IP address t@apilP address to forward the right packets

to the right host and vice versa. Besides, Vigateohas a built-in DHCP server that assigns

private IP address to each local host. See thewolly diagram for a briefly understanding.

Vigor2800 Series User’s Guide
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In some special case, you may have a public IPefifbom your ISP such as
220.135.240.0/24. This means that you can setpyblic subnet or call second subnet that
each host is equipped with a public IP address part of the public subnet, the Vigor router
will serve for IP routing to help hosts in the paldubnet to communicate with other public
hosts or servers outside. Therefore, the routanldhme set as the gateway for public hosts.

What is Routing Information Protocol (RIP)

Vigor router will exchange routing information witteighboring routers using the RIP to
accomplish IP routing. This allows users to chahgeinformation of the router such as IP
address and the routers will automatically infoondach other.

What is Static Route

When you have several subnets in your LAN, sometimmore effective and quicker way for
connectioris theStatic routesfunction rather than other method. You may singdi/rules to
forward data from one specified subnet to anotpecified subnet without the presence of
RIP.
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What are Virtual LANs and Rate Control

You can group local hosts by physical ports andterap to 4 virtual LANs. To manage the
communication between different groups, pleasegetles in Virtual LAN (VLAN) function
and the rate of each.

3.2.2 General Setup
This page provides you the general settings for LAN
Click LAN to open the LAN settings page and choBseeral Setup

1st IP Address Type in private IP address for connecting to allpcaate network
(Default: 192.168.1.1).
1st Subnet Mask Type in an address code that determines the sitte afetwork.

(Default: 255.255.255.0/ 24)

For IP Routing Usage Click Enable to invoke this function. The default settinddisable

2" IP Address Type in secondary IP address for connecting tdbaetu
(Default: 192.168.2.1/ 24)
2" Subnet Mask An address code that determines the size of theonlet

(Default: 255.255.255.0/ 24)
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29 DHCP Server

RIP Protocol Control

DHCP Server
Configuration

You can configure the router to serve as a DHC¥esdor the 2nd
subnet.

Start IP Address: Enter a value of the IP address pool for the DHCP
server to start with when issuing IP addressebel?nd IP address
of your router is 220.135.240.1, the starting |Brads must be
220.135.240.2 or greater, but smaller than 2202485254.

IP Pool Counts: Enter the number of IP addresses in the pool. The
maximum is 10. For example, if you type 3 and the IP address of
your router is 220.135.240.1, the range of IP asxiby the DHCP
server will be from 220.135.240.2 to 220.135.240.11

MAC Address: Enter the MAC Address of the host one by one and
click Add to create a list of hosts to be assigned, delstedlited IP
address from above pool. Set a list of MAC Addfes2"™ DHCP
server will help router to assign the correct IBrads of the correct
subnet to the correct host. So those host§isubnet won't get an

IP address belonging td' $ubnet.

Disable deactivates the RIP protocol. It will lead to apgtage of the
exchange of routing information between router&fénlt)

1st Subnet -Select the router to change the RIP informatiotnef
1st subnet with neighboring routers.

2nd Subnet -Select the router to change the RIP informatiothef
2nd subnet with neighboring routers.

DHCP stands for Dynamic Host Configuration Protoddle
router by factory default acts a DHCP server fasrymetwork so it
automatically dispatch related IP settings to @aal user
configured as a DHCP client. It is highly recommethdhat you
leave the router enabled as a DHCP server if yonotdave a
DHCP server for your network.

Vigor2800 Series User's Guide



If you want to use another DHCP server in the netvother than

the Vigor Router’s, you can let Relay Agent helpi yo redirect the
DHCP request to the specified location.

Enable Server -Let the router assign IP address to every hostdn t
LAN.

Disable Server -Let you manually assign IP address to every host
in the LAN.

Relay Agent — (£ subnet/2 subnet) Specify which subnet that
DHCP server is located the relay agent should eedthe DHCP
request to.

Start IP Address -Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addredéése 1st IP
address of your router is 192.168.1.1, the statBngddress must be
192.168.1.2 or greater, but smaller than 192.18841.

IP Pool Counts -Enter the maximum number of PCs that you want
the DHCP server to assign IP addresses to. Theltefé&b0 and the
maximum is 253.

Gateway IP Address Enter a value of the gateway IP address for
the DHCP server. The value is usually as sameeassthlP address
of the router, which means the router is the defgateway.

DHCP Server IP Address for Relay Agent Set the IP address of
the DHCP server you are going to use so the RejgnAcan help to
forward the DHCP request to the DHCP server.

DNS Server DNS stands for Domain Name System. Every Internst must

Configuration have a unique IP address, also they may have arhtrreadly,
easy to remember name such as www.yahoo.com. Ti®delNer
converts the user-friendly name into its equival®naddress

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with bso@ire than

one DNS Server. If your ISP does not provide &, ributer will
automatically apply default DNS Server IP addréggl.109.6.66 to
this field.

Secondary IP Address You can specify secondary DNS server IP
address here because your ISP often provides yoe timan one
DNS Server. If your ISP does not provide it, theteo will
automatically apply default secondary DNS Serveadéress:
194.98.0.1 to this field.

The default DNS Server IP address can be foun@uime Status:

If both the Primary IP and Secondary IP Addredsldiare left empty,
the router will assign its own IP address to lacsdrs as a DNS
proxy server and maintain a DNS cache.

If the IP address of a domain name is alreadyeXNS cache, the
router will resolve the domain name immediatelyhéivise, the
router forwards the DNS query packet to the exidDiNS server by
establishing a WAN (e.g. DSL/Cable) connection.

There are two common scenarios of LAN settings skated in Chapter 4. For the
configuration examples, please refer to that ciiaptget more information for your necessity.

3.2.3 Static Route
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Go toLAN to open setting page and cho&atic Route

Index The number (1 to 10) under Index allows you teropext page to
setup static route.

Destination Address  Displays the destination address of the staticerout
Status Displays the status of the static route.

Viewing Routing Table Displays the routing table for your reference.

Add Static Routers to Private and Public Networks

Here is an example of setting Static Route in MRaniter so that user A and B locating in
different subnet can talk to each other via theéaoissuming the Internet access has been
configured and the router works properly:

use the Main Router to surf the Internet.

create a private subnet 192.168.10.0 using amiat&outer A (192.168.1.2)

create a public subnet 211.100.88.0 via an intdRoater B (192.168.1.3).

have set Main Router 192.168.1.1 as the defaultvgat for the Router A192.168.1.2.

Before setting Static Route, user A cannot talkger B for Router A can only forward
recognized packets to its default gateway Main Bout
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1. GotoLAN page and clickseneral Setup select 1st Subnet as tR& Protocol
Control. Then click theOK button.

Note: There are two reasons that we have to aplptyPRotocol Control on 1st
Subnet. The first is that the LAN interface cantege RIP packets with the
neighboring routers via the 1st subnet (192.1684)0The second is that those
hosts on the internal private subnets (ex. 1921168/24) can access the Internet
via the router, and continuously exchange of IRingunformation with different
subnets.

14

2. Click theLAN - Static Route and click on théndex Number 1. Please add a static
route as shown below, which regulates all packessinied to 192.168.10.0 will be
forwarded to 192.168.1.2. ClicBK .

3. Return toStatic Route Setuppage. Click on anothéndex Number to add another
static route as show belowhich regulates all packets destined to 211.100.88| be
forwarded to 192.168.1.2.
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4. Go toDiagnosticsand choos®outing Table to verify current routing table.

Delete Static Route

1. GotoLAN page and cliclStatic Routeto open the web page. Select the index number
of the one that you want to delete.

2.  SelectEmpty/Clear from the drop-down menu, and then click @i€ button to delete
the route.

Deactivate Static Route

3. GotoLAN page and cliclstatic Routeto open the web page. Select the index number
of the one that you want to delete.

4. Selectinactive/Disablefrom the drop-down menu, and then click @i button to
delete the route.
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3.2.4 VLAN/Rate Control

Virtual LAN function provides you a very conveniemfy to manage hosts by grouping them
based on the physical port. You can also manage/itat rate of each port. Go kAN menu
and selecVLAN/Rate Control. The following page will appear. Clidknable to invoke

VLAN function. Rate Control manages the transmission rate of data in and ough the
router.

Enable Check this box to enable this function (for VLAN
Configuration).

P1- P4 Check the box to make the computer connectingegbort
being grouped in specified VLAN. Be aware that epoft can
be grouped in different VLAN at the same time aihlyou
check the box. For example, if you check the baftes
VLANO-P1 and VLAN1-P1, you can make P1 to be gralpe
under VLANO and VLAN1 simultaneously.

VLANO-3 This router allows you to set 4 groups of virtuAN.

Enable Check this box to enable this function (for Ratettol). The
rate control will limit the transmission rate faatd in and out.
Check the corresponding boxes to enable the rateato
function for different ports.

Out It decides the rate of data transmission for oufyiten you
check the box dEnable, please also decide the rate by using
the drop down list oRate.

In It decides the rate of data transmission for inf¢tien you
check the box dEnable, please also decide the rate by using
the drop down list oRate.

To add or remove a VLAN, please refer to the folloyvexample.

1. If, VLAN O is consisted of hosts linked to P1 ar@l&hd VLAN 1 is consisted of hosts
linked to P3 and P4.
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2. Atfter checking the box to enable VLAN function, yaill check the table according to
the needs as shown below.

3. Toremove VLAN, uncheck the needed box and dli¢k to save the results.

Usually, the router serves as an NAT (Network Addréranslation) router. NAT is a
mechanism that one or more private IP addressesecarapped into a single public one.
Public IP address is usually assigned by your {&Ryhich you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some pudies on the Internet reach the NAT
router, the router will change its source addressthe public IP address of the router, select
the available public port, and then forward it.tihé same time, the router shall list an entry in
a table to memorize this address/port-mappingiogistip. When the public server response,
the incoming traffic, of course, is destined to tbeter’s public IP address and the router will
do the inversion based on its table. Thereforeijrteenal host can communicate with external
host smoothly.

The benefit of the NAT includes:

Save cost on applying public IP address and apphffeient usage of IP address.
NAT allows the internal IP addresses of local hostise translated into one public IP
address, thus you can have only one IP addresstaifiof the entire internal hosts.

Enhance security of the internal network by obscumg the IP address.There are
many attacks aiming victims based on the IP add&isse the attacker cannot be aware
of any private IP addresses, the NAT function cantget the internal network.
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On NAT page, you will see the private IP addredsdd in RFC-1918. Usually wg
use the 192.168.1.0/24 subnet for the router. &edtbefore, the NAT facility can
map one or more IP addresses and/or service mbotslifferent specified services.
In other words, the NAT function can be achievedibyg port mapping methods

Below shows the menu items for NAT.

3.3.1 Port Redirection

Port Redirectioris usually set up for server related service insideldoal network (LAN),

such as web servers, FTP servers, E-mail sernerdest of the case, you need a public IP
address for each server and this public IP addies®in name are recognized by all users.
Since the server is actually located inside the | network well protected by NAT of the
router, and identified by its private IP addresd/pite goal of Port Redirection function is to
forward all access request with public IP addressifexternal users to the mapping private IP
address/port of the server.

The port redirection can only apply to incomindfica

To use this function, please goN&T page and choodeort Redirection web page. The
Port Redirection Table provides 10 port-mapping entries for the interresth.
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Service Name
Protocol
Public Port

Private IP

Private Port

Active

Enter the description of the specific network sesvi
Select the transport layer protocol (TCP or UDP).

Specify which port can be redirected to the spedirivate IP and
Port of the internal host.

Specify the private IP address of the internal postiding the
service.

Specify the private port number of the servicereffieby the internal
host.

Check this box to activate the port-mapping entiy f1ave defined.

Note that the router has its own built-in servi(esrvers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these servicegefsg are all the same, you may need to
reset the router’s in order to avoid confliction.

For example, the built-in web configurator in tleeter is with default port 80, which may
conflict with the web server in the local netwonktp://192.168.1.13:80. Therefore, you need
to change the router’s http port toany one other than the default port 8o avoid conflict,
such as 8080. This can be set in$lystem Maintenance >>Management SetupYou then

will access the admin screen of by suffixing thetiéress with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.

34
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3.3.2 DMZ Host

As mentioned abové&ort Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP addiesd of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and F1)(Alo not travel on a fixed port. Vigor
router provides a facilitipMZ Host that maps ALL unsolicited data on any protoccto
single host in the LAN. Regular web surfing andeotbuch Internet activities from other
clients will continue to work without inappropriatgerruption.DMZ Host allows a defined
internal user to be totally exposed to the Interwhiich usually helps some special
applications such as Netmeeting or Internet Garies e
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The inherent security properties of NAT are somédvilypassed if you set up DMZ
host. We suggest you to add additional filter r@ea secondary firewall.

Click DMZ Host to open the following page:

If you previously have set WWAN Alias in Internet Access>>PPPoE/PPPoAr Internet
Access>>MPoA you will find them inAux. WAN IP list for your selection.

Enable Check to enable the DMZ Host function.

Private IP Enter the private IP address of the DMZ host, imkcChoose PC to
select one.

Choose PC Click this button and then a window will automatiggop up, as

depicted below. The window consists of a list afgie IP addresses
of all hosts in your LAN network. Select one prdP address in
the list to be the DMZ host.

When you have selected one private IP from the @b@log, the IP
address will be shown on the following screen. ICGK to save the
setting.
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3.3.3 Open Ports

Open Portsallows you to open a range pdrts for the traffic of special applications.
Common application of Open Ports includes P2P egiudin (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Eashat you keep the application
involved up-to-date to avoid falling victim to asgcurity exploits.

Click Open Portsto open the following page:

Index Indicate the relative number for the particulamretihat you want to
offer service in a local host. You should click Hpropriate index
number to edit or clear the corresponding entry.

Comment Specify the name for the defined network service.

Aux. WAN IP Display the private IP address of the local hoat $lou specify in
WAN Alias. If you did not specify any IP addressWwAN Alias, this
item will not be shown.

Local IP Address Display the private IP address of the local hogroig the service.

Status Display the state for the corresponding entry. X/as to represent
thelnactive or Active state.

To add or edit port settings, click one index nunrethe page. The index entry setup page
will pop up. In each index entry, you can spediport ranges for diverse services.
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However, if you previously have set WAN Alias in Internet Access>>PPPoE/PPPoAr
Internet Access>>MPoA you will find thatWAN IP appearedor your selection.

Enable Open Ports
Comment

Local Computer

Choose PC

Protocol

Start Port

End Port

Check to enable this entry.
Make a name for the defined network applicatiomviser

Enter the private IP address of the local hostiok €hoose PC to
select one.

Click this button and, subsequently, a window hg\arist of
private IP addresses of local hosts will automdyigaop up. Select
the appropriate IP address of the local host ifishe

Specify the transport layer protocol. It couldB@P, UDP, or -----
(none) for selection.

Specify the starting port number of the servicerat by the local
host.

Specify the ending port number of the service effdoy the local
host.
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3.4.1 Basics for Firewall

While the broadband users demand more bandwidtinfidiimedia, interactive applications,
or distance learning, security has been alwaysnbs concerned. The firewall of the Vigor
router helps to protect your local network agaatsick from unauthorized outsiders. It also
restricts users in the local network from accestiegnternet. Furthermore, it can filter out
specific packets that trigger the router to buiiduawanted outgoing connection.

The most basic security concept is to set user raamgassword while you install your router.
The administrator login will prevent unauthorizemtess to the router configuration from your
router.

If you did not set password during installationyy@an go t&ystem Maintenanceo set up
your password.

Firewall Facilities

The users on the LAN are provided with securedgatan by the following firewall facilities:
User-configurable IP filter (Call Filter/ Data ).
Stateful Packet Inspection (SPI): tracks packetiscemies unsolicited incoming data
Selectable Denial of Service (DoS) /Distributed OB®0S) attacks protection
URL Content Filter
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IP Filters

Depending on whether there is an existing Intecoahection, or in other words “the WAN
link status is up or down”, the IP filter architex# categorizes traffic into tw@all Filter and
Data Filter.

Call Filter - When there is no existing Internet connectioall Filter is applied to all
traffic, all of which should be outgoing. It wilheck packets according to the filter rules.
If legal, the packet will pass. Then the routerishaitiate a call” to build the Internet
connection and send the packet to Internet.

Data Filter - When there is an existing Internet connectidata Filter is applied to
incoming and outgoing traffic. It will check packetccording to the filter rules. If legal,
the packet will pass the router.

The following illustrations are flow charts explaig how router will treat incoming traffic
and outgoing traffic respectively.

Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture thatrks at the network layer. Unlike legacy
static packet filtering, which examines a packetdobon the information in its header, stateful
inspection builds up a state machine to track eacinection traversing all interfaces of the
firewall and makes sure they are valid. The sthterwall of Vigor router not just examine
the header information also monitor the state efdbnnection.

Instant Messenger (IM) and Peer-to-Peer (P2P) Application Blocking
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As the popularity of all kinds of instant messenggplication arises, communication cannot
become much easier. Nevertheless, while some iydusty leverage this as a great tool to
connect with their customers, some industry mag tekerve attitude in order to reduce
employee misusage during office hour or prevennomin security leak. It is similar situation
for corporation towards peer-to-peer applicatiansesfile-sharing can be convenient but
insecure at the same time. To address these neeqspvide IM and P2P blocking
functionality.

Denial of Service (DoS) Defense

TheDoS Defensdunctionality helps you to detect and mitigate B@S attack. The attacks
are usually categorized into two types, the flogdiype attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaubyaur system's resource while the
vulnerability attacks will try to paralyze the syst by offending the vulnerabilities of the
protocol or operation system.

TheDoS Defensdunction enables the Vigor router to inspect evecpming packet based on
the attack signature database. Any malicious pabkétmight duplicate itself to paralyze the
host in the secure LAN will be strictly blocked am&yslog message will be sent as warning, if
you set up Syslog server.

Also the Vigor router monitors the traffic. Any alymal traffic flow violating the pre-defined
parameter, such as the number of thresholds, rigifigéel as an attack and the Vigor router will
activate its defense mechanism to mitigate in htn@@ manner.

The below shows the attack types that DoS/DDoSndeféunction can detect:

1. SYN flood attack 9. Smurf attack

2. UDP flood attack 10. SYN fragment

3. ICMP flood attack 11. ICMP fragment

4. TCP Flag scan 12. Tear drop attack

5. Trace route 13. Fraggle attack

6. IP options 14. Ping of Death attack
7. Unknown protocol 15. TCP/UDP port scan
8. Land attack

Content Filtering

To provide an appropriate cyberspace to users,rYader equips wittURL Content Filter
not only to limit illegal traffic from/to the inapppriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectéible keywords, URL keyword blocking
facility will decline the HTTP request to that wphge thus can limit user’s access to the
website. You may imagingRL Content Filter as a well-trained convenience-store clerk who
won't sell adult magazines to teenagers. At offidBl Content Filter can also provide a
job-related only environment hence to increasesthployee work efficiency. How can URL
Content Filter work better than traditional firewial the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in plagload of TCP packets while legacy
firewall inspects packets based on the fields oPTTE headers only.

On the other hand, Vigor router can prevent usanfaccidentally downloading malicious
codes from web pages. It's very common that mal€iodes conceal in the executable objects,
such as ActiveX, Java Applet, compressed files,athdr executable files. Once downloading
these types of files from websites, you may rigkding threat to your system. For example, an
ActiveX control object is usually used for providimteractive web feature. If malicious code
hides inside, it may occupy user’s system.
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Web Filtering

We all know that the content on the Internet jilst bther types of media may be
inappropriate sometimes. As a responsible pareatnpioyer, you should protect those in your
trust against the hazards. With Web filtering segaf the Vigor router, you can protect your
business from common primary threats, such as ptmity, legal liability, network and
security threats. For parents, you can protect ghildren from viewing adult websites or chat
rooms.

Once you have activated your Web Filtering seriricéigor router and chosen the categories of
website you wish to restrict, each URL addressestpd (e.g.www.bbc.co.uk) will be checked
against our server database, powered by SurfCoiitnel database covering over 70 languages
and 200 countries, over 1 billion Web pages divia¢d 40 easy-to-understand categories. This
database is updated as frequent as daily by aldkdra of Internet researchers. The server will
look up the URL and return a category to your mauteur Vigor router will then decide
whether to allow access to this site accordindnéocategories you have selected. Please note
that this action will not introduce any delay irugydVeb surfing because each of multiple load
balanced database servers can handle millionsjoEsts for categorization.

Below shows the menu items for Firewall.

3.4.2 General Setup

General Setup allows you to adjust settings ofilflerFfand common optionslere you can
enable or disable theall Filter or Data Filter. Under some circumstance, your filter set can
be linked to work in a serial manner. So here ysgign theStart Filter Set only. Also you

can configure theog Flag settings Enable Stateful packet inspectionApply IP filter to

VPN incoming packets Drop non-http connection on TCP port 8Q andAccept incoming
fragmented UDP packets

Click Firewall and clickGeneral Setupto open the general setup page.
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Call Filter CheckEnableto activate the Call Filter function. Assign a sféter
set for the Call Filter.

Data Filter CheckEnable to activate the Data Filter function. Assign a tsfiter
set for the Data Filter.

Log Flag For troubleshooting needs you can specify therfitig here.
None -The log function is not activated.
Block - All blocked packets will be logged.
Pass -All passed packets will be logged.
No Match - The log function will record all packets that ac n
matched.
Note that the filter log will be displayed on thelifet terminal when
you type thdog -f command.

Some on-line games (for example: Half Life) wileusts of fragmented UDP packets to
transfer game data. Instinctively as a secure &tiewigor router will reject these fragmented
packets to prevent attack unless you enable “Adcgmiming Fragmented UDP Packets”. By
checking this box, you can play these kinds ofina-yames. If security concern is in higher
priority, you cannot enable “Accept Incoming Fragiesl UDP Packets”.

3.4.3 Filter Setup

Click Firewall and clickFilter Setup to open the setup page.

To edit or add a filter, click on the set numbeettt the individual set. The following page
will be shown. Each filter set contains up to #sulClick on the rule number button to edit
each rule. ChecKctive to enable the rule.
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Filter Rule

Active

Comment

Next Filter Set

Click a button numbered (1 ~ 7) to edit the filgle. Click the button
will open Edit Filter Rule web page. For the detdilnformation,
refer to the following page.

Enable or disable the filter rule.

Enter filter set comments/description. Maximunginis
23—character long

Set the link to the next filter set to be executfidr the current filter
run. Do not make a loop with many filter sets.

To editFilter Rule, click theFilter Rule index button to enter the Filter Rule setup page.

Comments

Check to enable the
Filter Rule

Pass or Block

Enter filter set comments/description. Maximum lnig 14-
character long.

Check this box to enable the filter rule.

Specifies the action to be taken when packets nth&chule.
Block Immediately - Packets matching the rule will be dropped
immediately.

Pass Immediately Packets matching the rule will be passed
immediately.
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Branch to other Filter
Set

Log

Direction

Protocol
IP Address

Subnet Mask

Operator, Start Port
and End Port

Keep State

Fragments
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Block If No Further Match - A packet matching the rule, and that
does not match further rules, will be dropped.

Pass If No Further Match - A packet matching the rule, and that
does not match further rules, will be passed thnoug

If the packet matches the filter rule, the nexefilrule will branch
to the specified filter set. Select next filterawb branch from the
drop-down menu.

Check this box to enable the log function. UseTtelmet command
log-f to view the logs.

Set the direction of packet flow. It is fBrata Filter only. For the
Call Filter, this setting is not available sinCall Filter is only
applied to outgoing traffic.

Specify the protocol(s) which this filter rule halpply to.

Specify a source and destination IP address ifilter rule to apply
to. Place the symbol “!I" before a specific IP Adslravill prevent this
rule from being applied to that IP address. Towagmp rule to all IP
address, entany or leave the field blank.

Select th&Subnet Maskfor the IP Address column for this filter rule
to apply from the drop-down menu.

The operator column specifies the port numberregstilf theStart
Port is empty, théStart Port and theEnd Port column will be
ignored. The filter rule will filter out any porumber.

(=) Ifthe End Port is empty, the filter rule will s&ie port
number to be the value of the Start Port. Otherviiszport
number ranges between the Start Port and the EmdiRduding
the Start Port and the End Port).

('=)If the End Port is empty, the port number is nataqo the
value of the Start Port. Otherwise, this port numb&ot between
the Start Port and the End Port (including thet$tart and End
Port).

(>) Specify the port number is larger than the Start fhacludes
the Start Port).

(<) Specify the port number is less than the Start ffarludes the
Start Port).

This function should work along with Directidarotocol, IP address,
Subnet Mask, Operator, Start Port and End Porhgsttlt is used
for Data Filter only.

Keep State is in the same nature of modern tertef8tdacket
Inspection. It tracks packets, and accept the piackiéeh appropriate
characteristics showing its state is legal as th&opol defines. It
will deny unsolicited incoming data. You may selpaitocols from
any, TCP, UDP, TCP/UDP, ICMP and IGMP.

Specify the action for fragmented packets. And iised foData
Filter only.

Don’t care No action will be taken towards fragmented packets.
Unfragmented Apply the rule to unfragmented packets.
Fragmented -Apply the rule to fragmented packets.

Too Short -Apply the rule only to packets that are too shotdntain
a complete header.
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Example

As stated before, all the traffic will be separaged arbitrated using on of two IP filters: call
filter or data filter. You may preset 12 call filseand data filters iRilter Setup and even link
them in a serial manner. Each filter set is comgdmie? filter rules, which can be further
defined. After that, irfGeneral Setupyou may specify one set for call filter and onefee
data filter to execute first.

A 4

3.4.4 IM Blocking

IM Blocking means instant messenger blocki@tjck Firewall and clickIM Blocking to
open the setup page. You will see a list of comihbiisuch as MSN, Yahoo, ICQ/AQL)
applications. Checknable IM Blocking and select the one(s) that you want to block. To
block selected IM applications during specific pedg, enter the number of the scheduler
predefined impplications>>Call Schedule
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3.4.5 P2P Blocking

P2P is the short name of peer to peer. Gfickwall and clickP2P Blockingto open the

setup page. You will see a list of common P2P appbns. ChecEnable P2P Blockingand
select the one(s) to block. To block selected R#fiaations during specific periods, enter the
number of the scheduler predefineddpplications>>Schedule

Action Specify the action for each protocol.
Allow — Allow the client to access into the applicatiorotigh the specified

protocol.

Disallow —Forbid the client to access into the applicatltmotgh the
specified protocol.

Disallow upload —Forbid the client to access into the applicatimotgh
the specified protocol for downloading. Yet uploaglis allowed.
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3.4.6 DoS Defense

As a sub-functionality of IP Filter/Firewall, theage 15 types of detect/ defense function in
theDoS Defensesetup. The DoS Defense functionality is disabtediefault.

Click Firewall and clickDoS Defenséo open the setup page.

Enable Dos Defense

Enable SYN flood
defense

Enable UDP flood
defense

Enable ICMP flood
defense

Enable PortScan
detection

Check the box to activate the DoS Defense Furalitgn

Check the box to activate the SYN flood defensetion. Once
detecting the Threshold of the TCP SYN packets filoeninternet
has exceeded the defined value, the Vigor routiéstairt to
randomly discard the subsequent TCP SYN packeis pariod
defined in Timeout. The goal for this is preverg THCP SYN
packets’ attempt to exhaust the limited-resourceigbr router.
By default, the threshold and timeout values ar¢os80 packets
per second and 10 seconds, respectively.

Check the box to activate the UDP flood defensetfan. Once
detecting the Threshold of the UDP packets fromternet has
exceeded the defined value, the Vigor router walftsto randomly
discard the subsequent UDP packets for a periadestkin
Timeout. The default setting for threshold and boeare 150
packets per second and 10 seconds, respectively.

Check the box to activate the ICMP flood defensefion. Similar
to the UDP flood defense function, once if the Bhiad of ICMP
packets from Internet has exceeded the defineckytie router
will discard the ICMP echo requests coming fromltiternet. The
default setting for threshold and timeout are 5¢kpts per second
and 10 seconds, respectively.

Port Scan attacks the Vigor router by sendingdbfzackets to
many ports in an attempt to find ignorant serviwesild respond.
Check the box to activate the Port Scan deteciMirenever

Vigor2800 Series User's Guide



Block IP options

Block Land

Block Smurf

Block trace router

Block SYN fragment

Block Fraggle Attack

Block TCP flag scan

Block Tear Drop

Block Ping of Death

Block ICMP Fragment

Block Land

Vigor2800 Series User’s Guide

detecting this malicious exploration behavior bynitaring the
port-scanning Threshold rate, the Vigor router s@hd out a
warning. By default, the Vigor router sets the sfi@d as 150
packets per second.

Check the box to activate the Block IP optionsction. The Vigor
router will ignore any IP packets with IP optioell in the datagram
header. The reason for limitation is IP option appdo be a
vulnerability of the security for the LAN becausevill carry
significant information, such as security, TCC é&d user group)
parameters, a series of Internet addresses, rautsgages...etc. An
eavesdropper outside might learn the details of powate
networks.

Check the box to enforce the Vigor router to deteihe Land
attacks. The Land attack combines the SYN attadii@ogy with
IP spoofing. A Land attack occurs when an attaskexds spoofed
SYN packets with the identical source and destmadiddresses, as
well as the port number to victims.

Check the box to activate the Block Smurf functidhe Vigor router
will ignore any broadcasting ICMP echo request.

Check the box to enforce the Vigor router notaiaverd any trace
route packets.

Check the box to activate the Block SYN fragmemiction. The
Vigor router will drop any packets having SYN flagd more
fragment bit set.

Check the box to activate the Block fraggle Attaakction. Any
broadcast UDP packets received from the Interngbisked.
Activating the DoS/DDoS defense functionality migphdck some
legal packets. For example, when you activaterdggle attack
defense, all broadcast UDP packets coming fronhriteenet are
blocked. Therefore, the RIP packets from the Irtemight be
dropped.

Check the box to activate the Block TCP flag deawstion. Any TCP
packet with anomaly flag setting is dropped. Thsisenning activities
includeno flag scanFIN without ACK scanSYN FINscanXmas
scanandfull Xmas scan

Check the box to activate the Block Tear Drop fiomc Many
machines may crash when receiving ICMP datagraackgts) that
exceed the maximum length. To avoid this type tfckt the Vigor
router is designed to be capable of discardingfeagmented ICMP
packets with a length greater than 1024 octets.

Check the box to activate the Block Ping of Ddatlction. This
attack involves the perpetrator sending overlappackets to the
target hosts so that those target hosts will hamog they
re-construct the packets. The Vigor routers witldid any packets
realizing this attacking activity.

Check the box to activate the Block ICMP fragnfemiction. Any
ICMP packets with more fragment bit set are dropped

Check the box to enforce the Vigor router to deteihe Land
attacks. The Land attack combines the SYN attadki@ogy with
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IP spoofing. A Land attack occurs when an attaskexds spoofed
SYN packets with the identical source and destmadiddresses, as
well as the port number to victims.

Block Unknown Check the box to activate the Block Unknown Prokdgoction.

Protocol Individual IP packet has a protocol field in theadgam header to
indicate the protocol type running over the uppget. However,
the protocol types greater than 100 are reserveédiadefined at
this time. Therefore, the router should have ahibtdetect and
reject this kind of packets.

Warning Messages  We provide Syslog function for user to retrievessage from Vigor
router. The user, as a Syslog Server, shall re¢ckaveeport sending
from Vigor router which is a Syslog Client.

All the warning messages relatedtoS defensewill be sent to user
and user can review it through Syslog daemon. lfookhe keyword
DoSin the message, followed by a name to indicatet \kinal of
attacks is detected.

3.4.7 URL Content Filter

Based on the list of user defined keywords,URt. Content Filter facility in Vigor router
inspects the URL string in every outgoing HTTP resjuNo matter the URL string is found
full or partial matched with a keyword, the Vigauter will block the associated HTTP
connection.

For example, if you add key words such as “sexgjavirouter will limit web access to web
sites or web pages such as “www.sex.com”, "www.lblack.net/images/sex/p_386.html”. Or
you may simply specify the full or partial URL suah “www.sex.com” or “sex.com”.

Also the Vigor router will discard any request thdgs to retrieve the malicious code.

Click Firewall and clickURL Content Filter to open the setup page.
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Enable URL Access
Control

Black List (block those
matching keyword)

White List (pass those
matching keyword)

Keyword

Prevent web access
from IP address
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Check the box to activate URL Access Control.

Click this button to restrict accessing into theresponding
webpage with the keywords listed on the box below.

Click this button to allow accessing into the cepending
webpage with the keywords listed on the box below.

The Vigor router provides 8 frames for users torgekeywords and
each frame supports multiple keywords. The keyvooud be a
noun, a partial noun, or a complete URL string. tigle keywords
within a frame are separated by space, commanacsion. In
addition, the maximal length of each frame is 33relter long.
After specifying keywords, the Vigor router will clne the
connection request to the website whose URL striatched to any
user-defined keyword. It should be noticed thattioee simplified
the blocking keyword list, the more efficiently tk@yor router
perform.

Check the box to deny any web surfing activity gdid address,
such as http://202.6.3.2. The reason for this gréwent someone
dodges the URL Access Control.

You must clear your browser cache first so thatWRL content
filtering facility operates properly on a web pdbat you visited
before.
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Enable Restrict Web
Feature

Enable Excepting
Subnets

Time Schedule

3.4.8 Web Content Filter

Check the box to activate the function.

Java- Check the checkbox to activate the Block Java objec
function. The Vigor router will discard the Javgeatis from the
Internet.

ActiveX - Check the box to activate the Block ActiveX object
function. Any ActiveX object from the Internet whle refused.
Compressed file Check the box to activate the Block Compressed
file function to prevent someone from downloadimy aompressed
file. The following list shows the types of compsed files that can
be blocked by the Vigor router.

zip, rar, .arj, .ace, .cab, .sit

Executable file- Check the box to reject any downloading behavior
of the executable file from the Internet.

.exe, .com, .scr, .pif, .bas, .bat, .inf, .reg

Cookie- Check the box to filter out the cookie transmiadi@m
inside to outside world to protect the local usprigacy.

Proxy - Check the box to reject any proxy transmissioncaiatrol
efficiently the limited-bandwidth usage, it will ln¢ great value to
provide the blocking mechanism that filters out tdtimedia files
downloading from web pages. Accordingly, files wiltle following
extensions will be blocked by the Vigor router.

.mov. .mp3 .rm .ra au - o.wmv

.wav  .asf .mpg .mpeg .avi .ram

Four entries are available for users to specifyesspecific IP
addresses or subnets so that they can be fredlfi@dRL Access
Control. To enable an entry, click on the empty checkimaxned as
ACT, in front of the appropriate entry.

Specify what time should perform the URL conteiterfing facility.

Click Firewall and clickWeb Content Filter to open the setup page.

For this section, please refer\eb Content Filter user’s guide.
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Below shows the menu items for Applications.

3.5.1 Dynamic DNS

The ISP often provides you with a dynamic IP adslmesen you connect to the Internet via
your ISP. It means that the public IP address aeslio your router changes each time you
access the Internet. The Dynamic DNS feature latisassign a domain name to a dynamic
WAN IP address. It allows the router to updateitine WAN IP address mappings on the
specified Dynamic DNS server. Once the router I;ienyou will be able to use the
registered domain name to access the router onalteirtual servers from the Internet. It is
particularly helpful if you host a web server, F3@ver, or other server behind the router.

Before you use the Dynamic DNS feature, you haapiay for free DDNS service to the
DDNS service providers. The router provides ughte¢ accounts from three different DDNS
service providers. Basically, Vigor routers are patible with the DDNS services supplied by
most popular DDNS service providers suclwasv.dyndns.org, www.no-ip.com,
www.dtdns.com, www.changeip.com, www.dynamic- names/er.com. You should visit
their websites to register your own domain nametHerrouter.

Enable the Function and Add a Dynamic DNS Account
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Assume you have a registered domain name from Bid®provider, say
hostname.dyndns.argnd an account with usernartestand passwordest

In the DDNS setup menu, cheEkable Dynamic DNS Setup

Enable Dynamic DNS SetupgCheck this box to enable DDNS function.

Index

Domain Name

Active

Click the number below Index to access into therget
page of DDNS setup to set account(s).

Display the domain name that you set on the seiagg
of DDNS setup.

Display if this account is active or inactive.

Select Index number 1 to add an account for theeroCheck Enable Dynamic DNS
Account, and choose correct Service Provider: dgruig, type the registered hostname:
hostnamend domain name suffix: dyndns.org in the Domaimi&lock. The

following two blocks should be typed your accoungln Nametestand Passwordest

Enable Dynamic
DNS Account

Service Provider
Service Type
Domain Name

Login Name

Check this box to enable the current account. Uf g check
the box, you will see a check mark appeared oi\ttiee
column of the previous web page in step 2).

Select the service provider for the DDNS account.
Select a service type (Dynamic, Custom, Static).
Type in a domain name that you applied previously.

Type in the login name that you set for applyinghda.
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Password Type in the password that you set for applying doma
4. Click OK button to activate the settings. You will see yseitting has been saved.

The Wildcard and Backup MX features are not supgabfor all Dynamic DNS providers. You
could get more detailed information from their wieks

Disable the Function and Clear all Dynamic DNS Acaants

In the DDNS setup menu, unche€kable Dynamic DNS Setupand pusiClear All button
to disable the function and clear all accounts ftbenrouter.

Delete a Dynamic DNS Account

In the DDNS setup menu, click thedex number you want to delete and then pGitar All
button to delete the account.

3.5.2 Schedule

The Vigor router has a built-in real time clock winican update itself manually or
automatically by means of Network Time Protocol3 . As a result, you can not only
schedule the router to dialup to the Internet spiexified time, but also restrict Internet access
to certain hours so that users can connect tantieeniet only during certain hours, say,
business hours. The schedule is also applicaldthir functions.

You have to set your time before set schedul&ylstem Maintenance>>Time and Date
menu, pres$nquire Time button to set the Vigor router’s clock to currénte of your PC.

The clock will reset once if you power down or tese router. There is another way to set up
time. You can inquiry an NTP server (a time sereerthe Internet to synchronize the router’s
clock. This method can only be applied when the WeaNnection has been built up.

Index Click the number below Index to access into thérsgpage of
schedule.
Status Display if this schedule setting is active or imaet

You can set up to 15 schedules. Then you can dippiy to youtlnternet Accessor VPN
and Remote Access >> LAN-to-LANsettings.

To add a schedule, please click any index, sayihtite 1. The detailed settings of the call
schedule with index 1 are shown below.
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Enable Schedule Setup
Start Date (yyyy-mm-dd)
Start Time (hh:mm)
Duration Time (hh:mm)

Action

Idle Timeout

Example

Check to enable the schedule.

Specify the starting date of the schedule.
Specify the starting time of the schedule.
Specify the duration (or period) for the schedule

Specify which action Call Schedule should appiyirg the
period of the schedule.

Force On Force the connection to be always on.

Force Down Fforce the connection to be always down.
Enable Dial-On-Demand Specify the connection to be
dial-on-demand and the value of idle timeout shdndd
specified inldle Timeout field.

Disable Dial-On-Demand Specify the connection to be up
when it has traffic on the line. Once there isnadfic over idle
timeout, the connection will be down and never gaia during
the schedule.

Specify the duration (or period) for the schedule

How often -Specify how often the schedule will be applied
Once -The schedule will be applied just once

Weekdays Specify which days in one week should perform the
schedule.

Suppose you want to control the PPPoE Internetsaamennection to be always on (Force On)
from 9:00 to 18:00 for whole week. Other time theetnet access connection should be
disconnected (Force Down).

Office
Hour:

(Force On)

Mon - Sun 9:00 am

to 6:00 pm

1. Make sure the PPPOE connection dimde Setupis working properly.
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Configure the PPPoE always on from 9:00 to 18:0@wole week.
Configure the=orce Downfrom 18:00 to next day 9:00 for whole week.

Assign these two profiles to the PPPoE Interneessprofile. Now, the PPPOE Internet

connection will follow the schedule order to penfoForce On or Force Down action

according to the time plan that has been pre-defim¢he schedule profiles.

3.5.3 RADIUS

Remote Authentication Dial-In User Service (RADIUSa security authentication
client/server protocol that supports authenticataarthorization and accounting, which is
widely used by Internet service providers. It is thost common method of authenticating and
authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the syub assist the remote dial-in user or a
wireless station and the RADIUS server in perfogmimutual authentication. It enables
centralized remote access authentication for nétw@nagement.

Enable
Server IP Address

Destination Port

Shared Secret

Re-type Shared Secret

Vigor2800 Series User’s Guide

Check to enable RADIUS client feature
Enter the IP address of RADIUS server

The UDP port number that the RADIUS server is usirte
default value is 1812 , based on RFC 2138.

The RADIUS server and client share a secret thasesl to
authenticate the messages sent between them. iflethmrsust
be configured to use the same shared secret.

Re-type the Shared Secret for confirmation.
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3.5.4 UPnP

TheUPNP (Universal Plug and Play) protocol is supporteiriag to network connected
devices the ease of installation and configuratibich is already available for directly
connected PC peripherals with the existing Wind&®isg and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT viai@al”. This enables applications inside
the firewall to automatically open the ports thayt need to pass through a router. It is more
reliable than requiring a router to work out bylfsvhich ports need to be opened. Further,
the user does not have to manually set up port mgper a DMZUPnNP is available on
Windows XP and the router provides the associated suppoNI&X Messenger to allow full
use of the voice, video and messaging features.

Enable UPNP Service Accordingly, you can enable either tGennection Control
Serviceor Connection Status Service

After settingEnable UPNP Servicesetting, an icon dofP Broadband Connection on Router
on Windows XP/Network Connections will appear. Toanection status and control status
will be able to be activated. The NAT TraversalUstnP enables the multimedia features of
your applications to operate. This has to manwsstyup port mappings or use other similar
methods. The screenshots below show examplessofattility.

The UPNP facility on the router enables UPnP awpmications such as MSN Messenger to
discover what are behind a NAT router. The appticatvill also learn the external IP address
and configure port mappings on the router. Subsgtyisuch a facility forwards packets from
the external ports of the router to the internatpased by the application.
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The reminder as regards concern about Firewall #praP

Can't work with Firewall Software

Enabling firewall applications on your PC may catls2 UPnP function not
working properly. This is because these applicatioill block the accessing ability
of some network ports.

Security Considerations
Activating the UPnP function on your network magun some security threats. You
should consider carefully these risks before atitiggthe UPNnP function.
Some Microsoft operating systems have found outfAeP weaknesses and
hence you need to ensure that you have applieatést service packs and
patches.
Non-privileged users can control some router fumgj including removing
and adding port mappings.
The UPnP function dynamically adds port mappingsemalf of some UPnP-awaie
applications. When the applications terminate atmadly, these mappings may not
be removed.

3.5.5 Quality of Service

Deploying QoS (Quality of Service) management targatee that all applications receive the
service levels required and sufficient bandwidtimiget performance expectations is indeed
one important aspect of modern enterprise network.

One reason for QoS is that numerous TCP-basedcapphis tend to continually increase their
transmission rate and consume all available banttywehich is called TCP slow start. If

other applications are not protected by QoS, itaatract much from their performance in the
overcrowded network. This is especially essentidhbse are low tolerant of loss, delay or
jitter (delay variation), such as voice over IRjJagconferencing, streaming video or data.

Another reason is due to congestions at netwogksettions where speeds of interconnected
circuits mismatch or traffic aggregates, packetsguieue up and traffic can be throttled back
to a lower speed. If there’s no defined prioritysfecify which packets should be discarded
(or in another term “dropped”) from an overflowiggeue, packets of sensitive applications
mentioned above might be the ones to drop off. Hasvwill affect application performance?
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There are two components within Primary configaratf QoS deployment:

Classification: Identifying low-latency or cruciapplications and marking them for
high-priority service level enforcement throughthg network.

Scheduling: Based on classification of service llew@ssign packets to queues and
associated service types

The basic QoS implementation in Vigor routers islassify and schedule packets based on
the service type information in the IP header. iRstance, to ensure the connection with the
headquarter, a teleworker may enforce an indexa$ Qontrol to reserve bandwidth for
HTTPS connection while using lots of applicatiorire same time.

One more larger-scale implementation of QoS netust& apply DSCP (Differentiated
Service Code Point) and IP Precedence disciplineayer 3. Compared with legacy IP
Precedence that uses Type of Service (ToS) fieldaniP header to define 8 service classes,
DSCP is a successor creating 64 classes possitidackward IP Precedence compatibility.
In a QoS-enabled network, or Differentiated Seryi2#fServ or DS) framework, a DS
domain owner should sign a Service License Agreeif®A) with other DS domain owners
to define the service level provided toward traffmm different domains. Then each DS node
in these domains will perform the priority treatrnerhis is called per-hop-behavior (PHB).
The definition of PHB includes Expedited Forwardiidr), Assured Forwarding (AF), and
Best Effort (BE). AF defines the four classes diwdey (or forwarding) classes and three
levels of drop precedence in each class.

Vigor routers as edge routers of DS domain shatkhhe marked DSCP value in the IP
header of bypassing traffic, thus to allocate aeanount of resource execute appropriate
policing, classification or scheduling. The coratess in the backbone will do the same
checking before executing treatments in order smuenservice-level consistency throughout
the whole QoS-enabled network.

However, each node may take different attitude tdvpackets with high priority marking
since it may bind with the business deal of SLA agdifferent DS domain owners. It's not
easy to achieve deterministic and consistent hrgirify QoS traffic throughout the whole
network with merely Vigor router’s effort.

For more effective QoS deployment, you should chieelavailable ADSL upstream and
downstream speed @nline Statusas indicated below before you configure the Qofnggt

The following QoS policies will be defined in therin of ratio of upstream/downstream speed.
We will also provide application QoS requirementeterence to help you accomplish this
task. The setting values will vary depending onrtevork condition.

Click onApplication >>QoS Control. The following screen will appear.
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Enable the QoS Control For V models, the factory default for this is chedko enable.

Direction Define which traffic the QoS Control settings apfy
IN- apply to incoming traffic only.
OUT-apply to outgoing traffic only.
BOTH- apply to both incoming and outgoing traffic.

Index The group index number of QoS Control settings.ré& laege
total 4 groups.

Class Name Define the name for the group index.

Reserved Bandwidth Ratio It is reserved for the group index in the form afio of
reserved bandwidth to upstream speedndreserved
bandwidth to downstream speed

Setup There are two-level of settings:
Basic -setup Reserved Bandwidth Ratio according to tHédra
service type. We provide a list of common servigees.
Advance -custom setting of Reserved Bandwidth Ratio based
on the source address, destination address, DiffSedePoint,
and service type.

Enable UDP Bandwidth Check this and set the limited bandwidth ratiolonright

Control field. This is a protection of TCP application frasince UDP
application traffic such as streaming video wilhaxst lots of
bandwidth.

Limited_bandwidth Ratio  The ratio typed here is used to limit the totaidaidth of UDP
application.

Basic button Click this button to open basic configuration fack index
number.
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Advanced button

Choose one of the items from the left box and AEKD>>.
The selected one will be shown on the right boxrdroove the
selected on from the right box, simply choose the again and
click <<Remove.

Click this button to open advanced configurationdach index
number You can insert, move, edit or delete select rulhim

page.

For inserting a rule, clicknsert to open the following page.

SrcEdit - allows you to edit source address information.
DestEdit - allows you to edit destination address informatilf
you click one of the buttons, you will see thedaling dialog.

From the Address Type drop-down list, please chooseof
the selections as the address tyjo&d type in start IP and end
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IP address and Subnet Mask.

DiffServ CodePoint— all the packets of data will be divided
with different levels and will be processed accogdio the

level type by the systerRlease assign one of the levels of the

data for processing with QoS control.

Service Type-— It determines the service type of the data for
processing with QoS control. It can also be edi&mhply click
Add/Edd/Deletebutton to access into the following page.

You can add a new service name for your necegsisp, you
canEdit/Delete to change the one that you added before.
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Please type in the service name, sebesvice type (TCP/UDP
and both). Next choose either one of the port goméition type
(Single or Range) and type in the range forRbe Number.

+, & - . %

A Virtual Private Network (VPN) is the extensionaprivate network that encompasses links
across shared or public networks like the Intermeshort, by VPN technology, you can send

data between two computers across a shared ocmétivork in a manner that emulates the
properties of a point-to-point private link.

Below shows the menu items for VPN and Remote Ascces

3.6.1 Remote Access Control

Enable the necessary VPN service as you needulingend to run a VPN server inside your
LAN, you should disable the VPN service of VigoruRer to allow VPN tunnel pass through,
as well as the appropriate NAT settings, such aZBMopen port.

3.6.2 PPP General Setup

This submenu only applies to PPP-related VPN caiores; such as PPTP, L2TP, L2TP over
IPSec.
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Dial-In PPP
Authentication PAP Only

PAP or CHAP

Dial-In PPP Encryption
(MPPE Optional MPPE

Mutual Authentication
(PAP)

Start IP Address
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Select this option to force the router to authextéaial-in
users with the PAP protocol.

Selecting this option means the router will attetopt
authenticate dial-in users with the CHAP protoawsitf If the
dial-in user does not support this protocol, il féll back to
use the PAP protocol for authentication.

This option represents that the MPPE encryptiorhogetvill
be optionally employed in the router for the renitd-in
user. If the remote dial-in user does not suppatMPPE
encryption algorithm, the router will transmit “MPPE
encrypted packets”. Otherwise, the MPPE encryptareme
will be used to encrypt the data.

Require MPPE (40/128bits) Selecting this option will force
the router to encrypt packets by using the MPP Eygtion
algorithm. In addition, the remote dial-in userlwie 40-bit
to perform encryption prior to using 128-bit forceyption.

In other words, if 1280-bit MPPE encryption meth®adot
available, then 40-bit encryption scheme will bplegal to
encrypt the data.

Maximum MPPE - This option indicates that the router will
use the MPPE encryption scheme with maximum b$ (1
bits) to encrypt the data.

The Mutual Authentication function is mainly used t
communicate with other routers or clients who need
bi-directional authentication in order to provideosger
security, for example, Cisco routers. So you sheulable
this function when your peer router requires mutual
authentication. You should further specify thger Name
andPasswordof the mutual authentication peer.

Enter a start IP address for the dial-in PPP cdiorecYou
should choose an IP address from the local privetwork.

For example, if the local private network is
192.168.1.0/255.255.255.0, you could choose 19211880 as
the Start IP Address. But, you have to notice thaffirst two
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IP addresses of 192.168.1.200 and 192.168.1.20ksee/ed
for ISDN remote dial-in user.

3.6.3 IPSec General Setup
In IPSec General Setupthere are two major parts of configuration.
There are two phases of IPSec.

Phase 1: negotiation of IKE parameters includinggstion, hash, Diffie-Hellman
parameter values, and lifetime to protect the fuihg IKE exchange, authentication of
both peers using either a Pre-Shared Key or Di§iighature (x.509). The peer that
starts the negotiation proposes all its policieh&oremote peer and then remote peer
tries to find a highest-priority match with its mis. Eventually to set up a secure tunnel
for IKE Phase 2.

Phase 2: negotiation IPSec security methods inofpduthentication Header (AH) or
Encapsulating Security Payload (ESP) for the fallgdKE exchange and mutual
examination of the secure tunnel establishment.

There are two encapsulation methods used in IPBansport andTunnel. TheTransport

mode will add the AH/ESP payload and use origiRahéader to encapsulate the data payload
only. It can just apply to local packet, e.g., L2G\er IPSec. Th&unnel mode will not only

add the AH/ESP payload but also use a new IP h¢@ideneled IP header) to encapsulate the
whole original IP packet.

Authentication Header (AH) provides data authetibceand integrity for IP packets passed
between VPN peers. This is achieved by a keyedaayehash function to the packet to create
a message digest. This digest will be put in theahld transmitted along with packets. On the
receiving side, the peer will perform the same wag-hash on the packet and compare the
value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a secprdfocol that provides data confidentiality
and protection with optional authentication andagmletection service.

IKE Authentication Method This usually applies to those are remote dial-ier g node
(LAN-to-LAN) which uses dynamic IP address and
IPSec-related VPN connections such as L2TP ovesdR&d
IPSec tunnel.
Pre-Shared Key Currently only support Pre-Shared Key
authentication.
Pre-Shared Key-Specify a key for IKE authentication
Re-type Pre-Shared Key€onfirm the pre-shared key.
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IPSec Security Method Medium- Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default,dption is
active.

High - Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You s&gct
encryption algorithm from Data Encryption Stand@d&S),
Triple DES (3DES), and AES.

3.6.4 IPSec Peer ldentity

To use digital certificate for peer authenticatiorither LAN-to-LAN connection or Remote
User Dial-In connection, here you may edit a tablpeer certificate for selection. As shown
below, the router provides 32 entries of digitatibeates for peer dial-in users.

Set to Factory Default Click it to clear all indexes.

Index Click the number below Index to access into thérsgpage of
IPSec Peer Identity.

Name Display the profile name of that index.

Next Click this link to access into next page for sgjtmore
accounts.

Click each index to edit one peer digital certifecal here are three security levels of digital
signature authentication: Fill each necessary felduthenticate the remote peer. The
following explanation will guide you to fill all #1 necessary fields.
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Profile Name Type in a name in this file.
Accept Any Peer ID Click to accept any peer regardless of its identity

Accept Subject Alternative Click to check one specific field of digital signag to accept

Name the peer with matching value. The field canBé\ddress,
Domain, or E-mail Address The box under the Type will
appear according to the type you select and askoyblliin
corresponding setting.

Accept Subject Name Click to check the specific fields of digital signee to accept
the peer with matching value. The field includasuntry (C),
State (ST), Location (L), Organization (O), Organiation
Unit (OU), Common Name (CN),andEmail (E).

3.6.5 Remote User Profiles

You can manage remote access by maintaining adébéenote user profile, so that users can
be authenticated to dial-in or build the VPN conimec You may set parameters including
specified connection peer ID, connection type (MR&uding PPTP, IPSec Tunnel, and L2TP
by itself or over IPSec) and corresponding secumigghods, etc.

The router provides 32 access accounts for diakers. Besides, you can extend the user
accounts to the RADIUS server through the buiREDIUS client function. The following
figure shows the summary table.
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Set to Factory Default
Index

User

Status

Next

Click to clear all indexes.

Click the number below Index to access into thérsgpage of
Remote Dial-in User.

Display the username for the specific dial-in usfathe
LAN-to-LAN profile. The symbol???represents that the
profile is empty.

Display the access state of the specific dial-grus The
symbol V and X represent the specific dial-in usebe active
and inactive, respectively.

Click this link to access into next page for sgjtmore
accounts.

Click each index to edit one remote user profach Dial-In Type requires you to fill the
different corresponding fields on the right. If the fields gray out, it means you may leave it
untouched. The following explanation will guide yaufill all the necessary fields.
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Enable this account

ISDN

PPTP

IPSec Tunnel

L2TP

Specify Remote Node

70

Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. &sfault, the
Idle Timeout is set to 300 seconds.

Allow the remote ISDN dial-in connection. You camther set
up Callback function below. You should set the Udsame and
Password of remote dial-in user below. This feaksifer i
model only.

Allow the remote dial-in user to make a PPTP VPNn&wtion
through the Internet. You should set the User Nante
Password of remote dial-in user below

Allow the remote dial-in user to trigger a IPSecN/P
connection through Internet.

Allow the remote dial-in user to make a L2TP VPNhgection
through the Internet. You can select to use L2 DRebr with
IPSec. Select from below:

None -Do not apply the IPSec policy. Accordingly, the VPN
connection employed the L2TP without IPSec poliag be
viewed as one pure L2TP connection.

Nice to Have -Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-in VPN ceation
becomes one pure L2TP connection.

Must -Specify the IPSec policy to be definitely appliedtbe
L2TP connection.

Check the checkbo¥eu can specify the IP address of the
remote dial-in user or peer ID (used in IKE aggressode).
Uncheck the checkboxFhis means the connection type you
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select above will apply the authentication methanals security
methods in thgeneral settings

User Name This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above.

Password This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above.

IKE Authentication Method This group of fields is applicable for IPSec Tuisrend L2TP
with IPSec Policy when you specify the IP addrddb®
remote node. The only exception is Digital Signat{x.509)
can be set when you select IPSec tunnel either w/@specify
the IP address of the remote node.
Pre-Shared Key -Check the box of Pre-Shared Key to invoke
this function and type in the required charact&r63) as the
pre-shared key.
Digital Signature (X.509) —Check the box of Digital Signature
to invoke this function and select one predefimethe X.509
Peer ID Profiles.

IPSec Security Method This group of fields is a must for IPSec Tunneld B2TP with
IPSec Policy when you specify the remote node. Khee
Medium, DES, 3DES or AES box as the security method
Medium -Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default,dption is
invoked. You can uncheck it to disable it.
High-Encapsulating Security Payload (ESPmeans payload
(data) will be encrypted and authenticated. You s&lgct
encryption algorithm from Data Encryption Stand@b&S),
Triple DES (3DES), and AES.

Local ID - Specify a local ID to be used for Dial-in settimg i
the LAN-to-LAN Profile setup. This item is optionahd can be
used only in IKE aggressive mode.

Callback Function The callback function provides a callback seranby for the
ISDN dial-in user (foi model only). The router owner will be
charged the connection fee by the telecom.

Check to enable Callback functionEnables the callback
function.

Specify the callback numbefThe option is for extra security.
Once enabled, the router will ONLY call back to #pecified
Callback Number.

Check to enable callback budget contreBy default, the
callback function has a time restriction. Oncedakback
budget has been exhausted, the callback mechanisbew
disabled automatically.

Callback Budget (Unit: minutes) Specify the time budget for
the dial-in user. The budget will be decreasedraatally per
callback connection.

3.6.6 LAN to LAN Profiles

Here you can manage LAN-to-LAN connections by namng a table of connection profiles.
You may set parameters including specified conaedlirection (dial-in or dial-out),
connection peer ID, connection type (VPN includf®TP, IPSec Tunnel, and L2TP by itself
or over IPSec) and corresponding security methetds,
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The router provides up to 32 profiles, which alssams supporting 32 VPN tunnels
simultaneously. The following figure shows the suanyriable.

Set to Factory Default Click to clear all indexes.

Name Indicate the name of the LAN-to-LAN profile. Therslgol ???
represents that the profile is empty

Status Indicate the status of individual profiles. The &ghV and X

represent the profile to be active and inactivepeetively.

Click each index to edit each profile and you et the following page. Each LAN-to-LAN
profile includes 4 subgroups. If the fields gray,eumeans you may leave it untouched. The
following explanations will guide you to fill alhe necessary fields.

For the web page is too long, we divide the pageseveral sections for explanation.

Vigor2800 Series User's Guide



Profile Name
Enable this profile

Call Direction

Always On or Idle Timeout

Enable PING to keep alive

PING to the IP

Specify a name for the profile of the LAN-to-LAN rmoection.
Check here to activate this profile.

Specify the allowed call direction of this LAN-toAIN profile.
Both:-initiator/responder

Dial-Out- initiator only

Dial-In- responder only.

Always On-Check to enable router always keep VPN
connection.

Idle Timeout: The default value is 300 seconds. If the
connection has been idled over the value, the reutedrop
the connection.

This function is to help the router to determine $tatus of
IPSec VPN connection, especially useful in the cdse
abnormal VPN IPSec tunnel disruption. For detailsase refer
to the note below. Check to enable the transmissidHNG
packets to a specified IP address.

Enter the IP address of the remote host that Idcatéhe
other-end of the VPN tunnel.

Enable PING to Keep Aliveis used to handle abnormal
IPSec VPN connection disruption. It will help topide the
state of a VPN connection for router’s judgmenteafial.
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ISDN

PPTP

IPSec Tunnel
L2TP with ...

User Name

Password

PPP Authentication

VJ compression

IKE Authentication
Method

IPSec Security Method

Medium
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Normally, if any one of VPN peers wants to discaririe
connection, it should follow a serial of packet lexoge
procedure to inform each other. However, if theatpeer
disconnect without notice, Vigor router will by mdere to
know this situation. To resolve this dilemma, bytwouously
sending PING packets to the remote host, the \figater
can know the true existence of this VPN connecaioa react
accordingly. This is independent of DPD (dead peer
detection).

Build ISDN dial-out connection to the server. Ydwsld set up
Link Type and identity like User Name and Passwordhe
authentication of remote server. You can furthéupeCallback
(CBCP) function below. This feature is useful fanodel only.

Build a PPTP VPN connection to the server throdnghliternet.
You should set the identity like User Name and Rasd
below for the authentication of remote server.

Build a IPSec VPN connection to the server throungérnet.

Build a L2TP VPN connection through the Internéu can
select to use L2TP alone or with IPSec. Select foefow:
None: Do not apply the IPSec policy. Accordingly, theN/P
connection employed the L2TP without IPSec poliag be
viewed as one pure L2TP connection.

Nice to Have: Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-out VPN ection
becomes one pure L2TP connection.

Must: Specify the IPSec policy to be definitely appl@dthe
L2TP connection.

This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above.

This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above.

This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above. PAP/CHAP is the most camm
selection due to wild compatibility.

This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above. VJ Compression is used €P/IP
protocol header compression. Normally seYés to improve
bandwidth utilization.

This group of fields is applicable for IPSec Tursnahd L2TP
with IPSec Policy.

Pre-Shared Keylnput 1-63 characters as pre-shared key.
Digital Signature (X.509)- Select one predefined in the
X.509 Peer ID Profiles.

This group of fields is a must for IPSec Tunneld BRTP with
IPSec Policy.

Authentication Header (AH) means data will be authenticated,

but not be encrypted. By default, this option igwac

High (ESP-Encapsulating Security Payload)means payload
(data) will be encrypted and authenticated. Séfeah below:
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Advanced
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DES without Authentication -Use DES encryption algorithm
and not apply any authentication scheme.

DES with Authentication-Use DES encryption algorithm and
apply MD5 or SHA-1 authentication algorithm.

3DES without Authentication-Use triple DES encryption
algorithm and not apply any authentication scheme.

3DES with Authentication-Use triple DES encryption
algorithm and apply MD5 or SHA-1 authenticationalthm.
AES without Authentication-Use AES encryption algorithm
and not apply any authentication scheme.

AES with Authentication-Use AES encryption algorithm and
apply MD5 or SHA-1 authentication algorithm.

Specify mode, proposal and key life of each IKEggha
Gateway etc.
The window of advance setup is shown as below:

IKE phase 1 mode Select fromMain mode andAggressive
mode. The ultimate outcome is to exchange secprdgosals
to create a protected secure chandein mode is more secure
thanAggressivemode since more exchanges are done in a
secure channel to set up the IPSec session. Howaeer
Aggressivemode is faster. The default value in Vigor rouser
Main mode.

IKE phase 1 proposalfo propose the local available
authentication schemes and encryption algorithntsed/PN
peers, and get its feedback to find a match. Twolbtoations
are available for Aggressive mode and nineMain mode. We
suggest you select the combination that coversnitest
schemes.

IKE phase 2 proposalfo propose the local available
algorithms to the VPN peers, and get its feedbadint a
match. Three combinations are available for botdesoWe
suggest you select the combination that coversnitst
algorithms.

IKE phase 1 key lifetime+or security reason, the lifetime of
key should be defined. The default value is 28&@®rds. You
may specify a value in between 900 and 86400 sscond
IKE phase 2 key lifetime+or security reason, the lifetime of
key should be defined. The default value is 36@0Dsds.

You may specify a value in between 600 and 86400rsis.
Perfect Forward Secret (PFS)fhe IKE Phase 1 key will be
reused to avoid the computation complexity in ptasenhe
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Callback Function
(for I models only)

Allowed Dial-In Type
ISDN:

PPTP

default value is inactive this function.

Local ID-In Aggressivemode, Local ID is on behalf of the IP
address while identity authenticating with remotN/server.
The length of the ID is limited to 47 characters.

The callback function provides a callback servis@aaart of
PPP suite only for the ISDN dial-in user. The rowener
will be charged the connection fee by the telecom.
Require Remote to CallbackEnable this to let the router to
require the remote peer to callback for the conoect
afterwards.

Provide ISDN Number to Remoteh the case that the
remote peer requires the Vigor router to callbdoi,local
ISDN number will be provided to the remote peere¢khhere
to allow the Vigor router to send the ISDN numlzettte
remote router. This feature is useful fanodel only.

Determine the dial-in connection with different &g

Allow the remote ISDN dial-in connection. Younchurther set
up Callback function below. You should set the Udsame and
Password of remote dial-in user below. This feaisiteseful for
i model only.

Allow the remote dial-in user to make a PPTP VPNn&wtion
through the Internet. You should set the User Nante
Password of remote dial-in user below.
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IPSec Tunnel Allow the remote dial-in user to trigger a IPSecN/P
connection through Internet.

L2TP Allow the remote dial-in user to make a L2TP VPNhgection
through the Internet. You can select to use L2 DRebr with
IPSec. Select from below:

None-Do not apply the IPSec policy. Accordingly, theNP
connection employed the L2TP without IPSec poliag be
viewed as one pure L2TP connection.

Nice to Have Apply the IPSec policy first, if it is applicable
during negotiation. Otherwise, the dial-in VPN ceation
becomes one pure L2TP connection.

Must- Specify the IPSec policy to be definitely appl@dthe
L2TP connection.

Specify CLID or Remote  You can specify the IP address of the remote diaiser or

VPN Gateway peer ID (should be the same with the ID settindiat-in
type) by checking the box. Enter Peer ISDN numbgoul
select ISDN above (This feature is usefulifarodel only.).
Also, you should further specify the correspondiegurity
methods on the right side.

If you uncheck the checkbpthe connection type you select
above will apply the authentication methods andissc
methods in the general settings.

User Name This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above.

Password This field is applicable when you select PPTP of R2v/ or
w/out IPSec policy above.

VJ Compression VJ Compression is used for TCP/IP protocol header
compression. This field is applicable when youadRPTP or
L2TP w/ or w/out IPSec policy above.

IKE Authentication This group of fields is applicable for IPSec Tusnahd L2TP

Method with IPSec Policy when you Specify ISDN CLID (fomodel
only) or Remote VPN Gateway Peer ISDN Number (for
model only) or Peer VPN Server IP. The only exaepis
Digital Signature (X.509) can be set when you sdR8ec
tunnel either w/ or w/o specify the CLID or IP aesls of the
remote node.
Pre-Shared Key -Input 1-63 characters as pre-shared key.
Digital Signature (X.509) -Select one predefined in the
X.509 Peer ID Profiles.

IPSec Security Method This group of fields is a must for IPSec Tunneld B2TP with
IPSec Policy when you specify the remote node.
Medium- Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default,dption is
active.
High- Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You s&gct
encryption algorithm from Data Encryption Stand@b&S),
Triple DES (3DES), and AES.

Callback Function The callback function provides a callback serdngy for the
ISDN dial-in user (this feature is useful famodel only). The
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My WAN IP

Remote Gateway IP

Remote Network IP/
Remote Network Mask

More

RIP Direction

RIP Version

For NAT operation, treat
remote sub-net as

router owner will be charged the connection fe¢heytelecom.
Check to enable Callback functionEnables the callback
function.

Callback number-The option is for extra security. Once
enabled, the router will ONLY call back to the sfied
Callback Number.

Callback budget By default, the callback function has
limitation of callback period. Once the callbacldget is
exhausted, the function will be disabled autom#yica
Callback Budget (Unit: minutes)- Specify the time budget for
the dial-in user. The budget will be decreasedraatally per
callback connection. The default value 0 meansmitdtion of
callback period.

This field is only applicable when you select PROFR2TP w/
or w/out IPSec policy above. The default value.& @O0, which
means the Vigor router will get a PPP IP addrezs fihe
remote router during the IPCP negotiation phastelfPPP IP
address is fixed by remote side, specify the fikedddress
here.

This field is only applicable when you select PROFR2TP w/
or w/out IPSec policy above. The default value.& @O0, which
means the Vigor router will get a remote Gatewalp P
address from the remote router during the IPCP treggm
phase. If the PPP IP address is fixed by remote specify the
fixed IP address here.

Add a static router to direct all traffic destinedhis Remote
Network IP Address/ Remote Network Mask through the
VPN connection. For IPSec, this is the destinatieents IDs
of phase 2 quick mode.

Add a static router to direct all traffic destinedmore Remote
Network IP Addresses/ Remote Network Mask throumgh t
VPN connection. This is usually used when you fimete are
several subnets behind the remote VPN router.

The option specifies the direction of RIP (Routinfprmation
Protocol) packets. You can enable/disable onerettion here.
Herein, we provide four options: TX/RX Both, TX @nRX
Only, and Disable.

Select the RIP protocol version. Specify Ver. 2dogatest
compatibility.

While communicating with remote subnet, the roater treat
it as private subnet by sending packets with tiierts
private IP address, or treat it as public subnetdnding
packets with the router’s public IP address.

3.6.7 VPN Connection Management

You can find the summary table of all VPN conneasioYou may disconnect any VPN
connection by clickindorop button. You may also aggressively Dial-out by gdial-out
Tool and clickingDial button.
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Dial

Refresh Seconds

Refresh
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Click this button to execute dial out function.

Choose the time for refresh the dail informatioroam5, 10,
and 30.

Click this button to refresh the whole connectitatiss.
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A digital certificate works as an electronic ID, isnis issued by a certification authority

(CA). It contains information such as your nameedal number, expiration dates etc., and the
digital signature of the certificate-issuing autthoso that a recipient can verify that the
certificate is real. Here Vigor router support thfjcertificates conforming to standard X.509.

Any entity wants to utilize digital certificatesalid first request a certificate issued by a CA
server. It should also retrieve certificates ofeottiusted CA servers so it can authenticate the
peer with certificates issued by those trusted €&ess.

Here you can manage generate and manage the igital dertificates, and set trusted CA
certificates. Remember to adjust the time of Vigarter before using the certificate so that
you can get the correct valid period of certificate

Below shows the menu items for Certificate Manag@me

3.7.1 Local Certificate

Generate Click this button to opefsenerate Certificate Request
window.
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Type in all the information that the window requdsten click

Generateagain.

Import Click this button to import a saved file as thetifieation
information.

Refresh Click this button to refresh the information listeelow.

View Click this button to view the detailed settings dartificate
request.

After clicking Generate the generated information will be displayed oawindow below:

3.7.2 Trusted CA Certificate

Trusted CA certificate lists three sets of trusi#scertificate.

To import a pre-saved trusted CA certificate, pdealckIMPORT to open the following
window. UseBrowse... to find out the saved text file. Then click ImpdFhe one you
imported will be listed on the Trusted CA Certitieavindow. Then clickmport to use the
pre-saved file.
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For viewing each trusted CA certificate, cligiew to open the certificate detail information
window. If you want to delete a CA certificate, dse the one and clidBeleteto remove all
the certificate information.

Voice over IP network (VolP) enables you to userymeadband Internet connection to make
toll quality voice calls over the Internet.

There are many different call signaling protocaigthods by which VolP devices can talk to
each other. The most popular protocols are SIP, FiG@egaco and H.323. These protocols
are not all compatible with each other (exceptavgoft-switch server).

The Vigor V models support the SIP protocol as ihisn ideal and convenient deployment
for the ITSP (Internet Telephony Service Provider)l softphone and is widely supported.
SIP is an end-to-end, signaling protocol that distiads user presence and mobility in VolP
structure. Every one who wants to talk using his81® Uniform Resource ldentifier, “SIP
Address”. The standard format of SIP URI is

sip: user:password @ host: port

Some fields may be optional in different use. Inggel, "host” refers to a domain. The
“userinfo” includes the user field, the passworddiand the @ sign following them. This is
very similar to a URL so some may call it “SIP URISIP supports peer-to-peer direct calling
and also calling via a SIP proxy server (a rolelainto the gatekeeper in H.323 networks),
while the MGCP protocol uses client-server architex; the calling scenario being very
similar to the current PSTN network.
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After a call is setup, the voice streams transmitRT P (Real-Time Transport Protocol).
Different codecs (methods to compress and encadedice) can be embedded into RTP
packets. Vigor V models provide various codecdumiog G.711 A/ -law, G.723, G.726 and
G.729 A & B. Each codec uses a different bandwaditi hence provides different levels of
voice quality. The more bandwidth a codec usedbétter the voice quality, however the
codec used must be appropriate for your Internetivadth.

Usually there will be two types of calling scenaas illustrated below:

Calling via SIP Servers

First, the Vigor V models of yours will have to reigr to a SIP Registrar by sending
registration messages to validate. Then, bothgsuSIP proxies will forward the
sequence of messages to caller to establish temses

If you both register to the same SIP Registram iheiill be illustrated as below:

The major benefit of this mode is that you don¥éné& memorize your friend’s IP
address, which might change very frequently ifdygmamic. Instead of that, you will
only have to usinglial plan or directly dial your friend’sccount nameif you are with
the same SIP Registrar. Please refer tdettaample 1 and 2 in the Calling Scenario.

Peer-to-Peer

Before calling, you have to know your friend’s Ieldkess. The Vigor VolP Routers will
build connection between each other. Please refitreExample 3 in the Calling
Scenario.

Our Vigor V models firstly apply efficient codecesigned to make the best use of
available bandwidth, but Vigor V models also equith automatic QoS assurance.
QoS Assurance assists to assign high priority toevivaffic via Internet. You will
always have the required inbound and outbound baltichthat is prioritized exclusively
for Voice traffic over Internet but you just geturadata a little slower and it is tolerable
for data traffic.
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Below shows the menu items for Certificate Manag@me

3.8.1 DialPlan

This page allows you to set phone book and digj foathe VolP function. Click thBhone
Book andDigit Map links on the page to access into next pages &pldn settings.

Phone Book

In this section, you can set your VoIP contactther‘phonebook” we called DialPlan - help
you to make calls quickly and easily by using “spdel” Phone NumberThere are total 60
index entries in the DialPlan for you to storeyallr friends and family members’ SIP

addresses.

Click any index number to display the dial plarupgpbage.
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Enable Click this to enable this entry.

Phone Number The speed-dial number of this index. This canrberaumber
you choose, using digis9 and* .

Display Name The Caller-ID that you want to be displayed onryiiend’s
screen. This let your friend can easily know wiaatling
without memorizing lots of SIP URL Address.

SIP URL Enter your friend’s SIP Address

Digit Map

For the convenience of user, this page allows usegdit prefix number for the SIP account
with adding number, stripping number or replacingiber. It is used to help user having a
quick and easy way to dial out through VolIP inteefa

Enable Check this box to invoke this setting.
Prefix Number The phone number set here is used to add, stripptace the
OP number.
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Mode None- No action.
Add - When you choose this mode, the OP number will be
added with the prefix number for calling out thrbube
specific VolIP interface.
Strip - When you choose this mode, the OP number will be
deleted by the prefix number for calling out thrbuge specific
VolIP interface. Take the above picture (Prefix Eabétup web
page) as an example, the OP numbe&8&will be deleted
completely for the prefix number is set waB6.
Replace- When you choose this mode, the OP number will be
replaced by the prefix number for calling out thgbuhe
specific VoIP interface. Take the above picturee{fRrTable
Setup web page) as an example, the OP numI836&will be
replaced completely by 03 for the prefix numbesaswith03.

OP Number The front number you type here is the first parthef account
number that you want to execute special functiaogeding to
the chosen mode) by using the prefix number.

Min Len Set the minimal length of the dial number for apudythe
prefix number settings. Take the above picturef(Piable
Setup web page) as an example, if the dial numétevden 7
and 9, that number can apply the prefix numbemggtthere.

Max Len Set the maximum length of the dail number for aijmg\the
prefix number settings.

Interface Choose the one that you want to enable the prefmber
settings from theix pre-saved SIP accounts.

3.8.2 SIP Accounts

In this section, you set up your own SIP settivgbhen you apply for an account, your SIP
service provider will give you aAiccount Nameor user nameSIP Registrar, Proxy, and
Domain name (The last three might be the same in some c@ikeh you can tell your folks
your SIP Address as #ficcount Name@ Domain name

As Vigor VoIP Router is turned on, it will first gester with Registrar using
AuthorizationUser@Domain/Realm. After that, youll eall be bypassed by SIP Proxy to the
destination using AccountName@Domain/Realm as ikyent
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Index
Profile

Domain/Realm

Proxy

Account Name
Ring Port

STUN Server
External IP

SIP PING interval

Status
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Click this link to access into next page for sgts5IP account.
Display the profile name of the account.

Display the domain name or IP address of the SjRtrar
server.

Display the domain name or IP address of the SéRypserver.
Display the account name of SIP address before @.
Specify which port will ring when receiving a phocegl.

Type in the IP address of the STUN server.

Type in the gateway IP address.

The default value is 150sec. It is useful for atBlcserver NAT
Traversal Support.

Show the status for the corresponding SIP accéuntieans
such account is registered on SIP server succhssfuheans
the account is failed to register on SIP server.
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Profile Name

Register via

SIP Port

Domain/Realm

Proxy

Act as Outbound Proxy
Display Name

Account Number/Name

Authentication ID

Assign a name for this profile for identifying. Yoan type
similar name with the domain. For example, if toenéin name
is draytel.org then you might setraytel-1in this field.

If you want to make VolIP call without register panal
information, please choo®ne and check the box to achieve
the goal.Some SIP server allows user to use VolIP function
without registering. For such server, please chieelbox of
make call without register. ChoosingAuto is recommended.
The system will select a proper way for your Voi.c

Set the port number for sending/receiving SIP nues$ar
building a session. The default valu&@60.Your peer must
set the same value in his/her Registrar.

Set the domain name or IP address of the SIP Ragssirver.

Set domain name or IP address of SIP proxy seByethe time
you can typgort number after the domain name to specify that
port as the destination of data transmission (e.g.,
nat.draytel.orcp065

Check this box to make the proxy acting as outbqunoaty.

The caller-1D that you want to be displayed on yiend’'s
screen.

Enter your account name of SIP Address, e.g. eeatybefore
@.

Check the box to invoke this function and enterrthme or
number used for SIP Authorization with SIP Regrstifathis
setting value is the same as Account Name, ittisiacessary
for you to check the box and set any value infikigl.
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Password

Expiry Time

NAT Traversal Support

Ring Port
Ring Pattern

The password provided to you when you registeréd aviSIP
service.

The time duration that your SIP Registrar servepkeyour
registration record. Before the time expires, theer will send
another register request to SIP Registrar again.

If the router (e.g.broadband router) you use connects to
internet by other device, you have to set this fioncfor your
necessity.

None —Disable this function.

Stun — Choose this option if there is Stun server mtedifor
your router.

Manual — Choose this option if you want to specify an exdae
IP address as the NAT transversal support.

Nortel — If the soft-switch that you use supports nastdltion,
you can choose this option.

Set VoIP 1 or VoIP 2 as the default ring port.

Choose a ring tone type for the VolP phone call.

Below shows successful SIP accounts for your retere
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3.8.3 Phone Settings

This page allows user to set phone settings foP\lohnd VoIP 2 respectively.

RTP Symmetric RTP — Check this box to invoke the function. To
make the data transmission going through on batlk eflocal
router and remote router not misleading due t#® (for
example, sending data from the public IP of remotger to the
private IP of local router), you can check this bosolve this
problem.

Dynamic RTP port start - Specifies the start port for RTP
stream. The default value is 10050.

Dynamic RTP port end - Specifies the end port for RTP
stream. The default values is 15000.

RTP TOS- It decides the level of VolP package. Use th@dro
down list to choose any one of them.

Click the numbed or 2 link under Index column, you can access into thedwing page for
configuring Phone settings.
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Hotline

Session Timer

T.38 Fax function

Call Forwarding

DND (Do Not Disturb)
mode

Call Waiting

Call Transfer
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Check the box to enable it. Type in the SIP URthmfield for
dialing automatically when you pick up the phone se

Check the box to enable the function. In the lichitiene that
you set in this field, if there is no response,¢benecting call
will be closed automatically.

If the remote end also supports FAX function, yaa check
this box to enable this function.

There are four options for you to chooBésableis to close call
forwarding functionAlways means all the incoming calls will
be forwarded into SIP URL without any reasBasy means
the incoming calls will be forwarded into SIP URhlpwhen
the local system is busio answermeans if the incoming
calls do not receive any response, they will bevéoded to the
SIP URL by the time out.

SIP URL — Type in the SIP URL (e.g., aaa@draytel.org or
abc@iptel.org) as the site for call forwarded.

Time Out — Set the time out for the call forwarding. The
default setting is 30 sec.

Set a period of peace time without disturbing byR/phone
call. During the period, the one who dial in wiiten busy
tone, yet the local user will not listen any rioge.

Schedule Enter the index of schedule profiles to control the
DND mode according to the preconfigured schediReser to
section3.5.2 Scheduldor detailed configuration.

Check this box to invoke this function. A noticiad will
appear to tell the user new phone call is waitorgybur
response. Click hook flash to pick up the waitifgppe call.

Check this box to invoke this function. Click haidsh to
initiate another phone call. When the phone caihection
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Prefer Codec

Default SIP Account

Play dial tone only when
account registered

succeeds, hang up the phone. The other two sides ca
communicate, then.

Select one of five codecs as the default for yoolP\talls. The
codec used for each call will be negotiated wighpgleer party
before each session, and so many not be your tefaite.
The default codec is G.729A/B; it occupies littendwidth
while maintaining good voice quality.

If your upstream speed is only 64Kbps, do not ugéIscodec.
It is better for you to have at least 256Kbps wgzstr if you
would like to use G.711.

Single Codec- If the box is checked, only the selected Codec
will be applied.

Packet SizeThe amount of data contained in a single packet.
The default value is 20 ms, which means the datkgbawill
contain 20 ms voice information.

Voice Active Detector - This function can detect if the voice
on both sides is active or not. If not, the routdr do
something to save the bandwidth for other usingk@n to
invoke this function; click off to close the funri.

There are six groups of SIP accounts that you earuse the
drop down list to choose the profile name of thecaat as the
default one.

Check this box to invoke the function.
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3.8.4 Status

On VolP call status, you can find codec, connecéind other important call status for both

VolIP 1 and 2 ports.

Refresh Seconds

Port

Status

Codec
PeerlD

Connect Time
Tx Pkts

Rx Pkts

Rx Losts
Rx Jitter
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Specify the interval of refresh time to obtain thest VVolP
calling information. The information will update mediately
when the Refresh button is clicked.

It shows current connection status for the poN@ifP1 and
VolP2.

It shows the VoIP connection status.

IDLE - Indicates that the VolIP function is idle.

HANG_UP - Indicates that the connection is not established
(busy tone).

CONNECTING - Indicates that the user is calling out.
WAIT_ANS - Indicates that a connection is launched and
waiting for remote user’s answer.

ALERTING - Indicates that a call is coming.

ACTIVE- Indicates that the VoIP connection is launched.

Indicates the voice codec employed by present @lann

The present in-call or out-call peer ID (the formaty be IP or
Domain).

The format is represented as seconds.

Total number of transmitted voice packets durhig t
connection session.

Total number of received voice packets during tlisnection
session.

Total number of lost packets during this connecttession.

The jitter of received voice packets.
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In Calls The accumulating in-call times.

Out Calls The accumulating out-call times.
Speaker Gain The volume of present call.
Log Display logs of VoIP calls.

2 %&

| Note: This function is used for G models only.

3.9.1 Basic Concepts

Over recent years, the market for wireless comnaiions has enjoyed tremendous growth.
Wireless technology now reaches or is capableagfhi@g virtually every location on the
surface of the earth. Hundreds of millions of peaptchange information every day via
wireless communication products. The Vigor G modekt,a. Vigor wireless router, is
designed for maximum flexibility and efficiency afsmall office/home. Any authorized staff
can bring a built-in WLAN client PDA or notebookdana meeting room for conference
without laying a clot of LAN cable or drilling hdeeverywhere. Wireless LAN enables high
mobility so WLAN users can simultaneously accetsaN facilities just like on a wired

LAN as well as Internet access.

The Vigor wireless routers are equipped with a g LAN interface compliant with the
standard IEEE 802.11g protocol. To boost its penéoice further, the Vigor Router is also
loaded with advanced wireless technology Sup& @ lift up data rate up to 108 Mbps*.
Hence, you can finally smoothly enjoy stream masid video.

Note:* The actual data throughput will vary accordingte hetwork conditions
and environmental factors, including volume of netkvraffic, network overhead
and building materials.

In an Infrastructure Mode of wireless network, \figareless router plays a role as an Access
Point (AP) connecting to lots of wireless clientsStations (STA). All the STAs will share the
same Internet connection via Vigor wireless routére General Settingswill set up the
information of this wireless network, including BSID as identification, located channel etc.

Security Overview
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Real-time Hardware Encryption: Vigor Router is equipped with a hardware AES entoyp
engine so it can apply the highest protection war ylata without influencing user experience.

Complete Security Standard SelectionTo ensure the security and privacy of your wirgles
communication, we provide several prevailing stadsi@n market.

WEP (Wired Equivalent Privacy) is a legacy methmencrypt each frame transmitted via
radio using either a 64-bit or128-bit key. Usuabcess point will preset a set of four keys and
it will communicate with each station using onlyeaout of the four keys.

WPA(Wi-Fi Protected Access), the most dominatingusily mechanism in industry, is
separated into two categories: WPA-personal oedalV/PA Pre-Share Key (WPA/PSK), and
WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for ygmtoon during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) fdata encryption while WPA2 applies AES.
The WPA-Enterprise combines not only encryptionddsb authentication.

Since WEP has been proved vulnerable, you may @denasing WPA for the most secure
connection. You should select the appropriate #gamechanism according to your needs.
No matter which security suite you select, theyadlllenhance the over-the-air data
protection and /or privacy on your wireless netwdrke Vigor wireless router is very flexible
and can support multiple secure connections with B¢EP and WPA at the same time.

Example 1

Example 2
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Example 3

Separate the Wireless and the Wired LAN- WLAN Isoléion enables you to isolate your
wireless LAN from wired LAN for either quarantine lomit access reasons. To isolate means
neither of the parties can access each other.abmedte an example for business use, you
may set up a wireless LAN for visitors only so tloey connect to Internet without hassle of
the confidential information leakage. For a moexithle deployment, you may add a filter of
MAC address to isolate single user’s access froradiLAN.

Manage Wireless Stations - Station Liswill display all the station in your wireless netko
and the status of their connection.

Below shows the menu items for Wireless LAN.

3.9.2 General Settings

By clicking theGeneral Settings a new web page will appear so that you couldigang the
SSID and the wireless channel. Please refer téotlosving figure for more information.
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Enable Wireless LAN Check the box to enable wireless function.

Mode Select an appropriate wireless mode.
Mixed (11b+11g+SuperG) -The radio can support
IEEE802.11b, IEEE8B02.11g and SuperG protocols
simultaneously.
Mixed (11b+11g) -The radio can support both
IEEE802.11b and IEEE802.11g protocols simultangousl|
SuperG - The radio only supports SuperG.
11g only -The radio only supports IEEE802.11g.
11b only - The radio only supports IEEE802.11b.

Index(1-15) Set the wireless LAN to work at certain time insdronly.
You may choose up to 4 schedules out of the 15dsitée
pre-defined iMpplications >> Call Schedulesetup. The
default setting of this filed is blank and the ftion will
always work.

SSID The default SSID is "default”. We suggest you deait to
a particular name. It is the identification of thizeless
LAN. SSID can be any text numbers or various specia
characters.

Channel The channel of frequency of the wireless LAN. Thédilt
channel is 6. You may switch channel if the selkcte
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channel is under serious interference.

Hide SSID Check it to prevent from wireless sniffing and méke
harder for unauthorized clients or STAs to joinyou
wireless LAN. Depending on the wireless utilitye thiser
may only see the information except SSID or jusinca
see any thing about Vigor wireless router while sit
surveying.

Long Preamble This option is to define the length of the syndédim a
802.11 packet. Most modern wireless network uses sh
preamble with 56 bit sync filed instead of longgmble
with 128 bit sync field. However, some original 11b
wireless network devices only support long preamble
Check it to uséong Preambleif needed to communicate
with this kind of devices.

3.9.3 Security

By clicking theSecurity Settings a new web page will appear so that you couldigarg the
settings of WEP and WPA.
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Mode There are several modes provided for you to choose.

Disable- Turn off the encryption mechanism.

WEP Only - Accepts only WEP clients and the encryption
key should be entered in WEP Key.

WEP/802.1x Only -Accept WEP clients with 802.1x
authentication. Since the key will be auto-negetiat
during authentication, the field of key settingdwelwill be
not available for input.

WEP or WPA/PSK - Accepts WEP and WPA clients with
legal key accordingly. Only Mixed (WPA+WPA2) is
applicable if you select WPA/PSK.

WEP/802.1x or WPA/802.1x Accept WEP or WPA
clients with 802.1x authentication. Only
Mixed(WPA+WPA2) is applicable if you select WPA/PSK
Since the key will be auto-negotiated during autication,
the field of key setting below will be not availaldbr input.
WPA/PSK Only - Accepts WPA clients and the
encryption key should be entered in PSK. Rementoer t
select WPA type to define either Mixed or WPA2 oimly
the field below.

WPA/802.1x Only -Accept WPA clients with 802.1x
authentication. Remember to select WPA type taneefi
either Mixed or WPAZ2 only in the field below. Sinde

key will be auto-negotiated during authenticatithe field

of key setting below will be not available for iripu

WPA The WPA encrypts each frame transmitted from #ulor
using the key, which either PSK entered manuallyis
field below or automatically negotiated via 802.1x
authentication.

Type - Select from Mixed (WPA+WPA2) or WPA2 only.
Pre-Shared Key (PSK)- Either8~63ASCII characters,
such as 012345678..(or 64 Hexadecimal digits lepbijn
0x, such as "0x321253abcde...").

WEP 64-Bit - For 64 bits WEP key, eithé& ASCII characters,
such as 12345 (or 10 hexadecimal digitals leadyn@x)
such as 0x4142434445.)
128-Bit - For 128 bits WEP key, eith&3 ASCII
characters, such as ABCDEFGHIJKLM (or 26
hexadecimal digits leading by 0x, such as
0x4142434445464748494A4BACAD).

All wireless devices must support the same WEP
encryption bit size and have the same key. Fous kan
be entered here, but only one key can be seletietirae.
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3.9.4 Access Control

The keys can be entered in ASCII or Hexadecimakdkh
the key you wish to use.

For additional security of wireless access,Aleess Controlfacility allows you to restrict
the network access right by controlling the wirele&AN MAC address of client. Only the
valid MAC address that has been configured cansacite wireless LAN interface. By
clicking theAccess Contro] a new web page will appear, as depicted belowhatoyou
could edit the clients’ MAC addresses to contreirthccess rights.

Enable Access Control

Policy

MAC Address Filter

Attribute

Add

Select to enable the MAC Address access contralifea

Select to enable any one of the following poliCoose
Activate MAC address filter to type in the MAC
addresses for other clients in the network manually
Choosdsolate WLAN from LAN will separate all the
WLAN stations from LAN based on the MAC Address.lis

Display all MAC addresses that are edited befooeir F
buttons (Add, Remove,

Client's MAC Address - Manually enter the MAC
address of wireless client.

v - select to apply VPN to the connection of the vessl
client of the MAC address.

s -select to isolate the wireless connection of thelwss
client of the MAC address from LAN.

Add a new MAC address into the list.
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Remove Delete the selected MAC address in the list.

Edit Edit the selected MAC address in the list.
Cancel Give up the access control set up.

OK Click it to save the access control list.
Clear All Clean all entries in the MAC address list.

3.9.5 Station List

Station List provides the knowledge of connecting wirelessntdignow along with its status
code. There is a code summary below for explanakonconvenienfccess Contro) you
can select a WLAN station and cligkld to Access Controlbelow.

Refresh Click this button to refresh the status of statish

Add Click this button to add current selected MAC a&ddrinto
Access Contrad.
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3 4 .0

For the system setup, there are several itemgduoahave to know the way of configuration:
Status, Administrator Password, Configuration Bapcksyslog, Time setup, Reboot System,
Firmware Upgrade.

Below shows the menu items for System Maintenance.

3.10.1 System Status

TheSystem Statugprovides basic network settings of Vigor routeintiudes LAN and
WAN interface information. Also, you could get thigrrent running firmware version or
firmware related information from this presentation

Model Name Display the model name of the router.

Firmware Version Display the firmware version of the router.

Build Date&Time Display the date and time of the current firmwaméd.

MAC Address Display the MAC address of the LAN Interface.

1* IP Address Display the IP address of the LAN interface.

1* Subnet Mask Display the subnet mask address of the LAN interfa

DHCP Server Display the current status of DHCP server of theN\LA
interface.

MAC Address Display the MAC address of the WAN Interface.

IP Address Display the IP address of the WAN interface.
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Default Gateway Display the assigned IP address of the defaudivgmsy.

DNS Display the assigned IP address of the primary DNS
Port Display the available VoIP ports.

SIP registrar Display theregistered SIP Server.

Account ID Display the default account name.

Register Display the result if the register is successfuhai.
Codec Display the used Codec.

In Calls Display the number of in calls.

Out Calls Display the number of out calls.

MAC Address Display the MAC address of the wireless LAN.
Frequency Domain It can be Europe (13 usable channels), USA (&blas

channels) etc. The available channels supportetidoy
wireless products in different countries are vasiou

Firmware Version It indicates information about equipped WLAN rRidii
card. This also helps to provide availability ofreo
features that are bound with some WLAN miniPCi card

3.10.2 Administrator Password

This page allows you to set new password.

Old Password Type in the old password. The factory defaultisgttor
password is blank.

New Password Type in new password in this filed.

Retype New Password Type in the new password again.

When you click OK, the login window will appear eBke use the new password to access into
the web configurator again.

3.10.3 Configuration Backup

Backup the Configuration
Follow the steps below to backup your configuration

1. Go toSystem Maintenance>> Configuration Backup. The following windows will be
popped-up, as shown below.
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2. Click Backup button to get into the following dialog. Clickavebutton to open another

dialog for saving configuration as a file.

3. In Save Asdialog, the default filename eonfig.cfg You could give it another name by
yourself.

4. Click Savebutton, the configuration will download automatlgab your computer as a
file namedconfig.cfg.

The above example is usiigindows platform for demonstrating examples. TMac or
Linux platform will appear different windows, but theckap function is still available.
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Restore Configuration

1. Go toSystem Maintenance>> Configuration Backup. The following windows will be
popped-up, as shown below.

2. Click Browse button to choose the correct configuration filedploading to the router.

3. Click Restorebutton and wait for few seconds, the following pret will tell you that

the restoration procedure is successful.

3.10.4 Syslog/Mail Alert

SysLog function is provided to help users to manituter. There is no bother to directly get
into the Web Configurator of the router or borrogbdg equipments.

Enable Click “Enable’ to activate this function.

Syslog Server IP The IP address of the Syslog server.

Destination Port Assign a port for the Syslog protocol.

SMTP Server The IP address of the SMTP server.

Mail To Assign a mail address for sending mails out.
Return-Path Assign a path for receiving the mail from outside.

Click OK to save these settings.
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For viewing the Syslog, please do the following:
1. Just set your monitor PC’s IP address in the f¢l8erver IP Address

2. Install the Router Tools in tHetility within provided CD. After installation, click ohe
Router Tools>>Syslogrom program menu.

3. From the Syslog screen, select the router you wwamonitor. Be reminded that in
Network Information , select the network adapter used to connect tootlter.
Otherwise, you won't succeed in retrieving inforioatfrom the router.
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3.10.5 Time and Date

It allows you to specify where the time of the enghould be inquired from.

Current System Time

Use Browser Time
Use Internet Time

Time Protocol

Server IP Address

Time Zone

Automatically Update Interval
Click OK to save these settings.
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Click Inquire Time to get the current time.

Select this option to use the browser time froergmote
administrator PC host as router’s system time.

Select to inquire time information from Time Searoa the
Internet using assigned protocol.

Select a time protocol.
Type the IP address of the time sever.
Select the time zone where the router is located.

Select a time interval for updating from the NTiPvee

107



108

3.10.6 Management Setup

The port number used to send/receive SIP messageifding a session. The default value is
5060 and this must match with the peer Registranwhaking VolP calls.

Enable remote firmware
upgrade

Allow management from the
Internet

Disable PING from the Internet

Access List

Default Ports

User Defined Ports

Enable SNMP Agent
Get Community

Set Community

Chick the checkbox to allow remote firmware upgrédeugh
FTP (File Transfer Protocaol).

Enable the checkbox to allow system administratotegin
from the Internet. By default, it is not allowed.

Check the checkbox to reject all PING packets ftoen
Internet. For security issue, this function is éadloy default.

You could specify that the system administrator aaly

login from a specific host or network defined ie tist. A
maximum of three IPs/subnet masks is allowed.

List IP - Indicate an IP address allowed to login to the
router.

Subnet Mask -Represent a subnet mask allowed to login to
the router.

Check to use standard port numbers for the Telmkt a
HTTP servers.

Check to specify user-defined port numbers forTtbmet
and HTTP servers.

Check it to enable this function.

Set the name for getting community by typing a prop
character. The default settingpablic.

Set community by typing a proper name. The default
setting isprivate.
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Manager Host IP Set one host as the manager to execute SNMP fanctio
Please type in IP address to specify certain host.

Trap Community Set trap community by typing a proper name. Thaulef
setting ispublic.

Notification Host IP Set the IP address of the host that will receiestthp
community.

Trap Timeout The default setting is 10 seconds.

3.10.7 Reboot System

The Web Configurator may be used to restart youtero ClickReboot Systenfrom System
Maintenanceto open the following page.

If you want to reboot the router using the curmmfiguration, checkJsing current
configuration and clickOK. To reset the router settings to default valubkeckUsing
factory default configuration and clickOK. The router will take 5 seconds to reboot the

system.

3.10.8 Firmware Upgrade (TFTP)

Before upgrading your router firmware, you needhstall the Router Tools. THarmware
Upgrade Utility is included in the tools. The following web pagd# guide you to upgrade
firmware by using an example. Note that this exanmprunning over Windows OS
(Operating System).

Download the newest firmware from DrayTek's web sit FTP site. The DrayTek web site is
www.draytek.com (or local DrayTek's web site) afddPFsite is ftp.draytek.com.

Click System Maintenance>> Firmware Upgraddo launch the Firmware Upgrade Utility.

Click OK. The following screen will appear. Please exetwdirmware upgrade utility first.
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For the detailed information about firmware updalease go to Chapter 4.

Diagnostic Tools provide a useful waywew or diagnosethe status of your Vigor router.
Below shows the menu items for Diagnostics.

3.11.1 WAN Connection

Click Diagnosticsand clickWWAN Connectionto open the web page.

Refresh To obtain the latest information, click here tooes the
page.
Broadband Access Mode/StatusDisplay the broadband access mode and statu® If th

broadband connection is active, it will show In&grn
access mode is enabled. If the connection isiidle,

will show “---".

WAN [P Address The WAN IP address for the active connection.

Dial PPPoE or PPPoA Click it to force the router to establish a PPPoPBPoOA
connection.
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3.11.2 Dial-out Triggerred

Click Diagnosticsand clickDial-out Trigger to open the web page.

Refresh Click it to reload the page.

3.11.3 Routing Table

Click Diagnosticsand clickRouting Table to open the web page.

Refresh Click it to reload the page.
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3.11.4 ARP Cache Table

Click Diagnosticsand clickARP Cache Tableto view the content of the ARP (Address
Resolution Protocol) cache held in the router. {Eide shows a mapping between an Ethernet
hardware address (MAC Address) and an IP address.

Refresh Click it to reload the page.
Clear Click it to clear the whole table.

3.11.5 DHCP Table

The facility provides information on IP addressigissents. This information is helpful in
diagnosing network problems, such as IP addredfictsnetc.

Click Diagnosticsand clickDHCP Tableto open the web page.

Refresh Click it to reload the page.
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3.11.6 NAT Sessions Table

Click Diagnosticsand clickNAT Sessions Tableéo open the setup page.

Refresh Click it to reload the page.
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3.11.7 ADSL Spectrum Analysis

Click Diagnosticsand clickNAT Active Sessions Tabléo open the web page. Below shows
two example diagrams for different type of Vigouter.

sample 1

sample 2
Refresh Click it to reload the page.
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The most common case is that you may want to carnioewtwork securely, such as the
remote branch office and headquarter. Accordinpéonetwork structure as shown in the

below illustration, you may follow the steps toatea LAN-to-LAN profile. These two
networks (LANs) should NOT have the same network esk.

Settings in Router A in headquarter:

1. GotoVPN and Remote Accesand selecRemote Access Controto enable the
necessary VPN service and cliok .

2. Then,

For usingPPP based services, such as PPTP, L2TP, you have geseral settings in
PPP General Setup
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For usinglPSecbased service, such as IPSec or L2TP with IPSkcyPgou have to set

general settings iPSec General Setupsuch as the pre-shared key that both parties
have known.

Go toLAN-to-LAN . Click on one index number to edit a profile.

SetCommon Settingsas shown below. You should enable both of VPN eotians
because any one of the parties may start the ViANembion.

5. SetDial-Out Settingsas shown below to dial to connect to Router B aggjvely with
the selected Dial-Out method.
If anIPSec-basedervice is selected, you should further speciérégmote peer IP

Address, IKE Authentication Method and IPSec SéguMiethod for this Dial-Out
connection.
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If a PPP-based servics selected, you should further specify the rerpeter IP Address,
Username, Password, PPP Authentication and VJ Gasipin for this Dial-Out
connection.

6. SetDial-In settings to as shown below to allow Router B dial-in toldo/PN
connection.

If an IPSec-basedervice is selected, you may further specify gmate peer IP

Address, IKE Authentication Method and IPSec Seguiethod for this Dial-In
connection. Otherwise, it will apply the settinggided inIPSec General Setumbove.
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If a PPP-based servics selected, you should further specify the rerpeter IP Address,
Username, Password, and VJ Compression for thislD@onnection.

7. Atlast, set the remote network IP/subneT@P/IP Network Settings so that Router A
can direct the packets destined to the remote mkttwdRouter B via the VPN
connection.

Settings in Router B in the remote office:

1. GotoVPN and Remote Accesand selecRemote Access Controto enable the
necessary VPN service and cliok.
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2. Then, for using®?PP basedservices, such as PPTP, L2TP, you have to setaene
settings inPPP General Setup

For usinglPSec-basedservice, such as IPSec or L2TP with IPSec Pajioy, have to
set general settings IRSec General Setupsuch as the pre-shared key that both parties
have known.

Go toLAN-to-LAN . Click on one index number to edit a profile.

SetCommon Settingsas shown below. You should enable both of VPN eotians
because any one of the parties may start the ViANembion.

5. SetDial-Out Settings as shown below to dial to connect to Router B esgively with
the selected Dial-Out method.

If an IPSec-basedervice is selected, you should further speciérégmote peer IP

Address, IKE Authentication Method and IPSec SéguMiethod for this Dial-Out
connection.
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If a PPP-basedservice is selected, you should further specifyrémote peer IP Address,
Username, Password, PPP Authentication and VJ Gaasipin for this Dial-Out
connection.

6. SetDial-In settings to as shown below to allow Router A dial-in toldoW/PN
connection.

If an IPSec-basedervice is selected, you may further specify timeate peer IP

Address, IKE Authentication Method and IPSec Seguiethod for this Dial-In
connection. Otherwise, it will apply the settinggided inIPSec General Setumbove.
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If a PPP-basedervice is selected, you should further speciérégmote peer IP Address,
Username, Password, and VJ Compression for thislD@onnection.

7. Atlast, set the remote network IP/subnet @P/IP Network Settings so that Router B
can direct the packets destined to the remote mkttwdRouter A via the VPN
connection.

Vigor2800 Series User’s Guide 121



' 7
The other common case is that you, as a telewonhkay,want to connect to the enterprise

network securely. According to the network struetas shown in the below illustration, you

may follow the steps to create a Remote User Rrafid install Smart VPN Client on the
remote host.

Settings in VPN Router in the enterprise office:

1. GotoVPN and Remote Accesand selecRemote Access Controto enable the
necessary VPN service and cliok.

2. Then, for using PPP based services, such as PRTP, lyou have to set general settings
in PPP General Setup

For using IPSec-based service, such as IPSec d? lh IPSec Policy, you have to set
general settings ilKE/IPSec General Setup such as the pre-shared key that both
parties have known.
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Go toRemote Dial-In Users Click on one index number to edit a profile.
SetDial-In settings to as shown below to allow the remote disé-in to build VPN
connection.

If an IPSec-basedervice is selected, you may further specify tdmate peer IP
Address, IKE Authentication Method and IPSec Seguiethod for this Dial-In
connection. Otherwise, it will apply the settinggided inIPSec General Setumbove.

If a PPP-basedservice is selected, you should further speciérémote peer IP Address,
Username, Password, and VJ Compression for thislD@onnection.
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Settings in the remote host:

1.

3.

For Win98/ME, you may use "Dial-up Networking" teeate the PPTP tunnel to Vigor
router.For Win2000/XP, please use "Network and Dial-upnamtions” or “Smart VPN
Client”, complimentary software to help you creBfTP, L2TP, and L2TP over IPSec
tunnel. You can find it in CD-ROM in the packagegartowww.draytek.com
download center. Install as instructed.

After successful installation, for the first timsan, you should click on tHgtep O.
Configure button. Reboot the host.

In Step 2. Connect to VPN Serverclick Insert button to add a new entry.

If an IPSec-based service is selected as showmvpelo
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You may further specify the method you use to Bette security method, and
authentication method. If the Pre-Shared Key iscted, it should be consistent with the

one set in VPN router.

If a PPP-based service is selected, you shoulddudpecify the remote VPN server IP
address, Username, Password, and encryption méthedJser Name and Password
should be consistent with the one set up in the Y&Xer. To use default gateway on
remote network means that all the packets of reimasé will be directed to VPN server
then forwarded to Internet. This will make the réenloost seem to be working in the

enterprise network.
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4. Click Connectbutton to build connection. When the connectiosuiscessful, you will
find a green light on the right down corner.

" 9 . *

Assume a teleworker sometimes works at home ared tere of children. When working
time, he would use Vigor router at home to contethe server in the headquater office
downtown via either HTTPS or VPN to check email andess internal database. Meanwhile,
children may chat on VoIP or Skype in the restroom.

1. Make sure the QoS Control on the left corner ixkbd. And select BOTH iDirection.

2. Enter the Class Name of Index 1. In this index, wsileset reserve bandwidth for Email
using protocol POP3 and SMTP. CliBlasic button on the right.

3. Select POP3 and SMTP on the left column and adigjd column. Click OK to exit.
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4. Enter the Class Name of Index 2. In this index, silleset reserve bandwidth for
HTTPS. And click Basic button on the right.

5. Select HTTPS in the list on the left column andlclbn ADD to add to right column.
Click OK to exit.

6. Check the Enable UDP Bandwidth Control on the botto prevent enormous UDP
traffic of VoIP influent other application.

7. If the worker has connected to the headquater dmisgto host VPN tunnel. (Please
refer to Chapter 3 VPN for detail instruction),rhay set up an index for it. Enter the
Class Name of Index 3. In this index, he will sssarve bandwidth for 1 VPN tunnel.
And click Advancedbutton on the right.

8. Click edit to open a new window. First, check tH&TAbox. Then clickSrcEdit to set a
worker’s subnet address. CliClestEdit to set headquarter’s subnet address. Leave other
fields and click OK.
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An example of default setting and the correspondigigjoyment are shown below. The
default Vigor router private IP address/Subnet Mask92.168.1.1/255.255.255.0. The built-in

DHCP server is enabled so it assigns every locdlddAost an IP address of 192.168.1.x
starting from 192.168.1.10.

You can just set the settings wrapped inside tteaetangles to fit the request of NAT usage.
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To use another DHCP server in the network ratteen the built-in one of Vigor Router, you
have to change the settings as show below.

You can just set the settings wrapped inside theeetangles to fit the request of NAT usage.
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4.5.1 Calling via SIP Sever
Example 1: Both John and David have SIP Addressesoim different service providers.
John’s SIP URL: 1234@draytel.org, David's SIP URB21@iptel.org

Settings for John
DialPlan index 1

Phone Number: 1111
Display Name: David
SIP URL: 4321 @iptel.org

SIP Accounts Settings ---

Profile Name: draytell
Register via: Auto

SIP Port: 5060 (default)
Domain/Realm: draytel.org
Proxy: draytel.org

Act as outbound proxy:
unhecked

Display Name: John

Account Number/Name: 1234
Authentication ID: unchecked
Password: ****

Expiry Time: (use default value)

CODEC/RTP/DTMF --- John calls David ---
(Use default value) He picks up the phone and dials 1111#. (DialPlaonh
Number for David)

Settings for David

DialPlan index 1

Phone Number:2222
Display Name: John

SIP URL:1234@draytel.org

SIP Accounts Settings ---
Profile Name: iptel 1
Register via: Auto

SIP Port: 5060(default)
Domain/Realm: iptel.org
Proxy: iptel.org

Act as outbound proxy:
unchecked

Display Name: David
Account Name: 4321
Authentication ID: unchecked
Password: ****

Expiry Time: (use default value)

David calls John
CODEC/RTP/DTMF --- He picks up the phone and dials 2222# (DialPlamBho
(Use default value) Number for John)
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Example 2: Both John and David have SIP Addressesoim the same service provider.
John’s SIP URL: 1234@draytel.org , David's SIP URB21@draytel.org

Settings for John

DialPlan index 1

Phone Number: 1111
Display Name: David

SIP URL: 4321 @draytel.org

SIP Accounts Settings ---

Profile Name: draytel 1
Register via: Auto

SIP Port: 5060 (default)
Domain/Realm: draytel.org
Proxy: draytel.org

Act as outbound proxy: unchecked
Display Name: John

Account Number/Name: 1234
Authentication ID: unchecked
Password: ****

Expiry Time: (use default value)

CODEC/RTP/DTMF ---
(Use default value)

Settings for David

DialPlan index 1

Phone Number:2222
Display Name: John

SIP URL:1234@draytel.org

SIP Accounts Settings ---
Profile Name: John

Register via: Auto

SIP Port: 5060(default)
Domain/Realm: draytel.org
Proxy: iptel.org

Act as outbound proxy: unchecked
Display Name: David

Account Name: 4321
Authentication ID: unchecked
Password: ****

Expiry Time: (use default value)

CODEC/RTP/DTMF---
(Use default value)

John calls David
He picks up the phone and dials 1111#. (DialPlan
Phone Number for David)
He picks up the phone and dials 4321#. (David's
Account Name)

David calls John

He picks up the phone and dials 2222# (DialPlan
Phone Number for John) Or,

He picks up the phone and dials 1234# (John’'s
Account Name)

Or,
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4.5.2 Peer-to-Peer Calling

Example 3: Arnor and Paulin have Vigor routers eesipely, they can call each oth&ithout
SIP Registrar. First they must have each otheraddtess and assign an Account Name for
the port used for calling.

Arnor’s SIP URL: 1234@214.61.172.53 Paulin’s SIPLUR321@ 203.69.175.24

Settings for Arnor
DialPlan index 1
Phone Number: 1111
Display Name: paulin
SIP URL: 4321@
203.69.175.24

SIP Accounts Settings ---
Profile Name: Paulin
Register via: None

SIP Port: 5060(default)
Domain/Realm: (blank)
Proxy: (blank)

Act as outbound proxy:
unchecked

Display Name: Arnor
Account Name: 1234
Authentication ID: unchecked
Password: (blank)

Expiry Time: (use default

value)
CODEC/RTP/DTMF--- Arnor calls Paulin
(Use default value) He picks up the phone and dids11# (DialPlan Phone

Number for Arnor)

Settings for Paulin
DialPlan index 1
Phone Number:2222
Display Name: Arnor
SIP URL:
1234@214.61.172.53

SIP Accounts Settings ---
Profile Name: Arnor
Register via: None

SIP Port: 5060(default)
Domain/Realm: (blank)
Proxy: (blank)

Act as outbound proxy:
unchecked

Display Name: Paulin
Account Name: 4321
Authentication ID: unchecked
Password: (blank)

Expiry Time: (use default
value)
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CODEC/RTP/DTMF--- Paulin calls Arnor
(Use default value) He picks up the phone and di2@22#(DialPlan Phone

Number for John)

+ 8% ( . $ < -

Before upgrading your router firmware, you needhstall the Router Tools. THarmware
Upgrade Utility is included in the tools.

1. Insert CD of the router to your CD ROM.
2. From the webpage, please find aliility menu and click it.

3. On the webpage of Utility, clicknstall Now! (under Syslog description) to install the
corresponding program.

4. The fileRTSxxx.exewill be asked to copy onto your computer. Rementbemplace of
storing the execution file.

Go towww.draytek.comto find out the newly update firmware for your reu

Access intdSupport Center >> Downloads Find out the model name of the router and
click the firmware link. The Tools of Vigor routerill display as shown below.

7. Choose the one that matches with your operatingsyand click the corresponding link
to download correct firmware (zip file).

8. Next, decompress the zip file.
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9. Double click on the icon of router tool. The setigard will appear.

10. Follow the onscreen instructions to install thd.témally, click Finish to end the
installation.

11. From theStart menu, operfPrograms and choos®outer Tools XXX >> Firmware
Upgrade Utility .

12. Type in your router IP, usualy92.168.1.1

13. Click the button to the right side of Firmware filgping box. Locate the files that you
download from the company web sites. You will fimat two files with different
extension namesxxx.all (keep the old custom settingg)dxxxx.rst (reset all the
custom settings to default settings). Choose aeyobthem that you need.
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14. Click Send

15. Now the firmware update is finished.

-7 $ $ . % # %
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1. Go toCertificate Managementand chooséocal Certificate.

2. You can clickGENERATE button to start to edit a certificate request.eEtie
information in the certificate request.

3. Copy and save the X509 Local Certificate Requet &t file and save it for later use.
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4. Connect to CA server via web browser. Follow trstrunction to submit the request.
Below we take a Windows 2000 CA server for examBldectRequest a Certificate

SelectAdvanced request

SelectSubmit a certificate request a base64 encoded PKGAO file or a renewal
request using a base64 encoded PKCS #7 file

Import the X509 Local Certificate Requet text figelectRouter (Offline request) or
IPSec (Offline request)below.

Then you have done the request and the serverssugs you a certificate. Sel@zse
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64 encodedcertificate andownload CA certificate. Now you should get a certificate
(.cer file) and save it.

5. Back to Vigor router, go thocal Certificate. Click IMPORT button and browse the
file to import the certificate (.cer file) into Vag router. When finished, click refresh and
you will find the below window showing “------ BEGIN CERTIFICATE------..... 8

6. You may review the detail information of the cectifte by clickingview button.

"1- 7 % $ ' %
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Use web browser connecting to the CA server thatwould like to retrieve its CA
certificate. ClickRetrive the CA certificate or certificate recoring list.

In Choose file to downloadclick CA CertificateCurrent andBase 64 encodedind
Download CA certificate to save the .cer. file.

Back to Vigor router, go tdrusted CA Certificate. Click IMPORT button and browse
the file to import the certificate (.cer file) intgor router. When finished, click refresh
and you will find the below illustration.

You may review the detail information of the cectfte by clickingview button.
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Note: Before setting certificate configuration,gde go tdSystem Maintenance
>> Time and Dateto reset current time of the router first.
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This section will guide you to solve abnormal siiois if you cannot access into the Internet
after installing the router and finishing the walmfiguration. Please follow sections below to
check your basic installation status stage by stage

Checking if the hardware status is OK or not.

Checking if the network connection settings on yoamputer are OK or not.
Pinging the router from your computer.

Checking if the ISP settings are OK or not.

Backing to factory default setting if necessary.

If all above stages are done and the router stilhot run normally, it is the time for you to
contact your dealer for advanced help.

) $ = &
Follow the steps below to verify the hardware €tatu

1. Check the power line and WLAN/LAN cable connections
Refer to 2.1 Hardware Installation” for details.

2. Turn on the router. Make sure tA€T LED blink once per second and the
corresponderit AN LED is bright.

Phone
QoS FXS1 FXS2 VPN DSL Printer P1 P2 P3 P4

1805 8 8 S S

3. If not, it means that there is something wrong wlié hardware status. Simply back to
“2.1 Hardware Installation” to execute the hardware installation again. Amghthry
again.

) $ & <
* 1= &

Sometimes the link failure occurs due to the wroatyvork connection settings. After trying
the above section, if the link is stilled failedegse do the steps listed below to make sure the
network connection settings is OK.
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For Windows

The example is based on Windows XP. As to the elesripr other
operation systems, please refer to the similarsstefind support notes in
www.draytek.com.

1. Goto Control Panel and then double-click on Nelw©onnections.

2.  Right-click on Local Area Connection and click omperties.

3. Select Internet Protocol (TCP/IP) and then clic&derties.
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4. Select Obtain an IP address automatically and OIAIS server address automatically.

For MacOs

1. Double click on the current used MacOs on the dgskt

2. Open theApplication folder and get inttNetwork.

3. On theNetwork screen, seledising DHCP from the drop down list of Configure IPv4.
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The default gateway IP address of the router is1B81.1. For some reason, you might need
to use “ping” command to check the link statushef touter The most important thing is

that the computer will receive a reply from 192.16&..1.If not, please check the IP address
of your computer. We suggest you setting the ndtwonnection aget IP automatically.
(Please refer to the section 4.2)

Please follow the steps below to ping the routerecoly.

For Windows
1. Open theCommand Prompt window (fronBtart menu> Run).

2. Typecommand (for Windows 95/98/ME) ocmd (for Windows NT/ 2000/XP). The
DOS command dialog will appear.

3. Type ping 192.168.1.1 and press [Enter]. It thk iNOK, the line of “Reply from
192.168.1.1:bytes=32 time<lms TTL=25" will appear.

4. If the line does not appear, please check the déiPead setting of your computer.

For MacOs (Terminal)

1. Double click on the current used MacOs on the dgskt

2. Open théApplication folder and get intdJtilities .

3. Double clickTerminal. The Terminal window will appear.
4

Typeping 192.168.1.5and press [Enter]. It the link is OK, the line“6# bytes from
192.168.1.1: icmp_seqg=0 ttI=255 time=xxxx rhsvill appear.
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Click Internet Accessgroup and then check whether the ISP settingsehr@srectly.

For PPPOE/PPPOA Users
1. Check if theEnable option is selected.

2. Check ifUsernameandPasswordare entered with correct values that god from
your ISP.
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For MPoA Users
1. Check if theEnable option for Broadband Access is selected.

2.  Check if all parameters @SL Modem Settingsare entered with correct value that
provided by your ISP. Especially, check if the gysdation is selected properly or not
(it should be the same with the settingQuick Start Wizard).

3. Check ifIP Address, Subnet MaskandGateway are set correctly (must identify with
the values from your ISP) if you chodSpecify an IP address

) ) 6 ( 4  $ $& 4

Sometimes, a wrong connection can be improvedtoymag to the default settings. Try to
reset the router by software or hardware.

Warning: After pressingactory default setting, you will loose all setting
you did before. Make sure you have recorded alulisettings before you
pressing. The password of factory default is null.

Software Reset
You can reset the router to factory default via \[dege.

Go toSystem MaintenanceandchooseReboot Systenon the web page. The following
screen will appear. Choosksing factory default configuration and clickOK. After few
seconds, the router will return all the settingghtfactory settings.
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Hardware Reset

While the router is running (ACT LED blinking), m®theFactory Resetbutton and hold for
more than 5 seconds. When you seedti@ LED blinks rapidly, please release the button.
Then, the router will restart with the default agnfation.

Factory

rrrrrrr

After restore the factory default setting, you canfigure the settings for the router again to
fit your personal request.
<

If the router still cannot work correctly after img many efforts, please contact your dealer for
further help right away. For any questions, pldaséfree to send e-mail to
support@draytek.com.
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